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Abstract

This document contains release notes for the changes in each release of MySQL 5.7, up through MySQL 5.7.44.
For information about changes in a different MySQL series, see the release notes for that series.

For additional MySQL 5.7 documentation, see the MySQL 5.7 Reference Manual, which includes an overview
of features added in MySQL 5.7 (What Is New in MySQL 5.7), and discussion of upgrade issues that you may
encounter for upgrades from MySQL 5.6 to MySQL 5.7 (Changes in MySQL 5.7).

MySQL platform support evolves over time; please refer to https://www.mysql.com/support/supportedplatforms/
database.html for the latest updates.

Updates to these notes occur as new product features are added, so that everybody can follow the development
process. If a recent version is listed here that you cannot find on the download page (https://dev.mysqgl.com/
downloads/), the version has not yet been released.

The documentation included in source and binary distributions may not be fully up to date with respect to release
note entries because integration of the documentation occurs at release build time. For the most up-to-date
release notes, please refer to the online documentation instead.

For legal information, see the Legal Notices.

For help with using MySQL, please visit the MySQL Forums, where you can discuss your issues with other
MySQL users.
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Preface and Legal Notices

This document contains release notes for the changes in each release of MySQL 5.7, up through
MySQL 5.7.52.

Legal Notices
Copyright © 1997, 2025, Oracle and/or its affiliates.
License Restrictions

This software and related documentation are provided under a license agreement containing
restrictions on use and disclosure and are protected by intellectual property laws. Except as expressly
permitted in your license agreement or allowed by law, you may not use, copy, reproduce, translate,
broadcast, modify, license, transmit, distribute, exhibit, perform, publish, or display any part, in any
form, or by any means. Reverse engineering, disassembly, or decompilation of this software, unless
required by law for interoperability, is prohibited.

Warranty Disclaimer

The information contained herein is subject to change without notice and is not warranted to be error-
free. If you find any errors, please report them to us in writing.

Restricted Rights Notice

If this is software, software documentation, data (as defined in the Federal Acquisition Regulation), or
related documentation that is delivered to the U.S. Government or anyone licensing it on behalf of the
U.S. Government, then the following notice is applicable:

U.S. GOVERNMENT END USERS: Oracle programs (including any operating system, integrated
software, any programs embedded, installed, or activated on delivered hardware, and modifications

of such programs) and Oracle computer documentation or other Oracle data delivered to or accessed
by U.S. Government end users are "commercial computer software," "commercial computer software
documentation," or "limited rights data" pursuant to the applicable Federal Acquisition Regulation and
agency-specific supplemental regulations. As such, the use, reproduction, duplication, release, display,
disclosure, modification, preparation of derivative works, and/or adaptation of i) Oracle programs
(including any operating system, integrated software, any programs embedded, installed, or activated
on delivered hardware, and modifications of such programs), ii) Oracle computer documentation and/
or iii) other Oracle data, is subject to the rights and limitations specified in the license contained in
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the applicable contract. The terms governing the U.S. Government's use of Oracle cloud services
are defined by the applicable contract for such services. No other rights are granted to the U.S.
Government.

Hazardous Applications Notice

This software or hardware is developed for general use in a variety of information management
applications. It is not developed or intended for use in any inherently dangerous applications, including
applications that may create a risk of personal injury. If you use this software or hardware in dangerous
applications, then you shall be responsible to take all appropriate fail-safe, backup, redundancy, and
other measures to ensure its safe use. Oracle Corporation and its affiliates disclaim any liability for any
damages caused by use of this software or hardware in dangerous applications.

Trademark Notice

Oracle, Java, MySQL, and NetSuite are registered trademarks of Oracle and/or its affiliates. Other
names may be trademarks of their respective owners.

Intel and Intel Inside are trademarks or registered trademarks of Intel Corporation. All SPARC
trademarks are used under license and are trademarks or registered trademarks of SPARC
International, Inc. AMD, Epyc, and the AMD logo are trademarks or registered trademarks of Advanced
Micro Devices. UNIX is a registered trademark of The Open Group.

Third-Party Content, Products, and Services Disclaimer

This software or hardware and documentation may provide access to or information about content,
products, and services from third parties. Oracle Corporation and its affiliates are not responsible

for and expressly disclaim all warranties of any kind with respect to third-party content, products,

and services unless otherwise set forth in an applicable agreement between you and Oracle. Oracle
Corporation and its affiliates will not be responsible for any loss, costs, or damages incurred due to
your access to or use of third-party content, products, or services, except as set forth in an applicable
agreement between you and Oracle.

Use of This Documentation

This documentation is NOT distributed under a GPL license. Use of this documentation is subject to the
following terms:

You may create a printed copy of this documentation solely for your own personal use. Conversion

to other formats is allowed as long as the actual content is not altered or edited in any way. You shall
not publish or distribute this documentation in any form or on any media, except if you distribute the
documentation in a manner similar to how Oracle disseminates it (that is, electronically for download
on a Web site with the software) or on a CD-ROM or similar medium, provided however that the
documentation is disseminated together with the software on the same medium. Any other use, such
as any dissemination of printed copies or use of this documentation, in whole or in part, in another
publication, requires the prior written consent from an authorized representative of Oracle. Oracle and/
or its affiliates reserve any and all rights to this documentation not expressly granted above.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support for Accessibility

Oracle customers that have purchased support have access to electronic support through My Oracle
Support. For information, visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit ht t p: / / www. or acl e. cont pl s/

t opi ¢/ | ookup?ct x=acc& d=tr s if you are hearing impaired.
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Changes in MySQL 5.7.44 (2023-10-25, General Availability)

Important
A MySQL 5.7.44 is the final release of the MySQL 5.7 series.

MySQL 5.7 users are encouraged to upgrade to the latest MySQL 8.0, 8.4, or
MySQL Innovation release.

SQL Function and Operator Notes

» Packaging Notes

Functionality Added or Changed

» Bugs Fixed

SQL Function and Operator Notes

» The STR _TO DATE() function did not perform complete range checking on the string to be
converted, so that it was possible to pass to it a string which would yield an invalid date, such as
'2021-11- 31" . (Bug #108782, Bug #34704094)

Packaging Notes

* On Windows, the MSI package definition files were updated to work with the Windows Installer XML
(WiX) toolset version 4. Note that they can no longer be used with previous versions of the toolset.
(Bug #35613791)

e The bundled | i bedi t library was upgraded to version 20221030-3.1. (Bug #35489173)

Functionality Added or Changed

e Important Change: The linked OpenSSL library for MySQL Server has been updated to version
3.0.10. Issues fixed in OpenSSL version 3.0.10 are described at https://openssl-library.org/news/
openssl-3.0-notes/. (Bug #35702863, Bug #35732474)

Bugs Fixed
* InnoDB: Fixed processing of single character tokens by a FTS parser plugin.
Our thanks to Shaohua Wang for the contribution. (Bug #35432973)

* InnoDB: The last detected deadlock section of the engine status log was only showing 1024
characters for the combined thread and query information. Fixing by removing the printed query
string limit. (Bug #80927, Bug #23036096)

» Some complex queries using multiple common table expressions were not always handled correctly.
(Bug #34900334)

References: This issue is a regression of: Bug #34377854.

Changes in MySQL 5.7.43 (2023-07-18, General Availability)

» Compilation Notes
» Functionality Added or Changed

» Bugs Fixed
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Compilation Notes

» Improved Clang 15 usage, although it's not officially supported in v5.7. (Bug #34638573, Bug
#35278042)

Functionality Added or Changed

« Important Change: The linked OpenSSL library for MySQL Server has been upgraded from
OpenSSL 1.1.1 to OpenSSL 3.0. The exact version is now 3.0.9. More information on changes from
1.1.1 to 3.0 can be found at https://www.openssl.org/docs/man3.0/man7/migration_guide.html. (Bug
#35475140, WL #15614)

» The linked curl library for MySQL Server (Enterprise Edition) has been updated to version 8.1.1. (Bug
#35329529)

Bugs Fixed

» Group Replication: After one machine halted and restarted in a three-node MySQL InnoDB Cluster,
one node failed to start; after restarting all nodes, the cluster shut down unexpectedly.

Our thanks to Zetang Zeng for the contribution. (Bug #34976442)
« Fortified parsing of the network packet data sent by the server to the client. (Bug #35374491)
» Some floating-point literals were not always handled correctly. (Bug #32824429)

» Executing a query with an implicit aggregation should return exactly one row, unless the query has a
HAVI NG clause that filters out the row, but a query with a HAVI NG clause which evaluated to FALSE
sometimes ignored this, and returned a row regardless. (Bug #14272020)

» During optimization, range-select tree creation uses logic which differs based on the left-hand side
of the | N() predicate. For a field item, each value on the right-hand side is added to an OR tree to
create the necessary expression. In the case of a row item comparison (example: WHERE ( a, b)
IN ((nl,nl), (n2, nR2), ...)),anexpression in disjunctive normal form (DNF) is needed. A
DNF expression is created by adding an AND tree with column values to an OR tree for each set of
RHS values, but instead the OR tree was added to the AND tree causing the tree merge to require
exponential time due to O(nz) runtime complexity. (Bug #108963, Bug #34758905)

Changes in MySQL 5.7.42 (2023-04-18, General Availability)

» Functionality Added or Changed

* Bugs Fixed
Functionality Added or Changed
e Important Change: The linked OpenSSL library for MySQL Server has been updated to version
1.1.1t. Issues fixed in OpenSSL version 1.1.1t are described at https://www.openssl.org/news/

cl111.txt. (Bug #35092429)

* The linked curl library for MySQL Server (Enterprise Edition) has been updated to version 7.88.1.
(Bug #34828111)

Bugs Fixed

* InnoDB: Prevent online DDL operations from accessing out-of-bounds memory. (Bug #34750489,
Bug #108925)

» Replication: Some binary log events were not always handled correctly. (Bug #34617506)
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» Replication: Setting bi nl og_order _conmmi t s to OFF could lead to a missed GTID in the next
binary log file's Previ ous_gti ds event.

Our thanks to Yewei Xu and the Tencent team for the contribution. (Bug #109485, Bug #34930969)

* A client setting the character set to an impermissible client character set (ucs2, ut f 16, ut f 16l e,
or ut f 32) could cause unexpected behavior when the client used an authentication plugin. (Bug
#35054579)

» The scope of the connect _t i neout limit was extended to full-packet reads. (Bug #33723597)
References: See also: Bug #34574013.

e Using - -si ngl e-transacti on with mysql dunp version 5.7.41 required either the RELOAD or
FLUSH TABLES privilege. This requirement now applies only when both gt i d_node=0ON (default
OFF) and with - - set - gt i d- purged = ON| AUTO (default AUTO). (Bug #109685, Bug #109701,
Bug #34993824, Bug #34998910, Bug #35020512)

References: This issue is a regression of: Bug #105761, Bug #33630199.

Changes in MySQL 5.7.41 (2023-01-17, General Availability)

» Compilation Notes
» Functionality Added or Changed

» Bugs Fixed

Compilation Notes

» Upgraded the bundled | z4 library from version 1.9.3 to version 1.9.4. (Bug #34809802)

Functionality Added or Changed

» Important Change: The linked OpenSSL library for MySQL Server has been updated to version
1.1.1s. Issues fixed in OpenSSL version 1.1.1s are described at https://www.openssl.org/news/
cl111.txt. (Bug #34828308)

» The linked curl library for MySQL Server (Enterprise Edition) has been updated to version 7.86.0.
(Bug #34828111)

Bugs Fixed

» Replication: Issuing STOP SLAVE SQ._THREAD while the SQL thread was handling a transaction
caused replication to stop immediately, instead of waiting 60 seconds for the event group to
complete before shutting down the SQL thread as expected.

The root cause of this issue was due to the internal variable storing the last event start time not being
reset after the SQL thread was restarted.

We fix this by resetting the variable holding the last event start time whenever the SQL thread is
started. (Bug #33646899)

* Replication: Therel ay | og space_|init system variable is a 64-bit value, but its valid
maximum was specified internally as that of a 32-bit value. (Bug #106323, Bug #33799840)

» Some remote connections to the server were not handled correctly. This issue arose as the result of
a previous fix for an issue with r equi re_secur e_transport. (Bug #34857411)

References: This issue is a regression of: Bug #34094706.
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The linked OpenLDAP library for MySQL Server (Enterprise edition) was updated to version 2.5.13.
(Bug #34815046)

The bundled zlib library has been upgraded to zlib 1.2.13; zlib 1.2.13 is now the minimum zlib version
supported. (Bug #34711762, Bug #34711758)

» Stack overruns could be erroneously reported when using the thread pool under heavy load. The
race condition causing this in the thread pool has been avoided with an additional thread group 1D
check. (Bug #34414959)

Data and GTIDs backed up by nysqgl dunp were inconsistent when the options - - si ngl e-
transactionand--set-gtid-purged=0ONwere both used. This was because GTI D_EXECUTED
was fetched at the end of the dump, at which point the GTIDs on the server could have increased
already. With this fix, a FLUSH TABLES W TH READ LOCK is performed at the beginning of the
dump, and GTI D_EXECUTED fetched immediately after, to ensure that its value is consistent with the
shapshot taken by nysql dunp.

Our thanks to Marcelo Altmann for the contribution.

Limitation: This fix adds a requirement for the RELOAD privilege when using - - si ngl e-
transacti on to execute FLUSH TABLES W TH READ LOCK; the MySQL team is investigating a
solution. (Bug #33630199, Bug #105761)

 In prepared statements, some types of subqueries could cause a server exit. (Bug #33100586)

* The audi t _I og server-side plugin always logged an entire multiple query, rather than logging only
the specific part of the query that was executed. Changing when the query length is set resolves the
issue. (Bug #107390, Bug #34207811)

Changes in MySQL 5.7.40 (2022-10-11, General Availability)

» Functionality Added or Changed

» Bugs Fixed

Functionality Added or Changed

* Important Change: The linked OpenSSL library for MySQL Server has been updated to version
1.1.1q. Issues fixed in OpenSSL version 1.1.1q are described at https://www.openssl.org/news/
cl111.txt and https://www.openssl.org/news/vulnerabilities.html. (Bug #34414695)

» The linked curl library for MySQL Server (Enterprise Edition) has been updated to version 7.84.0.
(Bug #34138733, Bug #34614578)

» MySQL Server's AES ENCRYPT() and AES DECRYPT() functions now support the use of a key
derivation function (KDF) to create a cryptographically strong secret key from information such as
a password or a passphrase that you pass to the function. The derived key is used to encrypt and
decrypt the data, and it remains in the MySQL Server instance and is not accessible to users. Using
a KDF is highly recommended, as it provides better security than specifying your own premade key
or deriving it by a simpler method when you use the function. The functions support HKDF (available
from OpenSSL 1.1.0), for which you can specify an optional salt and context-specific information
to include in the keying material, and PBKDF2 (available from OpenSSL 1.0.2), for which you can
specify an optional salt and set the number of iterations used to produce the key. (WL #12669, WL
#15188)

Bugs Fixed

* InnoDB: In debug builds, a descending b-tree scan raised a debug assertion failure. (Bug
#34144951)

» InnoDB: An index latch order violationindi ct _tabl e x | ock i ndexes() caused an assertion
failure. (Bug #32912868)
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* InnoDB: A TRUNCATE TABLE operation failed to free an acquired mutex in specific cases. (Bug
#107858, Bug #34380370)

» The server did not always process nested views as expected. (Bug #33876690)

* nmysqgl punp might not be given the correct permissions to use derived tables (tables that are
generated by a query FROMclause), causing the dump process to stop if these were present. Derived
tables are now handled separately and privileges are set for them. (Bug #33866103)

* When using - - | og-ti nmest anps=SYSTEM ISO 8601 timestamps in log messages did not take
account of daylight saving time. (Bug #28632725, Bug #32893161)

» The GRANT OPTI ON privilege was treated as related to database operations. (Bug #25203933, Bug
#34159579)

Changes in MySQL 5.7.39 (2022-07-26, General Availability)

» Compilation Notes
» Keyring Notes

» Performance Schema Notes

Functionality Added or Changed

» Bugs Fixed

Compilation Notes

» Added macOS/ARM support. (Bug #34017614)

* On Windows, improved the generated INFO_BIN and INFO_SRC files. (Bug #33972317, Bug
#34052301)

Keyring Notes

e The keyri ng_aws plugin has been updated to use the latest AWS Encryption SDK for C (version
1.9.186).

The keyri ng_aws_r egi on variable supports the additional AWS regions supported by the new
SDK. Refer to the variable description for a list of supported AWS regions. (WL #14547)

Performance Schema Notes

» The SHOW PROCESSLI ST statement provides process information by collecting thread data from
all active threads. However, because the implementation iterates across active threads from within
the thread manager while holding a global mutex, it has negative performance consequences,
particularly on busy systems.

An alternative SHOW PROCESSLI ST implementation is now available based on the new Performance
Schema pr ocessl i st table. This implementation queries active thread data from the Performance
Schema rather than the thread manager and does not require a mutex:

« To enable the alternative implementation, enable the
perfornmance_schenma_show processli st system variable.

Schema for new installations of MySQL 5.7.39, or higher, and upgrades to

Note
@ The processl i st table is automatically created in the Performance
MySQL 5.7.39, or higher.
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« The alternative implementation of SHOW PROCESSLI| ST also applies to the mysql adm n
processl i st command.

* The alternative implementation does not apply to the | NFORVATI ON_SCHENMA PROCESSLI ST table
or the COM_PROCESS | NFO command of the MySQL client/server protocol.

« To ensure that the default and alternative implementations yield the same information, certain
configuration requirements must be met; see The processlist Table.

(WL #14611)

Functionality Added or Changed

» Important Change: The linked curl library for MySQL Server (Enterprise Edition) has been updated
to version 7.83.1. (Bug #34138733)

e Important Change: The linked OpenSSL library for MySQL Server has been updated to version
1.1.10. Issues fixed in OpenSSL version 1.1.10 are described at https://www.openssl.org/news/
cl111.txt and https://www.openssl.org/news/vulnerabilities.html. (Bug #34133985)

* The nyi sam r epai r _t hr eads system variable and nyi sanchk - - paral | el -recover option
were removed. (Bug #31052408, WL #14938)

Bugs Fixed

* InnoDB: A 4GB tablespace file size limit on Windows 32-bit systems has been removed. The limit
was due to an incorrect calculation performed while extending the tablespace. (Bug #28934351)

» Replication: The write sets extracted by MySQL Replication from transactions when the
transaction wite set extraction system variable is enabled (which is the default) are
extracted from primary keys, unique keys, and foreign keys. They are used to detect dependencies
and conflicts between transactions. Previously, write sets involving multi-column foreign keys were
incorrectly identifying each column as a separate foreign key. The issue has now been fixed and
foreign key write sets include all referenced key columns. (Bug #34095747, Bug #34144531)

* Replication: When the - -repl i cat e- sane- ser ver - i d option was used to make the replica not
skip events that have its own server ID, if the log file was rotated, replication stopped with an error.
The log rotation event now checks and applies the current value of the option. (Bug #89375, Bug
#27492990)

» Under certain circumstances TRUNCATE per f or rance_schena. account s caused duplicated
counts in gl obal _st at us.

This occurred only if the following was true:

e Ifshow conpatibility 56 is setto 0, aggregating status variables by accounts, users and
hosts.

« If some hosts were not instrumented. For example, if per f or mance_schena_hosts_si ze was
set to a low value.

Our thanks to Yuxiang Jiang and the Tencent team for the contribution. (Bug #34057013, Bug
#106939)

» Upgraded the bundled zlib library to zlib 1.2.12. Also made zlib 1.2.12 the minimum zlib version
supported, and removed WITH_ZLIB from the WITH_SYSTEM_LIBS CMake option. (Bug
#34015600)

« If an incorrect value was set for the bi nl og_checksumsystem variable during a session, a
COM Bl NLOG_DUMP command made in the same session to request a binary log stream from a
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source failed. The server now validates the specified checksum value before starting the checksum
algorithm setup process. (Bug #32442749)

Changes in MySQL 5.7.38 (2022-04-26, General Availability)

» Deprecation and Removal Notes

* SQL Function and Operator Notes

Security Notes
» Functionality Added or Changed

» Bugs Fixed

Deprecation and Removal Notes

» The nyi sam repai r _t hr eads system variable and nyi santhk - - paral | el -recover option
are deprecated; expect support for both to be removed in a future release of MySQL.

Values other than 1 (the default) for nyi sam repai r _t hr eads produce a warning. (WL #14937)

SQL Function and Operator Notes

* When the nysql client was started with - - def aul t - char act er - set =ut f 8nb4, successive calls
to the UUI D() function returned duplicate values. (Bug #33334507)

References: See also: Bug #26395601, Bug #32224507.

Security Notes

» The linked OpenSSL library for MySQL Server has been updated to version 1.1.1n from 1.1.1l.
Issues fixed in OpenSSL are described at https://www.openssl.org/news/cl111.txt and at http://
www.openssl.org/news/vulnerabilities.html. (Bug #33840722, Bug #33970835)

Functionality Added or Changed

» Group Replication: The default for the gr oup_replicati on_transacti on_size_limnt
system variable, which sets the maximum transaction size that a replication group accepts, is
changed from zero (no limit) to 150000000 bytes (approximately 143 MB), which is the same as
the default in MySQL 8.0. Setting a limit for this system variable by default helps to avoid delays
or errors caused by excessively large transactions. Transactions above the limit are rolled back,
and are not sent to the Group Communication System (GCS) for distribution to the group. If your
Group Replication servers previously accepted transactions larger than the new default limit, and you
were allowing group_replication_transaction_size_|limt todefaultto the old zero limit,
those transactions will start to fail after the upgrade to the new default. You must either specify an
appropriate size limit that allows the maximum message size you need the group to tolerate (which is
the recommended solution), or specify a zero setting to restore the previous behavior. (WL #15060)

Bugs Fixed
» InnoDB: A missing null pointer check for an index instance caused a failure. (Bug #33600109)

* InnoDB: Purge threads processed undo records of an encrypted table for which the tablespace was
not loaded, causing a failure. (Bug #32586721)

* InnoDB: Incorrect AUTO | NCREMENT values were generated when the maximum integer column
value was exceeded. The error was due to the maximum column value not being considered. The
previous valid AUTO_| NCREMENT value should have been returned in this case, causing a duplicate
key error. (Bug #87926, Bug #26906787)
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Partitioning: In some cases, establishing a connection to MySQL server could fall if the . i bd file for
a partition was missing. (Bug #33459653)

Statements that cannot be parsed (due, for example, to syntax errors) are no longer written to the
slow query log. (Bug #33732907)

It was not possible to revoke the DROP privilege on the Performance Schema. (Bug #33578113)

A page cleaner thread timed out as it waited for an exclusive lock on an index page held by a full-text
index creation operation on a large table. (Bug #33101844)

A memory leak occurred if mysgl dunp was used on more than one table with the - - or der - by-
pri mary option. The memory allocated for sorting each table’s rows is now freed after every table,
rather than only once. (Bug #30042589, Bug #96178)

nysql d_saf e log message textual errors were corrected. Thanks to Bin Wang at China Mobile for
the contribution. (Bug #106590, Bug #33903639)

Changes in MySQL 5.7.37 (2022-01-18, General Availability)

Audit Log Notes

Compilation Notes

SQL Function and Operator Notes
Packaging Notes

Bugs Fixed

Audit Log Notes

Previously, each event logged by MySQL Enterprise Audit included the SQL statement literal text.
To provide an alternative (because it is possible that statements contain sensitive information), the
audit log filtering language now supports logging a statement's digest rather than its literal text. For
example, instead of logging this statement:

SELECT * FROM orders WHERE sone_sensitive_col um=1234567

The audit log plugin can log this digest:

SELECT * FROM "orders’ WHERE " sone_sensitive_colum’™ = ?

This is similar to what is already logged for prepared statements, for which parameter markers
appear rather than actual data values.

To perform digest logging, use audit filter definitions that replace the statement literal text by its
corresponding digest, as discussed in Replacement of Event Field Values.

Because text replacement occurs at an early auditing stage (during filtering), the choice of whether
to log statement literal text or digest values applies regardless of log format written later (that is,
whether the audit log plugin produces XML or JSON output). (Bug #31482609, WL #14267, WL
#14724)

The new audi t _| og_di sabl e system variable permits disabling audit logging for all connecting
and connected sessions. See Disabling Audit Logging. (WL #14699)

Compilation Notes

Binary packages that include curl rather than linking to the system curl library have been upgraded to
use curl 7.80.0. (Bug #33576431)
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SQL Function and Operator Notes

* Queries making use of the MBRCont ai ns() function did not employ all available spatial indexes.

(Bug #32975221)

References: This issue is a regression of: Bug #29770705.

* The FORVAT() function returned a formatted number without showing the thousands separator

and grouping between separators when either the es_ES or es_MX locale was specified. (Bug
#31374305)

Packaging Notes

» The GnuPG build key used to sign MySQL downloadable packages has been updated. The previous

GnuPG build key is set to expire on 2022-02-16. For information about verifying the integrity and
authenticity of MySQL downloadable packages using GnuPG signature checking, or to obtain a copy
of our public GnuPG build key, see Signature Checking Using GnuPG.

Due to the GnuPG key update, systems configured to use r epo. nysql . commay report a signature
verification error when upgrading to MySQL 5.7.37 and higher or to MySQL 8.0.28 and higher using
apt or yum Use one of the following methods to resolve this issue:

1. Manually reinstall the MySQL APT or YUM repository setup package from https://dev.mysqgl.com/
downloads/.

2. Download the MySQL GnuPG public key and add it your system GPG keyring.

» For MySQL APT repository instructions, see Appendix A: Adding and Configuring the MySQL
APT Repository Manually.

* For MySQL YUM repository instructions, see Upgrading MySQL with the MySQL Yum
Repository.

(Bug #33587308)

e The bundled | i bedi t library was upgraded to version 20210910-3.1. (Bug #33568767)

Bugs Fixed

* InnoDB: The buf _val i dat e() function in the | nnoDB sources was optimized, improving

performance on debug builds.
Thanks to Hobert Lu for the contribution. (Bug #33417058, Bug #104967)

Partitioning: Creating a table with nondeterministic functions in generated column expressions
should not be possible, but this was not enforced in all cases; a series of one or more ALTER TABLE
statements could be employed to arrive at a partitioned table with one or more such generated
columns. When attempting to execute the CREATE TABLE statement obtained by running SHOW
CREATE TABLE against this table, MySQL rejected the statement with a misleading error message
referring to the partitioning expression rather than to the problematic column, despite the fact that the
partitioning expression itself was legal.

This was caused by the result of a check for any unsafe expressions defined for a generated column
(in the internal variable t hd- >saf e_t o_cache_query), which was later checked again without
being cleared while parsing the partition expression, leading to an error even when the partition
expression did not refer to the problematic generated column expression. Now in such cases, we
resett hd- >saf e_t o_cache_query before parsing the partition function.

The issue of allowing the use of certain nondeterminstic functions (AES_ENCRYPT( ) ,
AES_DECRYPT() , RANDOV BYTES( ) ) in generated columns is handled separately. (Bug
#29268656)
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References: See also: Bug #32592320.

» Partitioning: A query using an index other than the primary key of a partitioned table sometimes
resulted in excessive CPU load. (Bug #104576, Bug #33238010)

* Replication: When the PAD CHAR TO FULL_LENGTH SQL mode was enabled on a replica
server, trailing spaces could be added to a replication channel’s name in the replication metadata
repository tables, resulting in errors in replication operations that identified the channel using that
data. The issue has now been fixed in MySQL 8.0 by using VARCHAR for character columns, and in
MySQL 5.7 by disabling the SQL mode when reading from those tables. Thanks to Brian Yue for the
contribution. (Bug #33213841)

* MySQL 5.7 did not handle the t hr ead_st ack variable in the same manner as MySQL 5.6 or
MySQL 8.0. (Bug #33362907)

It was possible in some cases to create a generated column of type SERI AL, which is not allowed.

See Numeric Data Type Syntax, and CREATE TABLE and Generated Columns, for more information
(Bug #33141966)

» Statements which commit a transaction implicitly or explicitly are not allowed inside a trigger
or a stored function. Both CREATE TRI GGER and CREATE FUNCTI ON should report an error
(ER_ COVW T_NOT_ALLOWED | N _SF_OR TRG in this case, but did not correctly handle DROP
TABLESPACE. (Bug #33141958)

e The MySQL session used for online keyring migration was not closed gracefully after the migration
was complete, resulting in an “Aborted connection” note being printed to the error log. (Bug
#32989716)

» If a CR_UNKNOAN_ERRORwas to be sent to a client, an exception could occur. (Bug #31933415)

e SHOW PROCESSLI ST could read freed memory when accessing the query string belonging to a
connection that was in the process of deleting a prepared statement. (Bug #28142052)

 Privileges were not checked correctly for ALTER USER ... |DENTIFIED WTH ... BY.(Bug
#27923149, Bug #29882299)

Changes in MySQL 5.7.36 (2021-10-19, General Availability)

» Security Notes

» Bugs Fixed

Security Notes

* The linked OpenSSL library for MySQL Server has been updated to version 1.1.1l. Issues fixed in
the new OpenSSL version are described at https://www.openssl.org/news/cl111.txt and at http://
www.openssl.org/news/vulnerabilities.html. (Bug #33273138, Bug #33309871)

Bugs Fixed

* Incompatible Change: For all SELECT statements on a view, the query digest was based on the
view definition. As a result, different queries had the same digest and aggregated together in the
Performance Schema table event s_st at enent s_sunmmary_by di gest, so statistics in that table
were not usable for distinguishing distinct SELECT statements.

The query digest for each SELECT statement on a view now is based on the SELECT,
not the view definition. This enables distinguishing distinct SELECT statements in the
events statenents _sunmmary_ by di gest table. However, tools that use query digests may
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need some adjustment to account for this change. For example, MySQL Enterprise Firewall and
query rewrite plugins rely on query digests and existing rules for them that are associated with views
may need to be updated. (Bug #27540213, Bug #89559, Bug #31761802)

InnoDB: With undo log truncation enabled (i nnodb_undo_| og_t runcat e=0ON), it was possible
for a deadlock and eventual failure to occur when an undo log truncate operation was initiated

after a version upgrade from MySQL 5.6 to MySQL 5.7.34 or earlier. A patch introduced in MySQL
5.7.35 (Bug #32800020) addressed the deadlock issue for direct upgrades from MySQL 5.6 to
MySQL 5.7.35 or later, but the issue persisted for instances that were upgraded from MySQL 5.6 to
MySQL 5.7.34 or earlier before they were upgraded to MySQL 5.7.35 or later. To address this issue,
problematic pre-5.7.2 rollback segment slots are now identified and reset at startup with messages
similar to the following written to the error log:

[ Note] InnoDB: Found duplicate reference rseg: 33 space: 1 page: 3
[Note] InnoDB: Reset pre-5.7.2 rseg: 1 after duplicate is found.

If pre-5.7.2 rollback segment slots have no undo data to purge, a message similar to the following is
emitted:

[Note] I nnoDB: Successfully reset 32 pre-5.7.2 rseg slots.

If undo data is found in pre-5.7.2 rollback segment slots, a message similar to the following is emitted
recommending a slow shutdown and restart:

[Note] InnoDB: pre-5.7.2 rseg: 2 holds data to be purged.
History length: 1. Recommend sl ow shutdown with innodb_fast_shutdown=0 and restart

(Bug #33181859)

InnoDB: Truncation of an undo tablespace during use by an active transaction raised an assertion
failure. The transaction was prematurely marked as complete, permitting the truncation operation.
(Bug #33162828)

InnoDB: Deleting or updating a row from a parent table initiated a cascading SET NULL operation
on the child table that set a virtual column value to NULL. The virtual column value should have been
derived from the base column value.

Thanks to Yin Peng at Tencent for the contribution. (Bug #33053297)

InnoDB: The | nnoDB recovery process did not recognize that page compression had been applied
to data that was being recovered, causing the tablespace data file to increase in size during the redo
log apply phase, which could lead to a recovery failure for systems approaching a disk-full state.
(Bug #32771259)

Replication: The error messages issued by MySQL Replication when GTIDs required for auto-
positioning have been purged could be incorrectly assigned or scrambled in some situations. (Bug
#32965864)

Replication: The contents of the gt i d_execut ed and gt i d_pur ged GTID sets were not persisted
after restoring a dump taken using nysql dunp. The dump file sequence has now been changed so
that the mysql schema (which contains the nysql . gti d_execut ed table) is not dropped after the
gti d_purged GTID set is written. A new option - - ski p- nysql - schena is added for mysql dunp
which lets you choose not to drop the mysqgl schema at all. (Bug #32843447)

JSON: Conversion of JSON values to text caused linear growth of the destination string, resulting in
an unnecessarily high number of reallocations. Now this process uses exponential growth instead, to
reduce the number of allocations required.

This fix originally appeared in MySQL 8.0 and was backported to MySQL 5.7 by Annirudh Prasad,
whom we thank for the contribution. (Bug #103790, Bug #32919524)

References: See also: Bug #28949700.
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» Concurrent insert operations on multiple tables with full-text indexes caused a large number of full-
text index synchronization requests, resulting in an out of memory condition. (Bug #32831765, Bug
#103523)

* When a query uses a temporary table for aggregation, the group by item is used as a unique
constraint on the temporary table: If the item value is already present, the row is updated; otherwise,
a new row is inserted into the temporary table. If the item has a result field or reference item, it
evaluated twice, once to check whether the result exists in the temporary table and, if not, again
while constructing the row to be inserted. When the group by item was nondeterministic, the result
value used to check for existence differed from that with which an insert was attempted, causing the
insert to be rejected if the value already existed in the table.

We fix this by using the hash of any nondeterministic items as the unique constraint, so that the hash
is evaluated once only. (Bug #32552332)

* Quote handling was improved for the SHOW GRANTS statement. (Bug #31716706)

Changes in MySQL 5.7.35 (2021-07-20, General Availability)

» Audit Log Notes
» Deprecation and Removal Notes
» Packaging Notes

» Bugs Fixed
Audit Log Notes

» For MySQL Enterprise Audit, the new audi t _| og_f ormat _uni x_ti mest anp system variable
enables inclusion of a t i e field in each audit record. The field value is an integer that represents
the UNIX timestamp value indicating the date and time when the audit event was generated. The
ti e field is supported only for JISON-format log files. (WL #14600)

Deprecation and Removal Notes

e The TLSv1 and TLSv1.1 connection protocols now are deprecated and support for them is subject to
removal in a future MySQL version. (For background, refer to the IETF memo Deprecating TLSv1.0
and TLSv1.1.) It is recommended that connections be made using the more-secure TLSv1.2 and
TLSv1.3 protocols. TLSv1.3 requires that both the MySQL server and the client application be
compiled with OpenSSL 1.1.1 or higher.

On the server side, this deprecation has the following effects:

« Ifthet| s_ver si on system variable is assigned a value containing a deprecated TLS protocol
during server startup, the server writes a warning for each deprecated protocol to the error log.

« If a client successfully connects using a deprecated TLS protocol, the server writes a warning to
the error log.

On the client side, the deprecation has no visible effect. Clients do not issue a warning if configured
to permit a deprecated TLS protocol. This includes:

 Client programs that supporta - -t | s- ver si on option for specifying TLS protocols for
connections to the MySQL server.

< Statements that enable replicas to specify TLS protocols for connections to the source server.
(CHANGE MASTER TOhas a MASTER_TLS VERSI ON option.)

(Bug #32565996, WL #14519)
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Packaging Notes

Binary packages that include cur | rather than linking to the system cur | library have been
upgraded to use cur | 7.77.0. (Bug #33077562)

The bundled | z4 library was upgraded to version 1.9.3. (Bug #29747853)

Bugs Fixed

InnoDB: After upgrading from MySQL 5.6 to MySQL 5.7 and starting the server with undo log
truncation enabled (i nnodb_undo_| og_t runcat e=0ON), a deadlock occurred when an undo
tablespace truncate operation was initiated. The deadlock caused a long semaphore wait and an
eventual failure. A direct upgrade from MySQL 5.6 to MySQL 5.7.35 or later avoids this potential
issue. (Bug #32800020)

InnoDB: An integer underflow issue was addressed in the | nnoDB mecached plugin sources. (Bug
#32620378, Bug #32620398)

InnoDB: An index with a key prefix length greater than 767 bytes was permitted on a table defined
with the REDUNDANT row format, exceeding the index key prefix length limit for that row format.
The ALTER TABLE operation that added the index validated the index key prefix length for the row
format defined by the i nnodb_def aul t _row _f or mat variable instead of the actual row format of
the table. The fix ensures that index key prefix length is validated for the correct row format. (Bug
#32507117, Bug #102597)

InnoDB: An online buffer pool resizing operation freed the previous buffer pool page hash,
conflicting with a concurrent buffer pool lookup that required the previous page hash. (Bug
#32460315)

InnoDB: Numerous system temporary table pages at the tail of the buffer pool flush list caused a
performance degradation. The f | ush_| i st _rut ex was held while the flush list scan traversed over
system temporary table pages. The flush list scan now excludes system temporary table pages. (Bug
#31060470, Bug #98974)

InnoDB: A binary log rotation deadlock occurred on a system using statement-based
replication where there was high number of concurrent update operations and low
i nnodb_t hread_concurrency setting. (Bug #30215068, Bug #96374)

Replication; Group Replication: When the system variable

replication_optimze for_static_plugin_configwas set, the plugins for Group
Replication and semi-synchronous replication could not be uninstalled cleanly on server shutdown.
(Bug #32798287)

Replication: A deadlock could occur when START GROUP_REPLI CATI ONand STOP
GROUP_REPLI CATI ON statements were issued at the same time that a view change was taking
place for the group. (Bug #32738137, Bug #32836868)

Replication: A deadlock could occur if a STOP GROUP_REPLI CATI ON statement was issued when
a replication channel on a group member was attempting to commit a transaction. The server now
rolls back the transaction immediately if it cannot acquire the relevant lock, rather than waiting for the
lock and the commit to complete and causing the deadlock. (Bug #32633176)

Replication: On a multithreaded replica, the reference to the active event was sometimes managed
incorrectly when retrying a transaction. (Bug #32590974)

Replication: Replica servers now check and validate the transaction ID part of a GTID before
applying and committing the transaction associated with it. (Bug #32103192)

Replication: Replication could stop on a multithreaded replica if a unique secondary key was
omitted from the writeset hashes used to compute transaction dependencies, leading to errors when
executing the transactions on the multithreaded replica. Write set hashes now always include unique
secondary keys even if they are not included in the read set and write set. (Bug #31636339)
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» JSON: Passing NULL to a stored procedure expecting a JSON parameter led to an assertion failure
in debug builds. (Bug #23209914)

» Replication could fail if a DML statement was executed immediately after an XA transaction was
rejected or forced to rollback due to a deadlock. (Bug #32707060)

e The nysqgl change_user () C API function did not properly parse the COVM CHANGE USER packet,
which could result in silent failure to process optional query attributes that may have been supplied
prior to the nysqgl _change_user () call. Thanks for René Cannao for the contribution. (Bug
#32391415, Bug #102266)

» Repreparation of a prepared statement at the beginning of an implicit transaction could cause an
ER_GTI D_NEXT_TYPE_UNDEFI NED_GROUP error. (Bug #32326510, Bug #102031)

« An out-of-memory error occurred when loading large amounts of data into tables with full-text search
indexes. Not all of the memory allocated to the full-text search cache was accounted for when
inserting data into the full-text search auxiliary tables. (Bug #31576731)

» A secondary index over a virtual column became corrupted when the index was built online.

For UPDATE statements, we fix this as follows: If the virtual column value of the index record is set to
NULL, then we generate this value from the cluster index record. (Bug #30556595)

» Boolean system variables could be assigned a negative value. (Bug #11758439, Bug #50643)

Changes in MySQL 5.7.34 (2021-04-20, General Availability)

» Configuration Notes

» Packaging Notes

» Security Notes

» Functionality Added or Changed
» Bugs Fixed

Configuration Notes

» The CVAKE_BUI LD _TYPE CVake option now supports a Rel ease build type, which is like the
Rel W t hDebl nf o build type but omits debugging information to reduce the build size. (Bug
#27874068, Bug #32287863)

Packaging Notes

* The bundled | i bedi t library was upgraded to version 20190324-3.1. (Bug #32433089)

» Binary packages that include cur | rather than linking to the system cur | library have been
upgraded to use cur | 7.74.0.

Security Notes

» The linked OpenSSL library for MySQL Server has been updated to version 1.1.1k. Issues fixed
in the new OpenSSL version are described at https://www.openssl.org/news/cl111.txt and https://
www.openssl.org/news/vulnerabilities.html. (Bug #32680637)

Functionality Added or Changed

* Group Replication: It is now possible to use START REPLI CA SQL_THREAD and STOP REPLI CA
SQL_THREAD statements for the gr oup_r epl i cat i on_appl i er channel when Group Replication
is stopped. This enables an operator to apply any remaining unapplied transactions on a server that
left the group, without having to rejoin the server to the group. (Bug #32027612, Bug #32414767)
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Microsoft Windows: The naned_pi pe_ful | _access_group system variable now defaults to
an empty string (' ' ), making named pipe connections secure. Previously, ' *ever yone*' was the
default value. A valid Windows local group hame may be substituted. (WL #12671)

Bugs Fixed

InnoDB: The introduction of sharded r w | ock st at s counters in MySQL 5.7 caused a regression
in CPU cache efficiency. To address this issue in MySQL 5.7, the sharding method was changed.
For optimal performance, the rw_| ock_st at s counter is removed in MySQL 8.0. (Bug #32225367)

InnoDB: A delete operation on a parent table that initiated a cascading update on a child table
with an indexed virtual column and indexed foreign key constraint column caused a virtual column
corruption. (Bug #32124113)

InnoDB: An adaptive hash index (AHI) latch was held in shared mode by a thread truncating a large
table, causing mutex waits for other threads. The AHI latch was not required and has been removed.
(Bug #32032897)

InnoDB: The open and close sequence for table share instances (m shar e objects) and dictionary
table instances was modified to prevent accessing old m shar e objects that could point to stale
dictionary indexes.

Thanks to Yuxiang Jiang for the contribution. (Bug #31899685)

InnoDB: An online ALTER TABLE operation failed with an | ncorrect key file for table
error due to an unnecessary encryption status check that was performed when reading online DDL
row logs. (Bug #31529221, Bug #99938)

Replication: If all previous binary log files were purged at startup because their retention period had
expired, the new binary log file contained an empty Pr evi ous_gt i ds event, which could cause
errors in replication. The order of initialization has now been changed so that previous binary log files
are only purged after the previous GTID set has been written to the new binary log file that is created
at startup. (Bug #32134875, Bug #101533)

Replication: An assertion was raised in debug builds relating to lost GTIDs if binary log files were
removed at startup because their retention period had expired. (Bug #32008512, Bug #101137)

Replication: A deadlock could occur if the binary log file was rotated while system variables were
being updated and read by different clients. (Bug #31774422)

Replication: The output of a SHOW PROCESSLI ST statement for a replica’s SQL thread sometimes
showed the last query as currently being applied when the replica was actually caught up. (Bug
#30521198, Bug #97560)

Docker containers for MySQL Enterprise Edition no longer need to run with root privileges. (Bug
#32472242)

A query string was displayed before it had been rewritten. (Bug #32335263, Bug #32628376)

For builds compiled using the | i bedi t library, if the mysql client was invoked with the - -
def aul t - char act er - set =ut f 8 option, libedit rejected input of multibyte characters. (Bug
#32329078, Bug #32583436, Bug #102806)

On Windows, large result sets could cause the nysql client to exit unexpectedly. (Bug #32316323,
Bug #102051)

Improper locking on an internal queue could cause mysql punp to exit unexpectedly. (Bug
#32067013)

When the mysqgl client was used in batch mode, its parser could be confused by USE followed by
DROP DATABASE when the USE database nhame was quoted. (Bug #32015466, Bug #101124)
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» While optimizing the ORDER BY clause of a subquery there was a possibility of cleaning up
a subquery tree referenced in the outer SELECT, which could lead to a premature exit. (Bug
#31721430)

» A malformed name in the nysql . f unc system table could cause unexpected server behavior. (Bug
#31674599)

» Sessions could disable their own auditing. (Bug #31630954)

» Mishandling of stored program local variables could lead to unexpected server behavior. (Bug
#30366310)

» Uninstalling a plugin could affect subsequent execution of prepared statements. (Bug #29363867)

Changes in MySQL 5.7.33 (2021-01-18, General Availability)

e Optimizer Notes
» Security Notes
» Functionality Added or Changed

» Bugs Fixed
Optimizer Notes

» MySQL attempts to use an ordered index for any ORDER BY or GROUP BY query thathasa LI M T
clause, overriding any other choices made by the optimizer, whenever it determines that this would
result in faster execution. Because the algorithm for making this determination makes certain
assumptions about data distribution and other conditions, it may not always be completely correct,
and it is possible in some cases that choosing a different optimization for such queries can provide
better performance. To handle such occurrences, it is now possible to disable this optimization by
setting the opt i m zer _swi t ch system variable's pr ef er _or deri ng_i ndex flag to of f .

For more information about this flag and examples of its use, see Switchable Optimizations, and
LIMIT Query Optimization.

Our thanks to Jeremy Cole for the contribution. (Bug #31686878, WL #14315)

References: See also: Bug #97001, Bug #30348211.
Security Notes

* The linked OpenSSL library for MySQL Server has been updated to version 1.1.1i. Issues fixed
in the new OpenSSL version are described at https://www.openssl.org/news/cl111.txt and https://
www.openssl.org/news/vulnerabilities.html. (Bug #32260610)

Functionality Added or Changed
« When invoked with the - - al | - dat abases option, mysql dunp now dumps the nmysql database

first, so that when the dump file is reloaded, any accounts named in the DEFI NER clause of other
objects will already have been created. (Bug #32141046)

Bugs Fixed

* InnoDB: The full-text search synchronization thread attempted to read a previously-freed word from
the index cache. (Bug #31310404)

* InnoDB: Callsto nunme_al | _nodes_ptr were replaced by the nuna_get nens_al | owed()
function. Thanks to Daniel Black for the contribution. (Bug #24693086, Bug #83044)
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» Replication: As the number of replicas replicating from a semisynchronous source server increased,

locking contention could result in a performance degradation. The locking mechanisms used

by the plugins have been changed to use shared locks where possible, avoid unnecessary lock
acquisitions, and limit callbacks. The new behaviors can be implemented by enabling the following
system variables:

e replication_sender observe conmt_onl y=1 limits callbacks.

e replication_optimze for_static_plugin_config=1 adds shared locks and avoids
unnecessary lock acquisitions. This system variable must be disabled if you want to uninstall the

plugin.

Both system variables can be enabled before or after installing the semisynchronous replication
plugin, and can be enabled while replication is running. Semisynchronous replication source servers
can also get performance benefits from enabling these system variables, because they use the same
locking mechanisms as the replicas. (Bug #30519928)

Replication: On a multi-threaded replica where the commit order is preserved, worker threads
must wait for all transactions that occur earlier in the relay log to commit before committing their
own transactions. If a deadlock occurs because a thread waiting to commit a transaction later in
the commit order has locked rows needed by a transaction earlier in the commit order, a deadlock
detection algorithm signals the waiting thread to roll back its transaction. Previously, if transaction
retries were not available, the worker thread that rolled back its transaction would exit immediately
without signalling other worker threads in the commit order, which could stall replication. A worker
thread in this situation now waits for its turn to call the rollback function, which means it signals the
other threads correctly. (Bug #26883680, Bug #87796)

Replication: GTIDs are only available on a server instance up to the number of non-negative values
for a signed 64-bit integer (2 to the power of 63 minus 1). If you set the value of gt i d_pur ged to

a number that approaches this limit, subsequent commits can cause the server to run out of GTIDs
and take the action specified by bi nl og_error _acti on. From MySQL 8.0.23, a warning message
is issued when the server instance is approaching the limit. (Bug #26035544)

Group Replication: When the system variable

transaction_wite_set extracti on=XXHASH64 is set, which is the default in MySQL 8.0 and
a requirement for Group Replication, the collection of writes for a transaction previously had no upper
size limit. Now, for standard source to replica replication, the numeric limit on write sets specified

by bi nl og_t ransacti on_dependency_hi story_si ze is applied, after which the write set
information is discarded but the transaction continues to execute. Because the write set information
is then unavailable for the dependency calculation, the transaction is marked as non-concurrent,

and is processed sequentially on the replica. For Group Replication, the process of extracting the
writes from a transaction is required for conflict detection and certification on all group members, so
the write set information cannot be discarded if the transaction is to complete. The byte limit set by
group_replication_transaction_size |imt isappliedinstead of the numeric limit, and if
the limit is exceeded, the transaction fails to execute. (Bug #32019842)

Microsoft Windows: On Windows, running the MySQL server as a service caused shared-memory
connections to fail. (Bug #32009251)

The MRR iterator normally filters out NULL keys by checking i npossi bl e _nul | _ref (), butwhen
a join condition either contained an | S NULL predicate, or used the NULL-safe equals operator
<«<=>, the optimizer had to check whether the join condition used the predicate terms as part of its
join condition, and not set the internal flag HA_MRR_NO _NULL_ENDPO NTS in such cases. Now we
check, using a bitmask, whether the each column in the key rejects NULL, in which case we can set
HA MRR_NO NULL_ENDPO NTS without further checks. (Bug #32774281)

The server did not handle all cases of the WHERE _CONDI TI ON optimization correctly. (Bug
#31905199)
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For the engines which support primary key extension, when the total key length exceeded
MAX_KEY_LENGTH or the number of key parts exceeded MAX REF PARTS, key parts of primary keys
which did not fit within these limits were not added to the secondary key, but key parts of primary
keys were unconditionally marked as part of secondary keys.

This led to a situation in which the secondary key was treated as a covering index, which meant
sometimes the wrong access method was chosen.

This is fixed by modifying the way in which key parts of primary keys are added to secondary keys so
that those which do not fit within which do not fit within the limits mentioned previously mentioned are
cleared. (Bug #31617858)

Privileges for some | NFORVATI ON_SCHENA tables were checked incorrectly. (Bug #31553323)
In certain cases, the server did not handle multiply-nested subqueries correctly. (Bug #31472704)

Certain accounts could cause server startup failure if the ski p_name_r esol ve system variable was
enabled. (Bug #31018510)

Client programs could unexpectedly exit if communication packets contained bad data. (Bug
#30890850)

A buffer overflow in the client library was fixed. (Bug #30885987)

nysql _confi g_editor incorrectly treated # in password values as a comment character. (Bug
#29861961, Bug #95597)

Changes in MySQL 5.7.32 (2020-10-19, General Availability)

Functionality Added or Changed

Bugs Fixed

Functionality Added or Changed

LOCK TABLES privilege checking for views was improved. (Bug #31304432, WL #14092)

Bugs Fixed

InnoDB: A query that updated the clustered index of an internal temporary table returned an
incorrect result. The modified pages of the clustered index were not added to the flush list resulting in
lost changes when the modified pages were evicted from the buffer pool. (Bug #31560679)

References: This issue is a regression of: Bug #29207450.

InnoDB: An ALTER TABLE ... | MPORT TABLESPACE operation on a large encrypted and
compressed table failed with a Page deconpress failed after reading from di sk error.
The decryption operation did not use the encryption block size used during encryption. Also, the
encryption process did not consider compressed length, while the decryption process decrypts data
by compressed length only. (Bug #31313533)

InnoDB: A failure occurred during a concurrent update operation. The failure was due to an invalid
previous record value. (Bug #31205266, Bug #99286)

InnoDB: The function used to process the SHON ENG NE | NNODB MUTEX statement was
insufficiently isolated from other threads adding new mutexes concurrently. (Bug #31105262)

InnoDB: The buffer control block structure (buf bl ock_t) was freed while reducing the size of the
buffer pool, causing an assertion failure. The fix for this bug also backports important aspects of the
fix for Bug #20735882 / Bug #76343, and replaces the internal buf bl ock i s_unconpressed()
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function with the buf _pointer i s _block field instance() function. The
buf bl ock is unconpressed() function returned false in too many cases, affecting OLTP query
throughput. (Bug #31036301, Bug #31389823)

InnoDB: In session started with START TRANSACTI ON W TH CONSI STENT SNAPSHOT, a range
query returned a truncated result. The end range flag was not reset at the beginning of the index
read resulting in an aborted read and missing rows. (Bug #30950714, Bug #98642)

References: This issue is a regression of: Bug #23481444.

InnoDB: A full-text phrase search raised an assertion failure. Thanks to TXSQL (Tencent MySQL)
for the contribution. (Bug #30933728, Bug #31228694)

References: This issue is a regression of: Bug #22709692.

InnoDB: A long running statistics calculation operation on a large table blocked other operations
requiring access to the table's statistics, causing those operations to fail. A new statistics calculation
mutex was introduced, which permits concurrent access table statistics. Thanks to Kamil Holubicki
for the contribution. (Bug #30607708)

InnoDB: Two connections attempted to use the same transaction handler object resulting in a stalled
query. (Bug #30594501)

Replication: When a replication source server shuts down and restarts, its MEMORY tables become
empty. To replicate this effect to replicas, the first time that the source uses a given MEMORY table
after startup, it logs an event that notifies replicas that the table must be emptied by writing a
statement to the binary log to that effect. Previously, this was a DELETE statement, but it is now a
TRUNCATE TABLE statement. A replica server also writes this statement to its own binary log when
it shuts down and restarts. The statement is always logged in statement format, even if the binary
logging format is set to ROW and it is written even if r ead_onl y or super _r ead_onl y mode is set
on the server. (Bug #29848785, Bug #95496)

Replication: When the system variable sessi on_track _gti ds was setto OAWN_GTI Don a
multithreaded replica, the replica’s performance would degrade over time and begin to lag behind
the master. The cause was the buildup of the GTIDs recorded by the replica’s worker threads at
each transaction commit, which increased the time taken by the worker threads to insert new ones.
Session state tracking is now disabled for worker threads on a multithreaded replica. Thanks to
Facebook for the contribution. (Bug #29049207, Bug #92964)

Certain cases of successful LDAP authentication could cause the server to hang. (Bug #31661437)

In bootstrapping mode, certain multiple-statement transactions could cause unexpected server
behavior. (Bug #31650096)

Sensitive LDAP authentication plugin system variables now display as asterisks when retrieved in
SQL statements. (Bug #31388444, Bug #31391864)

After the fix for Bug #81009, privilege checks for truncating Performance Schema tables were too
restrictive when r ead_onl y or super _r ead_onl y were enabled, causing truncation to fail even for
users with appropriate table privileges. (Bug #31080309, Bug #99072)

References: This issue is a regression of: Bug #81009.

Some | NSERT statements were not handled correctly. (Bug #31072198)

Certain prepared statements could cause an unexpected server exit. (Bug #30943963)
nysql punp object validation included objects in excluded databases. (Bug #30819012)

LDAP authentication plugins enforced CA verification incorrectly, which could result in use of an
incorrect CA. (Bug #30220357)
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e ORDER BY queries were not executed correctly when sort _buffer_si ze and max_sort | ength
were set to values which caused the internal limit on the maximum number of keys allowed per sort
buffer to be set to 0. (Bug #30175483)

« A large number of nested arguments in full-text search query caused an error. (Bug #29929684)

e Whenexplicit_defaults for_tinestanp was disabled and a NULL was inserted
into a generated column declared as TI MESTANMP NOT NULL, the server would attempt to
convert the inserted value to CURRENT _TI MESTAMP. Such an insertion is now rejected with
ER _BAD NULL_ERROR. (Bug #29449518)

» An assertion could be raised when the SQL layer passed incorrect information to | nnoDB about the
type of operation to be performed on a temporary table. (Bug #22503696)

Changes in MySQL 5.7.31 (2020-07-13, General Availability)

» Configuration Notes
» Packaging Notes
» Security Notes

» Bugs Fixed

Configuration Notes

» tcmal | oc is no longer a permitted value for the mysql d_safe --mal | oc-11i b option. (Bug
#31372027)

Packaging Notes

e Thel i bevent library bundled with MySQL was upgraded to version 2.1.11. In addition, for the
W TH_LI BEVENT CMVake option, the following two changes were made:

1. yes is no longer permitted as a synonym for syst em Use syst eminstead.

2. If syst emis specified but no system | i bevent is found, the bundled version is no longer used
in place of the missing system library, and an error occurs instead.

(Bug #30926742)

Security Notes

* Incompatible Change: Access to the | NFORMATI ON_SCHENA. FI LES table now requires the
PROCESS privilege.

This change affects users of the mysqgl dunp command, which accesses tablespace information in
the FI LES table, and thus now requires the PROCESS privilege as well. Users who do not need to
dump tablespace information can work around this requirement by invoking nysql dunp with the - -
no-t abl espaces option. (Bug #30350829)

» The linked OpenSSL library for MySQL Server has been updated to version 1.1.1g. Issues fixed
in the new OpenSSL version are described at https://www.openssl.org/news/cl111.txt and https://
www.openssl.org/news/vulnerabilities.html. (Bug #31296697)

Bugs Fixed

* InnoDB: The | NNODB_METRI CS table AVG_COUNT _RESET value for a counter defined as a module
owner reported NULL. The METRI C_AVG VALUE RESET field was incorrectly marked as NULL.
Thanks to Fungo Wang for the contribution. (Bug #31084706, Bug #98990)
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InnoDB: Purge thread activity was excessive when the history list length approached zero, wasting
CPU resource and causing mutex contention. (Bug #30875956)

InnoDB: The server failed intermittently with an “ibuf cursor restoration fails” error. (Bug #30770380,
Bug #91033)

InnoDB: A fatal “page still fixed or dirty” error occurred during shutdown. (Bug #29759555, Bug
#95285)

References: This issue is a regression of: Bug #29207450.

Partitioning: A query against a partitioned table, which used an CRDER BY, returned unordered
results under the following conditions:

» The table had a composite index with a prefix on one of the columns.

e The query's VHERE clause contained an equality condition on the prefixed column.
¢ The column with the prefix was the leftmost column in the index.

e The column used in the ORDER BY was the rightmost column in the index.

* The index was used for handling the ORDER BY.

Our thanks to Quanan Han for the suggestion. (Bug #84070, Bug #25207522)

Replication: When a replication source server shuts down and restarts, its MEMORY tables become
empty. To replicate this effect to replicas, the first time that the source uses a given MEMORY table
after startup, it notifies replicas that the table must be emptied by writing a DELETE statement for
that table to the binary log. Previously, the generated DELETE statement was written to the binary
log statement cache for the current session, which could result in it being logged together with other
statements under the same GTID, or logged without BEG N and COVM T statements. Also, in some
situations, the generated DELETE statement could consume the GTID intended for the transaction
that triggered it. The generated DELETE statement is now logged with accompanying BEG N and
COW T statements, and the resulting transaction is flushed to the binary log immediately after it is
written to the statement cache, so that it always receives its own GTID and is kept separate from
other transactions. (Bug #30527929, Bug #25681518, Bug #77729)

Replication: A fix made in MySQL 8.0.14 and MySQL 5.7.25 for a deadlock scenario

involving the system variables bi nl og_t ransacti on_dependency_tracki ng and

bi nl og_transacti on_dependency_hi st ory_si ze had the side effect of leaving the writeset
history used for transaction dependency tracking unprotected from concurrent update. The writeset
history and tracking mode are now locked correctly whenever they are accessed. (Bug #29719364,
Bug #95181)

References: See also: Bug #28511326, Bug #91941.

Group Replication: Internal queries from Group Replication to the Performance Schema for
statistics on local group members failed if they occurred simultaneously with changes to the group's
membership. Locking for the internal queries has been improved to fix the issue. (Bug #30049349,
Bug #30791583, Bug #30963553)

Configuring with - DW TH_EDI TLI NE=syst emresulted in compilation failures for older library
versions. (Bug #31366715)

The upgrade of the bundled | i bedi t library in the previous MySQL distribution caused a problem
for builds using that library such that CTRL+C (SIGINT) in the nmysql client required a following
Enter to take effect in some circumstances. (Bug #31360025)

Assigning CONCAT(' ') or CONCAT_W5( ' ') to a variable set the variable to NULL, not the empty
string. (Bug #31320716, Bug #99485, Bug #31413167, Bug #99722)
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e The gen_range() user-defined function could mishandle its arguments, causing a server exit. (Bug
#30763294)

» During UPDATE processing, conversion of an internal in-memory table to | nnoDB could result in a
key-length error. (Bug #30674616)

* Itis possible to define a column named * (single asterisk character), but SELECT " *° was treated
identically to SELECT *, making it impossible to select only this column in a query; in other words,
the asterisk character was expanded to a list of all table columns even when it was surrounded by
backticks. (Bug #30528450)

« An internal packet-length function returned values of the wrong integer type. (Bug #30139031)

» Calculations by nysql dunp for the length of | NSERT statements did not take into account the
_bi nary character set introducer used for VARBI NARY strings. (Bug #29998457, Bug #96053)

» The internal method Fi el d_ti ny: : pack() did not always perform bounds checking as expected.
(Bug #29948029)

References: See also: Bug #31591391.
e nysqgl _store_result() could fail to detect invalid data packets. (Bug #29921423)

* In a multiple-table UPDATE that updated the key of the first table, if a temporary table strategy was
used, duplicate entries could be written to the temporary table, followed by occurrence of a Can' t
find record error. (Bug #28716103)

» The optimizer could attempt to access a pseudo table as a table, resulting in unexpected server
behavior. (Bug #28651673)

e The server sometimes mistakenly removed a subquery with a GROUP BY when optimizing a query,
even in some cases when this subquery was used by an outer select. This could occur when the
subquery also used an aggregate function. (Bug #28240054)

» Coercibility of the NAME_CONST( ) function was assessed incorrectly. (Bug #26319675)

* Incorrect results could occur when the optimizer chose an index on a generated column to fetch
values. (Bug #24345509, Bug #29451999)

Changes in MySQL 5.7.30 (2020-04-27, General Availability)

* JSON Notes
» Packaging Notes

» Bugs Fixed

JSON Notes

e The rapi dj son library included with MySQL has been upgraded to the GitHub snapshot of 16
January 2020. A fix for a compiler error encountered when building from the snapshot on Mac OS X
has been added. (Bug #30898701)

Packaging Notes

» Binary packages that include cur | rather than linking to the system cur | library have been
upgraded to use cur | 7.69.0. (Bug #30866333)

» The bundled | i bedi t library was upgraded to version 3.1. (Bug #28939380, Bug #20770875, Bug
#22930525, Bug #22332089, Bug #27433491, Bug #27285445, WL #13534)
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Bugs Fixed

InnoDB: Therow upd_cl ust _rec_by _insert function, which marks a clustered index record
as deleted and inserts an updated version of the record into the clustered index, passed an incorrect
n_ext value (the total number of external fields) to lower level functions, causing an assertion
failure. (Bug #30437378)

InnoDB: An operation performed with the i nnodb_buf f er _pool evi ct debug variable set to
unconpr essed caused an assertion failure. (Bug #30405531)

InnoDB: An add column operation caused an assertion failure. The failure was due to a dangling
pointer. (Bug #29866408)

References: This issue is a regression of: Bug #28491099.

InnoDB: Updating certain | nnoDB system variables that take string values raised invalid read errors
during Valgrind testing. (Bug #29717909, Bug #95215)

InnoDB: An insert statement on a table with a spatial index raised a record type mismatch assertion
due to a tuple corruption. (Bug #29465567)

InnoDB: A function that calculates undo log record size could calculate an incorrect length value in
the case of a corrupted undo log record, resulting in a malloc failure. Assertion code was added to
detect incorrect calculations. (Bug #29448406, Bug #82734)

Replication: While an SQL statement was in the process of being rewritten for the binary log so that
sensitive information did not appear in plain text, if a SHON PROCESSLI| ST statement was used to
inspect the query, the query could become corrupted when it was written to the binary log, causing
replication to stop. The process of rewriting the query is now kept private, and the query thread is
updated only when rewriting is complete. (Bug #30569003, Bug #97531, Bug #30654405)

Replication: When a GRANT or REVOKE statement is only partially executed, an incident event is
logged in the binary log, which makes the replication slave's applier thread stop so that the slave
can be reconciled manually with the master. Previously, if a failed GRANT or REVOKE statement was
the first statement executed in the session, no GTID was applied to the incident event (because the
cache manager did not yet exist for the session), causing an error on the replication slave. Also, no
incident event was logged in the situation where a GRANT statement created a user but then failed
because the privileges had been specified incorrectly, again causing an error on the replication
slave. Both these issues have now been fixed. (Bug #30566518, Bug #30324661)

Replication: When a replication slave has a generated column that the master does not have in

that table, with a secondary index on the generated column, the generated expression should be
evaluated and the value stored by the storage engine in the secondary index. When row-based
binary logging is in use, the replication slave assigns default values to any fields that are not in the
master's definition of the table. In the case of a generated column, which does not have a default
value, the slave was previously assigning a null or a zero value to the column. This value was then
stored by the storage engine in the secondary index, causing both the table and the index to become
corrupted. To fix this issue, generated columns in a table on a replication slave are now re-evaluated
before the values are sent to the storage engine. (Bug #30034874)

Replication: In the event of an unplanned disconnection of a replication slave from the master, the
reference to the master's dump thread might not be removed from the list of registered slaves, in
which case statements that accessed the list of slaves would fail. The issue has now been fixed.
(Bug #29915479)

Replication: With the settings bi nl og_f or mat =M XED, t x_i sol at i on=READ- COVM TTED,

and bi nl og_row_i mage=FULL, an | NSERT ... SELECT query involving a transactional storage
engine omitted any columns with a null value from the row image written to the binary log. This
happened because when processing | NSERT ... SELECT statements, the columns were marked

for inserts before the binary logging format was selected. The issue has now been fixed. (Bug
#29110804, Bug #93423)
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» Replication: Under certain conditions, replication of conditional comments could fail. (Bug
#28388217)

* The -1 i bs- conpat RPM package is now built with system z| i b to avoid problems with
unrestricted export of symbolsin | i bnmysqgl cl i ent. so. 18. (Bug #30722389, Bug #98130)

» The Event Scheduler had a memory leak. (Bug #30628268)

» Under certain circumstances, a memcached command could result in reading an uninitialized
memory buffer, causing a failure. (Bug #30592346)

» Using ALTER USERto reset an account MAX_ USER CONNECTI ONS value did not take effect until all
current account connections terminated, if there were any. (Bug #30578217, Bug #97735)

» A materialized subquery including a condition in which a column value was used as input to a
nondeterministic function produced incorrect results. (Bug #30368937)

e CONCAT() and CONCAT_W5() could produce incorrect results in rare cases due to incorrect
substring handling. (Bug #30350206, Bug #96950)

» Scheduling of events could be disturbed by removing events. (Bug #30301356, Bug #96849)

» Client programs could load authentication plugins from outside the plugin library. (Bug #30191834,
Bug #30644258)

e The server did not handle correctly a UNI ON in which one of the queries contained a subquery that
used ORDER BY. (Bug #29952565)

» A query with a WHERE clause whose predicate contained a numeric value in scientific notation was
not handled correctly.

In addition, attempting to insert a particular integer specified as a string caused a server exit when

the string-to-integer conversion was not successful. (Bug #29723340, Bug #30441969)

Previously, nysql punp read the [ nysql _dunp] and[client] groups from option files.
nysql punp now additionally reads the [ nysql punp] group. The [ mysqgl _dunp] group is still
accepted but is deprecated. (Bug #24733245, Bug #83144)

» A multi-table UPDATE statement which updated a table joined to a derived table that joined two
other tables was not optimized properly as it had been in MySQL 5.6, instead being treated as if

STRAI GHT_JO N had been used with the subquery creating the derived table. (Bug #97418, Bug
#30488700)

Changes in MySQL 5.7.29 (2020-01-13, General Availability)

» Audit Log Notes
» Packaging Notes

» Bugs Fixed
Audit Log Notes

» ANALYZE TABLE statements now produce r ead audit events. (Bug #29625461)

Packaging Notes

» Binary packages that include cur | rather than linking to the system cur | library have been
upgraded to use cur| 7.66.0. (Bug #30356844)
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Bugs Fixed

InnoDB: os_fil e get parent _dir warnings were encountered when compiling MySQL with
GCC 9.2.0. (Bug #30499288, Bug #97466)

InnoDB: An internal function (bt r _push_updat e_extern_fi el ds()) used to fetch newly
added externally stored fields and update them during a pessimistic update or when going back

to a previous version of a record was no longer required. Newly added externally stored fields are
updated by a different function. Also, the method used to determine the number of externally stored
fields was corrected. (Bug #30342846)

InnoDB: A comparison function found two records to be equal when attempting to merge non-
leaf pages of a spatial index. The function was unable to handle this unexpected condition, which
resulted in a long semaphore wait and an eventual assertion failure. (Bug #30287668)

InnoDB: A tablespace import operation that failed due to the source and destination tables being
defined with different DATA DI RECTORY clauses reported an insufficiently descriptive schema
mismatch error. Moreover, if a . cf g file was not present, the same operation would raise an
assertion failure. A more informative error message is how reported in both cases before the import
operation is terminated due to the data directory mismatch. (Bug #30190199, Bug #30190227, Bug
#20644698, Bug #76142)

InnoDB: Criteria used by the bt r _cur_wi || _nodi fy tree() function, which detects whether a
modifying record needs a modifying tree structure, was insufficient. (Bug #30113362)

InnoDB: An ALTER TABLE ... DI SCARD TABLESPACE operation caused a hang condition. (Bug
#29942556, Bug #30324703)

InnoDB: A code regression was addressed by prohibiting unnecessary implicit to explicit secondary
index lock conversions for session temporary tables. (Bug #29718243)

InnoDB: A tablespace import operation raised an assertion when the cursor was positioned on a
corrupted page while purging delete-marked records. Instead of asserting when encountering a
corrupted page, the import operation is now terminated and an error is reported. (Bug #29454828,
Bug #94541)

Replication: A memory leak could occur when a failed replication group member tried to rejoin a
minority group and was disallowed from doing so. (Bug #30162547, Bug #96471)

Replication: If a replication slave was set up using a CHANGE MASTER TO statement that did not
specify the master log file name and master log position, then shut down before START SLAVE
was issued, then restarted with the option - - r el ay- | og-r ecovery set, replication did not start.
This happened because the receiver thread had not been started before relay log recovery was
attempted, so no log rotation event was available in the relay log to provide the master log file name
and master log position. In this situation, the slave now skips relay log recovery and logs a warning,
then proceeds to start replication. (Bug #28996606, Bug #93397)

Replication: When GTIDs are enabled on a replication master and slave, and the slave connects to
the master with the MASTER_AUTO_POSI Tl ON=1 option set, the master must send the slave all the
transactions that the slave has not already received, committed, or both. If any of the transactions
that should be sent by the master have been already purged from the master's binary log, the master
sends the error ER_MASTER HAS PURCGED REQUI RED GTI DS (1789) to the slave, and replication
does not start.

The message provided for the error ER._ MASTER HAS PURGED REQUI RED GTI DS has been
changed to provide advice on the correct action in this situation, which is for the slave to replicate
the missing transactions from another source, or for the slave to be replaced by a new slave
created from a more recent backup. The message advises that the master's binary log expiration
period can be revised to avoid the situation in future. In addition, the master now identifies the
GTIDs of the purged transactions and supplies them in its error log in the warning message
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ER FOUND M SSI NG _GTI DS (11809), so that you do not need to calculate the missing GTIDs
manually. (Bug #26004541, Bug #29769293)

Group Replication: When a member is joining or rejoining a replication group, if Group Replication
detects an error in the distributed recovery process (during which the joining member receives state
transfer from an existing online member), it automatically switches over to a new donor, and retries
the state transfer. The number of times the joining member retries before giving up is set by the
group_replication_recovery retry count system variable. The Performance Schema
tablereplication_applier_status_ by worker displays the error that caused the last retry.
Previously, this error was only shown if the group member was configured with parallel replication
applier threads (as set by the sl ave _paral | el _wor ker s system variable). If the group member
was configured with a single applier thread, the error was cleared after each retry by an internal
RESET SLAVE operation, so it could not be viewed. This was also the case for the output of the
SHOW SLAVE STATUS command whether there were single or multiple applier threads. The RESET
SLAVE operation is now no longer carried out after retrying distributed recovery, so the error that
caused the last retry can always be viewed. (Bug #30517160, Bug #30517172, Bug #97540)

macOS: On macOS, configuring MySQL with - DW TH_SSL=syst emcaused nysql config
output to incorrectly include internal CVake names for the static SSL libraries. (Bug #30541879, Bug
#97632)

There could be a mismatch between the version of OpenSSL used to build the server and the
version used for other parts of MySQL such as libraries or plugins. This could cause certain features
not to work, such as the LDAP authentication plugins. Now the same version of OpenSSL is used for
building everything. (Bug #30573696, Bug #30515370, WL #13758)

Docker packages were missing the LDAP authentication plugins. (Bug #30465247)

The original table name for a field in a derived table was not always displayed correctly. (Bug
#30362898)

References: See also: Bug #24611344. This issue is a regression of: Bug #22364401.

MySQL Installer was unable to uninstall MySQL 5.7 on Windows Server 2012. (Bug #30323924, Bug
#96940)

With multiple sessions executing concurrent | NSERT ... ON DUPLI CATE KEY UPDATE
statements into a table with an AUTO | NCREMENT column but not specifying the AUTO | NCREMVENT
value, inserts could fail with a unique index violation. (Bug #30194841, Bug #96578)

With | ower case_t abl e_nanmes=2, SHOW TABLES could fail to display tables with uppercase
names. (Bug #29957361)

With keyring_encrypted_fil e_password set on the command line at server startup, the
password value could be visible to system utilities. (Bug #29848634)

With a LOCK TABLES statement in effect, a metadata change for the locked table could cause
Performance Schema or SHOWqueries for session variables to hang in the openi ng_t abl es state.
(Bug #29836204, Bug #92387)

A SELECT using a WHERE condition of the form A AND (B OR C [OR ...]) resulting in an
impossible range led to an unplanned exit of the server. (Bug #29770705)

For JSON-format audit logging, the i d field now may contain values larger than 65535. Previously,
with heaving logging activity, more than 65536 queries per second could be executed, exceeding the
16 bits permitted for i d values. (Bug #29661920)

An incomplete connection packet could cause clients not to properly initialize the authentication
plugin name. (Bug #29630767)

Client programs that used the | i brrysql cl i ent C client library could exit upon receipt of an OK
packet containing malformed session-tracking information. (Bug #29297620, Bug #29630735)
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» Under certain conditions, enabling the read_onl y or super read_onl y system variable did not
block concurrent DDL statements executed by users without the SUPER privilege. (Bug #28438114,
Bug #91852)

e nysqgl punp exits rather than dumping databases that contain an invalid view, by design, but it also
failed if an invalid view existed but was not in any of the databases to be dumped. (Bug #27096081)

Changes in MySQL 5.7.28 (2019-10-14, General Availability)

» Configuration Notes
» Security Notes
» sys Schema Notes

» Bugs Fixed

Configuration Notes

* Itis now possible to compile MySQL 5.7 using OpenSSL 1.1.1, enabling compilation support for
MySQL 5.7 against OpenSSL even when OpenSSL 1.0.2 reaches End of Life status at the end of
2019. (WL #12903)

» All MySQL 5.7 builds now use OpenSSL. MySQL no longer supports using yaSSL as the SSL library,
and source distributions no longer include yaSSL.

The W TH_SSL CMake option no longer permits bundl ed (use yaSSL) as a valid value, and the
default option value has changed from bundl ed to syst em(use the version of OpenSSL installed
on the host system). (WL #13289)

Security Notes

e The linked OpenSSL library for MySQL Server has been updated to version 1.1.1c. Issues fixed
in the new OpenSSL version are described at https://www.openssl.org/news/cl111.txt and https://
www.openssl.org/news/vulnerabilities.html. (Bug #29868818)

sys Schema Notes

» The sys. schema_unused_i ndexes view now filters out unique indexes. Thanks to Gillian Gunson
for the contribution. (Bug #24798995, Bug #83257)

» Thesys. ps_is_consuner _enabl ed() function now produces an error rather than returning
NULL if the argument is an unknown non-NULL consumer name. (Bug #24760317)

* Previously, sys schema sources were maintained in a separate Git repository. sys schema
sources now are included with and maintained within MySQL source distributions (under scri pt s/
sys_schemm).

The sys. ver si on view is deprecated and will be removed in a future MySQL version. Affected
applications should be adjusted to use an alternative instead. For example, use the VERSI ON()
function to retrieve the MySQL server version. (WL #12673)

Bugs Fixed

* InnoDB: An ALTER TABLE ... ENCRYPTION = "Y' operation on a MyISAM table failed to raise
an error indicating that the storage engine does not support encryption. The | NPLACE algorithm
did not check encryption support before updating metadata in the . f r mfile. To address this issue,

an encryption support flag was added. The ALTER TABLE ... ENCRYPTION = 'Y' operation
now checks the flag and reports an error if the storage engine does not support encryption. (Bug
#29543447)
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InnoDB: Delete marked rows were able to acquire an external read lock before a partial rollback was
completed. The external read lock prevented conversion of an implicit lock to an explicit lock during
the partial rollback, causing an assertion failure. (Bug #29195848)

InnoDB: A long running ALTER TABLE ... ADD | NDEX operation with concurrent inserts caused
semaphore waits. Thanks to Satya Bodapati for the patch. (Bug #29008298)

Replication: A deadlock involving three threads could occur if a START SLAVE statement was
issued to start the SQL thread on a slave while the SQL thread was still in the process of being
stopped, and a request for the slave status was made at the same time. The issue has now been
fixed by releasing a lock earlier while the SQL thread is being stopped. (Bug #29697588, Bug
#95115)

Replication: A locking issue in the WAl T_FOR_EXECUTED GTI D_SET() function could cause the
server to hang in certain circumstances. The issue has now been corrected. (Bug #29550513)

Replication: On a multi-threaded slave with GTIDs in use and MASTER AUTO PGOSI Tl ON set to ON,
following an unexpected halt the slave would attempt relay log recovery, which failed if relay logs had
been lost, preventing replication from starting. However, this step was unnecessary as GTID auto-
positioning can be used to restore any missing transactions. In a recovery situation, the slave now
checks first whether MASTER_AUTO_POSI Tl ONis set to ON, and if it is, omits the step of calculating
the transactions that should be skipped or not skipped, so that the old relay logs are not needed and
recovery can proceed without them. (Bug #28830834, Bug #92882)

When generating C source from SQL scripts, Some utf8-encoded characters were split across lines.
Thanks to Przemystaw Skibinski for the patch. (Bug #30152555, Bug #96449)

SHOW PROCESSLI ST output could include statements that had completed and were no longer in
process. (Bug #29999818)

For Solaris, mysql d. cc contained a prototype for rencnt | () thatis no longer needed. The
prototype has been removed. (Bug #29953495, Bug #95971)

For Solaris, - DW TH_SSL=syst emdid not work when compiling with GCC. (Bug #29953460, Bug
#95970)

MySQL builds configured with - DW THOUT SERVER=1 failed. (Bug #29948728, Bug #95740)

For the keyri ng_aws plugin, some valid region values for the keyri ng_aws_r egi on system
variable were rejected. (Bug #29933758)

For debug builds, an assertion could be raised during UNI ON queries when computing the combined
data type of a GEOVETRY column and SELECT * FROM ( SELECT NULL) . (Bug #29916900, Bug
#95827)

For authentication using an LDAP authentication plugin, if the user DN portion was empty and group
mapping was configured, authentication assigned an incorrect user DN and skipped the user search.
(Bug #29897624)

nysql punp produced an error when run against a server older than MySQL 5.7. (Bug #29889253)

A possible integer overflow due to unsigned integer type casting could lead to later buffer overflow
due to arbitrary size memory allocation. (Bug #29878914)

Attempted use of a freed object during MeCab plugin initialization caused a segmentation fault. (Bug
#29832534)

For MySQL installed using RPM packages, an initialization script that tested server connectivity
misbehaved if the client account authenticated using an LDAP authentication plugin. (Bug
#29786782)

Improper locking during storage engine initialization could cause a server exit. (Bug #29782379)
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On a GTID-enabled server, concurrent execution of DROP USER and a prepared statement that
accessed a view could deadlock. (Bug #29772622)

VS2019 produced compilation errors with debug compilation selected due to use of the / ZI flag.
Now / Z7 is used instead. (Bug #29691691, Bug #95125)

The client library could dereference a null pointer while fetching result set metadata from the server.
(Bug #29597896, Bug #30689251)

In READ UNCOVM TTED isolation level, a segmentation fault occurred under heavy load from
nencached clients. An externally stored BLOB column that was being updated by one transaction
was read by another transaction as having a NULL value and a non-zero data length. (Bug
#29396364, Bug #93961)

Arguments for the TI MESTAMPADD( ) function could be reversed for prepared statements. (Bug
#29268394)

For MySQL Community Edition, the cipher order specified by the client was used in preference to the
order on the server side, unless the server was configured with an explicit ss| _ci pher order. (Bug
#26882825)

With the t hr ead_pool plugin enabled, the sys. processl i st and sys. sessi on views displayed
a thread name rather than the actual user name. (Bug #25906021, Bug #85976)

The del et e_| at ency column in the sys. schema_i ndex_stati sti cs view

incorrectly referred to the SUM Tl MER_| NSERT column of the Performance Schema

table io waits_summary_ by index_usage table rather than the SUM TI MER DELETE
column. (Bug #25521928)

In output from the sys. di agnosti cs() procedure, the | at ency column for the
user_sunmary by file_io_type view was incorrectly displayed in raw picoseconds rather than
as a formatted value. (Bug #25287996)

MySQL Enterprise Encryption functions could apply Diffie-Hellman (DH) methods to non-DH keys,
resulting in unpredictable results or server exit. (Bug #22839007)

Password masking was incomplete for SHON PROCESSLI ST and some | NFORVATI ON_SCHENA and
Performance Schema tables. (Bug #20712046)

The - DW TH_EXAMPLE _STORAGE ENG NE=1 ClMake option was ignored but should not have been.
If - DW TH_EXAMPLE STORACE ENG NE=0 is given, the EXANMPLE storage engine is built as a
plugin. (Bug #70859, Bug #17772560, Bug #30133062)

References: See also: Bug #18324650.

Changes in MySQL 5.7.27 (2019-07-22, General Availability)

Keyring Notes

Packaging Notes

X Plugin Notes

Functionality Added or Changed

Bugs Fixed

Keyring Notes

The keyr i ng_aws plugin has been updated to use the latest AWS Encryption SDK and so that it
works with OpenSSL 1.1.
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The keyri ng_aws_r egi on variable supports the additional AWS regions supported by the new
SDK. Refer to the variable description for a list of supported AWS regions. (WL #12886)

Packaging Notes

Binary packages that include cur | rather than linking to the system cur | library now use cur |
7.64.0. (Bug #29357198)

X Plugin Notes

On Windows, X Plugin logged some messages that were unnecessary or insufficiently informative.
The messages have been removed or improved as appropriate. (Bug #27839153)

Functionality Added or Changed

Microsoft Windows: A new warning message now reminds DBAs that connections made using the
MySQL named pipe on Windows has limited the permissions a connector can request on the named

pipe.

Previously, the nanmed_pi pe_ful | _access_group system variable was set to a value that maps
to the built-in Windows Ever yone group (SID S-1-1-0) by default. However, this group is not ideal
and should be replaced with a group that restricts its membership for connectors that are unable to
request fewer permissions on the MySQL named pipe.

The new warning is written to the error log at startup if the string value assigned to

naned_pi pe_full _access _groupis' *everyone*' (or the Windows System Language
equivalent) and named pipes are enabled. In addition, the warning is written to the error log and
raised to the client if the system variable is reset to the Ever yone group at runtime. (WL #12670)

Bugs Fixed

InnoDB: Insufficient memory barriers in the rw-lock implementation caused deadlocks on ARM.
Thanks to Yibo Cai from Arm Technology for the contribution. (Bug #29508001, Bug #94699)

InnoDB: Manually changing the system time while the MySQL server was running caused page
cleaner thread delays. (Bug #29138644, Bug #93708)

InnoDB: During log application, after an OPTI M ZE TABLE operation, | nnoDB did not populate
virtual columns before checking for virtual column index updates. (Bug #28834208)

InnoDB: An | NSERT operation involving a generated virtual BLOB column resulted a secondary
index being updated with an incorrect value. (Bug #28652826)

InnoDB: A full-text cache lock taken when data is synchronized was not released if the full-text
cache size exceeded the full-text cache size limit. (Bug #25289359)

InnoDB: Client sessions using different aut o_i ncrenent _i ncr enent values while performing
concurrent insert operations could cause a duplicate key error. (Bug #15851528, Bug #67526)

References: Reverted patches: Bug #14049391, Bug #65225.

Partitioning: ALTER TABLE ... EXCHANCE PARTI TI ON failed with the error Non nat chi ng
attribute ' RON FORVAT' between partition and tabl e when the partitioned table had
partitions using different row formats, even when the partition to be exchanged used the same row
format as the non-partitioned table. (Bug #28687608)

Replication: When events generated by one MySQL server instance were written to the binary
log of another instance, the second server implicitly assumed that the first server supported the
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same number of binary log event types as itself. Where this was not the case, the event header was
handled incorrectly. The issue has now been fixed. Thanks to Facebook for the contribution. (Bug
#29417234, Bug #94500)

Replication: If a FLUSH LOGS statement was issued before the binary log file was initialized, the
statement attempted to write a binary log rotation event to the uninitialized file. The server now
checks first that a binary log file is available. (Bug #29201665)

Replication: When a MEMORY table is implicitly deleted on a master following a server restart,

the master writes a DELETE statement to the binary log so that slaves also empty the table. This
generated event now includes a comment in the binary log so that the reason for the DELETE
statement is easy to identify. Thanks to Daniél van Eeden for the contribution. (Bug #29157796, Bug
#93771)

Replication: With statement-based replication in use, if super _r ead_onl y was set to ON for a
server at the point when a no-op transaction was between its UPDATE and COMMIT operations, the
transaction was written to the binary log and assigned a GTID. The transaction is now blocked in this
situation. From MySQL 8.0, the value of super _r ead_onl y cannot be changed while a transaction
is in progress. (Bug #29009092, Bug #93440)

Replication: In query log events in the binary log, the thread ID used for the execution of DROP
TABLE and DELETE statements was identified incorrectly or not at all. On a multi-threaded replication
slave, where temporary tables were involved (which require the correct thread ID as they are session
specific), this omission resulted in errors when using nysql bi nl og to replay the binary log for point-
in-time recovery. The thread ID is now set correctly. (Bug #28642318, Bug #92398)

Replication: When a slave server logs master status and connection information to a

table (mast er _i nf o_r eposi t or y=TABLE), which is the default in MySQL 8.0, the

nysql . sl ave_nast er _i nf o table was not being updated on shutdown if the server was in super
read only mode (super _r ead_onl y=0N). No error was written to the error log at this time, but
replication failed after server startup because the master log file and master log position information
was out of date. The thread that updates the master info log at shutdown is now excluded from read-
only checks like other replication threads are, so it can update the table even if the server is in super
read only mode. Error handling for a slave that is shutting down has also been improved so that

any failure to write to the slave status logs results in an error in the error log. (Bug #27675107, Bug
#89987)

Group Replication: The error message that is issued for a discrepancy between the

number of group members and the auto-increment interval incorrectly referred to the
group_replication_auto_increnent _increnent system variable, instead of the

aut o_i ncrenent i ncrenent system variable. The value of aut o_i ncrenent _i ncr enent

is changed to the value specified by gr oup_replication_auto_increnent i ncrenent
when Group Replication starts, but only if aut o_i ncrenent _i ncrenent and

aut o_i ncrenent of f set have their default values, and from MySQL 8.0, only in multi-primary
mode. The value of aut o_i ncrenent _i ncr enent was always the value that was checked for
the error message, and it has now been corrected to give the accurate system variable name. (Bug
#29542425)

Group Replication: In Group Replication, joining members could wrongly identify themselves as
incompatible with an existing replication group even if there were members at the same version
already in the group, because they checked against all other members, including the member at the
highest version. Joining members also included their own version in the compatibility check. Now,
joining members only compare themselves with the existing group member at the lowest version,
and do not count their own version. (Bug #29390946, Bug #94429)

Group Replication: The XCom group communication engine did not handle out of memory errors in
an appropriate way. If memory could not be allocated to make a copy of the payload for a message,
an error was logged but the message was still sent, with a null payload. The Group Communication
System (GCS) on the receiving member discarded the message as empty, and the XCom instance
on the receiving member accepted this action and did not retry, resulting in the message effectively
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being skipped. This caused the GTID set on the receiving member to diverge from the group, leading
to replication errors. XCom now terminates gracefully if it experiences an out of memory error, so
that this situation cannot occur. (Bug #28702320)

An overly strict assertion could be raised during sorting of stored program local objects. (Bug
#29759547, Bug #95062)

Installing from RPM packages could result in an error log with incorrect permissions. (Bug
#29702462)

Enabling audit log encryption could cause a server exit. (Bug #29549327)

On Debian and Ubuntu, MySQL packages did not enable nysql . ser vi ce after upgrades from
native MySQL packages. (Bug #29435592)

The server did not properly 