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Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication
Monitor, and MySQL Query Analyzer are only available to commercial customers.
To learn more, see: http://www.mysql.com/products/enterprise/features.html.

The MySQL Enterprise Monitor serves as an automated assistant for MySQL database administrators.
This service is designed to help administrators with their day-to-day tasks by monitoring MySQL servers
and identifying potential problems. These features are designed to save the database administrator's time
and effort by providing the information you need through a simplified interface.

An extension of existing MySQL Enterprise services, MySQL Enterprise Monitor monitors enterprise
database environments and provides expert advice on how customers can tighten security and optimize
the performance and uptime of their MySQL servers.

MySQL Enterprise Monitor helps administrators:

« Intelligently stay up to date with releases and bug fixes.
» Know what's going on with their system.

» Manage day-to-day database maintenance tasks.

* Improve the performance of their system.

* Manage and prevent crises.

The MySQL Enterprise Monitor was designed to tackle the job of managing the performance of any
number of MySQL database servers, regardless of their physical or geographical location. Although
MySQL Enterprise Monitor can easily track just a handful of MySQL servers, the service is specifically
designed to greatly curtail the time it takes to get a handle on the availability and performance levels of
many database servers at once.

The MySQL Enterprise Monitor does this by providing an web-based interface—called the Enterprise
Dashboard—that serves as the portal for viewing information about your MySQL database servers. MySQL
professionals can manage all their servers by group or individually if need be.

The Enterprise Dashboard web interface does not have to be installed on individual desktops, but is
instead available from a centrally located machine that serves as the main location for the Monitoring and
Advisory service.

1.1 Overview of the Service

The MySQL Enterprise Monitor is a collection of components that work together to monitor and help
administer your MySQL server installations. This service includes server management agents, advisors,




Overview of the Service

and a central MySQL Enterprise Service Manager, all working in tandem with the MySQL Enterprise to
keep your MySQL servers secure and up to date. All of this is controlled through the MySQL Enterprise
Monitor User Interface—a lightweight web-based interface that gives you complete control of your MySQL
servers from any location.

Figure 1.1 MySQL Enterprise Monitor Architecture
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The service is made up of a number of components, including the Monitor Agent (MySQL Enterprise
Monitor Agent), the Service Manager (MySQL Enterprise Service Manager), the Enterprise Dashboard, the
Repository and the Advisors.




The Service Architecture

1.1.1 The Service Architecture

The MySQL Enterprise Monitor is powered by a distributed web-based application that is deployed within
the confines of the corporate firewall. The Enterprise Dashboard provides the interface to the server data,
advisor notifications, live information and communication with the MySQL Enterprise Update Service.

Subscribers are kept up to date about the latest releases of the MySQL server or issues that may affect
their specific implementation of MySQL by using the MySQL Enterprise Update Service. This same
mechanism is used to notify MySQL Enterprise Monitor users of updates to the application or to the
MySQL Advisors and Rules. The various components are described below.

* Monitor Agent

Monitor Agents are the foot soldiers of the MySQL Enterprise Monitor; they monitor each MySQL server.
Running as a Windows service or Unix daemon, the Agent uses a combination of MySQL specific
commands, SQL queries, and custom scripts to collect and report MySQL server or operating system
(OS) specific data. The Monitor Agent initiates a “heartbeat” to the Service Manager on a regular basis to
ensure specific MySQL server and OS level data collections are current.

In the overall architecture, the Monitor Agent is the only component of the MySQL Enterprise Monitor
that establishes or maintains a connection with the monitored MySQL Server. As with any MySQL client,
the Monitor Agent is authenticated on the monitored MySQL server and requires a user name and
password to establish a connection.

In addition, the MySQL Enterprise Monitor Agent also provides a proxy service that allows for information
about queries to be captured and reported as part of the Query Analyzer functionality. The MySQL
Enterprise Monitor Agent accepts client connections and forwards the SQL statements on to the server
and returns the results. In the background, the agent is collecting information about the query execution,
row counts, times and other data so that queries and their execution can be monitored.

» Service Manager

The Service Manager is the heart and soul of the MySQL Enterprise Monitor. It is built on a collection of
Java services hosted on a single Windows or Unix server. The Service Manager interacts with all of the
Monitor Agents under its domain to collect MySQL server and OS level data for each of the monitored
MySQL servers.

The Service Manager performs many duties including:

« Enterprise Dashboard, the main interface to the MySQL Enterprise Service Manager.
< Autodiscovery of monitored MySQL Servers.

¢ Creation and management of Monitor Agent tasks.

» Storage of data collections from Monitor Agents.

* Monitoring of key MySQL server and OS level metric data collections.

* Reporting MySQL best practice events and violations.

« Providing MySQL expert advice for MySQL best practice violations.

< Autodiscovery of replication topology (Not available for all subscription levels)

» The Repository
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The Repository is built on MySQL 5.0.x and is used to store MySQL server and OS level data collections
for each of the monitored MySQL Servers. This information is used by the Service Manager to evaluate
and report the health and status of the monitored MySQL environment(s).

The Enterprise Dashboard

The MySQL Enterprise web client provides the graphical user interface (GUI) for the MySQL Enterprise
Monitor. This interface is the primary means of monitoring the state of your MySQL servers, identifying
rule violations and providing advice on how best to address and correct any underlying issues.

This interface also provides an easy means of configuring advisors, adding users, creating notification
groups, and receiving updates from MySQL Enterprise.

1.1.2 Service Features

The key features of the MySQL Enterprise Monitor can be summarized as follows:

Group-level or Server-level management options

Enterprise Dashboard for managing all MySQL Servers from a consolidated console
Monitoring page for “at a glance” global health check of key systems
MySQL-provided Advisors and Advisor Rules for enforcing MySQL Best Practices
Advisor Rule Scheduling for unattended operations

Customizable Thresholds and Alerts for identifying Advisor Rule violations
User-Defined Advisor Rules

Event/Alert History browser for researching advisor-specific events and annotations

Query Analyzer functionality allowing you to monitor the execution times, row counts and other data
about queries executed on your MySQL server.

These features are presented through the MySQL Enterprise Monitor User Interface which is made up of
Six main pages:

The Monitor page comprises:
* The Server Tree: Easily navigate monitored servers

e The Graphing: This capability is built in so you can quickly assess critical functions such as activity,
performance metrics, and number of connections

e The Heat Chart: Color-coded buttons provide key operating system and database metrics
The Advisors page

This page shows the advisors that are currently scheduled. There are advisors for a variety of topics
such as security and indexing. Users can add, edit, or create their own advisors.

The Events page

This page shows rule violations, indicating the server, severity, and time of occurrence. A number of filter
options are available, allowing various views of events.




Security

e The Graphs page

Use this page to view all the available graphs and to adjust the scale of the graphs, for a more or less
detailed view as the situation requires.

* The Query Analyzer page
» The Replication page

Use this page to keep track of your masters and their slaves (Not available for all subscription levels)
e The Settings page

On this page you configure servers, users, email addresses, and notification groups. Entering a user
name and password for MySQL Enterprise provides automatic updates.

1.1.3 Security

Using the Tomcat/Apache web server for the user interface allows an administrator to configure the web
server to meet any security regulations. The MySQL Enterprise Monitor architecture is designed to be as
secure as possible, even when monitoring systems outside of the local network.

Communications between the MySQL Enterprise Monitor Agent and MySQL Enterprise Service Manager
can be protected by Secure Socket Layer (SSL) encryption and server and agent can use SSL certificates
to provide authentication and prevent spoofing.

The MySQL Enterprise Monitor Agent is like a web browser — it is an HTTP client application that initiates
all communication with the MySQL Enterprise Service Manager. If the server requires action from the
agent, it must wait until the agent next initiates contact and sends its request in a response. This means
you do not need to open an inbound port on the machine on which the agent is running because it does
not listen for requests. However, an outbound port must be open for the agent to contact the MySQL
Enterprise Service Manager.

As an additional security feature, each Agent can have a separate Advisory Service login which minimizes
exposure should any one agent be compromised.

1.2 Conventions Used in This Document

This document uses certain typographical conventions:

« Text in this styleisusedfor SQL statements; database, table, and column names; program
listings and source code; and environment variables. Example: “To reload the grant tables, use the
FLUSH PRI VI LEGES statement.”

e« Text in this styl e indicates input that you type in examples.

e Text in this styl eindicates the names of executable programs and scripts, examples being
nysql (the MySQL command line client program) and nmysql d (the MySQL server executable).

e Text in this styl eisused for variable input for which you should substitute a value of your own
choosing.

» File names and directory names are written like this: “The global my. cnf file is located in the / et c
directory.”

» Character sequences are written like this: “To specify a wildcard, use the ‘% character.”
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e Textin this style is used for emphasis.
* Text in this style is used in table headings and to convey especially strong emphasis.

When commands are shown that are meant to be executed from within a particular program, the prompt
shown preceding the command indicates which command to use. For example, shel | > indicates a
command that you execute from your login shell or from the command line in Windows:

shel | > type a shell command here

The “shell” is your command interpreter. On Unix, this is typically a program such as sh, csh, or bash. On
Windows, the equivalent program is conmand. comor cnd. exe, typically run in a console window.

When you enter a command or statement shown in an example, do not type the prompt shown in the
example.

Sometimes, what appears on one line in a console window cannot be represented in the documentation on
a single line. In cases such as this the character ‘»’ is used. For example:

Pl ease specify the directory where the MySQL Enterprise Mnitor »
will be install ed.

Where Unix commands are concerned, the continuation character *\ ’ is used. Doing this allows commands
to be copied and pasted to the command line verbatim. For example:

shel | > /opt/ mysql / enterprise/ agent/bi n/ mysql - noni tor-agent -f \
[ opt/ mysql / enterprisel/agent/etc/ nysql -nonitor-agent.ini

SQL keywords are not case sensitive and may be written in either case. This document uses uppercase.

In syntax descriptions, square brackets (‘[ " and ‘] ’) indicate optional words or clauses. For example, in the
following statement, | F EXI STSis optional:

DROP TABLE [IF EXI STS] tbl nane

When a syntax element consists of a number of alternatives, the alternatives are separated by vertical bars
('l - When one member from a set of choices may be chosen, the alternatives are listed within square
brackets (‘[ *and ] "):

TRIM[[BOTH | LEADING | TRAILING [renstr] FROM str)

When one member from a set of choices must be chosen, the alternatives are listed within braces (‘{ ' and
l} 1):

{DESCRI BE | DESC} tbl_nanme [col _nanme | wild]

An ellipsis (. . . ) indicates the omission of a section of a statement, typically to provide a shorter version of
more complex syntax. For example, | NSERT ... SELECT is shorthand for the form of | NSERT statement
that is followed by a SELECT statement.

An ellipsis can also indicate that the preceding syntax element of a statement may be repeated. In
the following example, multiple r eset _opt i on values may be given, with each of those after the first
preceded by commas:
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RESET reset_option [, reset_option]

Commands for setting shell variables are shown using Bourne shell syntax. For example, the sequence to
set the CC environment variable and run the conf i gur e command looks like this in Bourne shell syntax:
shel | > CC=gcc ./configure

If you are using csh or t csh, you must issue commands somewhat differently:

shel | > setenv CC gcc
shel |l > ./configure

Throughout this document the term ‘Uni x’ is used to describe any Unix or Unix-like operating system. For
an up-to-date list of operating systems supported by the MySQL Enterprise Monitor please see the http://
www.mysgl.com/products/enterprise/.
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Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication
Monitor, and MySQL Query Analyzer are only available to commercial customers.
To learn more, see: http://www.mysgl.com/products/enterprise/features.html.

This chapter describes the process of installing the MySQL Enterprise Monitor on all operating systems.
A working installation requires the installation of a MySQL Enterprise Service Manager, the MySQL
Enterprise Advisors and one or more MySQL Enterprise Monitor Agents. Simply described, the agent
inspects the MySQL server it is monitoring, reports to the Service Manager, and the results are interpreted
by the advisors and displayed in the MySQL Enterprise Monitor User Interface for viewing in a web
browser.




One Monitor Agent is installed for each MySQL server that is being monitored. The Monitor Agent usually
runs on the same machine that hosts the monitored MySQL server but it may run on any machine that has
access to both the monitored MySQL server and the MySQL Enterprise Monitor User Interface. The agent
reports its findings to the Service Manager and these results are interpreted by Advisors and displayed in
the dashboard. The end user opens a web browser to view the information presented in the dashboard.
The Service Manager and dashboard run on the same machine and both have access to a local MySQL
server installed as part of the MySQL Enterprise Monitor. This server is known as the repository and
provides storage for the data provided by the agent.

Installation is a three step process:

1. Install and start the Service Manager on the monitoring system. See Section 2.2, “Service Manager
Installation”.

2. Configure the Service Manager, see Section 2.3, “Monitor Agent Installation”.

3. Start the MySQL Enterprise Service Manager and MySQL Enterprise Monitor Agent instances, and
then use the MySQL Enterprise Monitor User Interface to install the Advisors and complete the
configuration and installation. See Section 2.2.7, “MySQL Enterprise Service Manager Configuration
Settings and Advisor Installation”.

Depending on your configuration and environment, you will need to download a number of different
components and files from MySQL Enterprise website available on the download page. These include:

* MySQL Enterprise Service Manager and MySQL Enterprise Monitor User Interface for the
platform that you intend to execute the MySQL Enterprise Service Manager on. These are named
nysql nonitor-2.1.0.1096- i nux-x86_64-i nstal | er. bi n, with the appropriate version
and platform name. If you are performing an upgrade, download the upgrade installer, named
nysql nonitor-2.1.0.1096-11i nux-x86_64-update-install er. bin.

* One or more MySQL Enterprise Monitor Agent, one for each MySQL Server that you want to monitor.
You should download an installer package for the right platform for the MySQL server you want to
manage. Agent installers are available with the name nysql noni t oragent - 2. 1. 0. 1093- | i nux-
debi an3. 1- power pc-i nst al | er. bi n. Upgrade installers to update an existing MySQL Enterprise
Monitor Agent installation are named nmysqgl noni t oragent - 2. 1. 0. 1093- 1 i nux- debi an3. 1-
power pc- updat e-i nstal | er. bin.

e Optional

A product key file for MySQL Enterprise Service Manager. If your MySQL Enterprise Service Manager
has internet connectivity, your product key can be downloaded automatically during the initial phase
of configuration directly from the MySQL Enterprise website. For more information, see Section 2.2.7,
“MySQL Enterprise Service Manager Configuration Settings and Advisor Installation”.

» Optional

An advisor bundle equal to the level of your MySQL Enterprise subscriptiion (Platinum, Gold, or Silver),
which is required for MySQL Enterprise Service Manager. If your MySQL Enterprise Service Manager
has internet connectivity, your advisor bundle can be downloaded automatically during the initial phase
of configuration directly from the MySQL Enterprise website. For more information, see Section 2.2.7,
“MySQL Enterprise Service Manager Configuration Settings and Advisor Installation”.

For information on the installation requirements for different platforms, see Section F.3, “Installation
Requirements”.
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User Roles

2.1 User Roles

Prior to installation you will need to have at hand credentials for access to the MySQL server you plan

to monitor and also your MySQL Enterprise credentials. During installation and when first logging in, you
will set up a variety of users with different roles and credentials. This can become confusing. This section
outlines the various users associated with the MySQL Enterprise Monitor and gives a brief description of
their roles.

2.1.1 Existing Users

The MySQL Enterprise user: These are the credentials you use to log in to the MySQL Enterprise web
site. You will need them to acquire the Advisor files and receive updates and, if necessary, acquire a
product key.

The MySQL user: For Monitor Agents to report the status of a MySQL server they must have privileges

on that server. To perform all functions an agent must have SHOWN DATABASES, REPLI CATI ON CLI ENT,
SUPER, CREATE, and SELECT privileges. In short, the Monitor Agent needs to have read access to all data.
Details about this account are given in Section 2.3.1, “Creating a MySQL User Account for the Monitor
Agent”.

2.1.2 User Created During Installation

The Repository user: This user is the only user in the user table in the mysql database in the bundled
MySQL server. To avoid confusion with monitored MySQL servers, this server is referred to throughout
this document as the r eposi t or y. The repository user can log in from | ocal host using the password
specified during installation and has all privileges on all databases. These credentials are used to create
the repository and its tables and to record data in them. During installation the default value for the user
name for this role is ser vi ce_nmanager . No default password is specified. You can use these credentials
to manage the repository from the command line or when using a program such as MySQL Administrator.

During installation the file conf i gurati on_report. t xt is created. Reference this file for the credentials
of the repository manager. After the MySQL Enterprise Service Manager is installed, look for this file in the
following directories:

» Windows: C: \ Program Fi | es\ MySQL\ Ent er pri se\ Moni t or
e Unix:/ opt/ nysqgl / enterprise/ nonitor

e Mac OS X:/ Appl i cations/ nysql/enterprisel/nonitor

2.1.3 Users Created on First Log-in

The Root user: This user is the administrator of the dashboard. The first time you log in to the dashboard
you must log in as this user. The default user name for this user is adni n. There is no default password for
this user.

The Agent user: The Monitor Agent needs to report the status of the MySQL server it is monitoring. For
this reason it needs to log in to the dashboard. The default user name for this user is agent . There is no
default password for this user.

Note

The Monitor Agent has two roles in the MySQL Enterprise Monitor; it must have
access to the dashboard and to the MySQL server it is monitoring. For a description
of the agent as a MySQL user see Section 2.1.1, “Existing Users”.
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2.2 Service Manager Installation

The MySQL Enterprise Service Manager is the core element of the MySQL Enterprise Monitor. The
installation process for this element is completely self-contained, but the installation includes the following
components:

» Apache Tomcat
* MySQL Server

e Java VM
Note

After installation you can determine the version number of the various components
by entering htt p: / / server _nane: 18080/ mai n?conmand=l i st _ver si ons
into the web browsers address bar.

During installation, versions of MySQL and Tomcat will be installed onto the machine. The installer
automatically provides default network ports that are different from standard installation for these
applications. You can change the ports during installation.

During installation, default values are shown for user names and ports. This is for your convenience only;
you may choose different values. The installer detect ports that are already in use and allows you to select
different ports.

Warning

The MySQL Enterprise Service Manager version 2.0 requires agents using 2.0 or
higher.

All the installations share the same basic configuration parameters that you will be asked to confirm during
installation. Before you start your installation, please review the section on these common parameters,
then proceed to section specific to your installation platform. For details of the common parameters, see
Section 2.2.1, “Service Manager Installation Common Parameters”. For information on installation under
Windows, see Section 2.2.2, “Service Manager Installation on Windows”, for Mac OS X see Section 2.2.3,
“Service Manager Installation on Mac OS X", and for Unix/Linux, see Section 2.2.4, “Service Manager
Installation on Unix”.

2.2.1 Service Manager Installation Common Parameters

All installations of the Service Manager install the Tomcat and MySQL applications using the same basic
set of parameters. The defaults provided by the installation process are designed to be unique so that they
do not interfere with existing installations of either product. However, you should check these parameters
before installation to ensure that you do not experience any problems.

The common parameters are divided into those applying to the Tomcat server, and the MySQL server
(Repository Configuration):

* Tomcat Server Options

« Tomcat Server port: The default port that the Tomcat server will use when listening for connections. If
you change this option, then the port that you need to use when connecting to the Service Manager
must be modified accordingly. The default value is 18080.
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Note

If you are not currently running a web server on port 80 you may find it more
convenient to use the well known port rather than 18080. Since port 80 is the
default for a web server, you can then open the dashboard without specifying a
port.

e Tomcat Shutdown port: The port used by the management scripts that is used to shut the Tomcat
server down when you need to stop the Service Manager. The default value is 18005.

« Tomcat SSL Port: The standard port used to connect to the Service Manager when you want to use
Secure Sockets Layer (SSL) encrypted communication. The default value is 18443.

» Repository Configuration (MySQL Server)

« Repository Username: The user name created and used to store information within the MySQL server
to hold the information used by the Service Manager. In normal use, you should not need to use
or modify this information, but it may be required if you have a support issue. The default value is
servi ce_manager.

* Repository User password: The password to be used for the Repository Username. This should be set
to a secure password so that the repository data is secure.

The information that you configure during installation will always be recorded within the
configuration_report.txt file within the installation directory for the Service Manager.

Caution

Because the information stored within the confi gurati on_report.txt fileisin
plain text, the Repository user name and password information are also exposed
within this file. Make sure that the installation directory and file are secure that they
can only be accessed by those users who would need to use the information.

2.2.2 Service Manager Installation on Windows

On Windows the installation modes are wi n32 and unat t ended only. unat t ended mode is especially
useful if you are doing multiple installations. For more information on this topic see Section 2.4,
“Unattended Installation”.

Note

To install the Service Manager as a Windows service, you must do the installation
as a privileged user.

On Windows Vista or later, if user account control is on, an operating system dialog
box requests confirmation of the installation.

To install the Service Manager on Windows, find the executable file named mysql noni t or - ver si on-
wi ndows- i nst al | er. exe (where ver si on represents the three-part version number).

1. Double-click the MySQL Monitor installer. You should be presented with the Language Selection
prompt. Select the language to use for the installer and then click OK.

13



Service Manager Installation on Windows

Figure 2.1 MySQL Enterprise Monitor: Installing Monitor on Windows: Language Selection
£+ Lanpuage Selection g@@

Fleaze zelect the installation language

English W

Cancel

2. With the installation language selected, the remainder of the installation sets up the installation location
and the main configuration parameters required by MySQL Enterprise Service Manager. Click Next to
continue.

3. Select the installation directory where you want the MySQL Enterprise Service Manager components
installed. By default on Windows the directory is C. \ Program Fi | es\ MySQL\ Ent er pri se
\ Moni t or. You click the button next to the installation directory field to select a directory using the File
chooser, or type the directory manually. Click Next to continue.
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Figure 2.2 MySQL Enterprise Monitor: Installing Monitor on Windows: Installation Directory

Installation directory R\ l\ @ Sun

Please specify the directory where the My3QL Enterprise Monitor will be installed

Installation direckory | ST E N ===t By =g =i =T E

< Back || Mext = || iZancel

4. Configure the options that set the network ports used by the Tomcat server. For more information, see
Section 2.2.1, “Service Manager Installation Common Parameters”. Click Next to continue.
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Figure 2.3 MySQL Enterprise Monitor: Installing Monitor on Windows: Tomcat Server Options

; |r 11
Tomcat Server Options m IH'| %S‘f L

Please specify the Following parameters for the bundled Tomcat Server

Tomcak Server Pork 15080

Tomcat Shutdown Port 13005

Tomcat 55L Part 18443

< Back || Mext = || iZancel

5. Configure the repository settings, setting the user name, password and port used to communicate with
the bundled MySQL server that will be used to store the information and statistics for your installation.
For more information, see Section 2.2.1, “Service Manager Installation Common Parameters”. Click
Next to continue.

Note

If the Windows firewall is enabled you will be asked to unblock ports for Apache/
Tomcat and the MySQL server.
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Figure 2.4 MySQL Enterprise Monitor: Installing Monitor on Windows: Repository Configuration

Fepository Configuration m

Please specify the Following parameters for the bundled MySQL server

Fepository Username SEFVICE Manager

Passward

Re-enker

Bundled MySQL Database Port 13306

< Back || Mext = || iZancel

6. You will be provided with information and a warning about the configuration options and how they are
stored in the confi guration_report.txt file, and it's location. Take a note of the full path to this
file in case you need to look up the information later. Click Next to continue.

7. You should now be prompted to start the installation process. Click Next to continue.

8. Once the installation has been completed, you will be provided with the information on how to uninstall
MySQL Enterprise Service Manager. Click Next to continue.

9. To complete the installation and set up your MySQL Enterprise Service Manager, you will need to
login to the Dashboard. You can do this automatically by checking the box on the final window before
clicking Finish. This check box is selected by default. If you do not want to run the Dashboard at this
time, uncheck the box and clock Finish.

For instructions on starting the MySQL Enterprise Monitor services under Windows, see Section 2.2.5,
“Starting/Stopping the MySQL Enterprise Monitor Service on Windows”.
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2.2.3 Service Manager Installation on Mac OS X

On Mac OS X there are three installation modes osx, t ext , and unat t ended. For more information on
this topic see Section 2.4, “Unattended Installation”. The t ext mode installation for Mac OS X is identical
to t ext installation under Unix. For t ext mode installation instructions see Section 2.2.4, “Service
Manager Installation on Unix”.

Installing the MySQL Enterprise Service Manager on Mac OS X requires an existing installation of Java.
The minimum required version is 1.5.0_7. If this version is not installed on your machine you can download
it from Apple. This version of Java requires Mac OS X version 10.4.5 as a minimum, so you may need to
upgrade your operating system in order to install it.

For reasons of backward compatibility, Mac OS X is usually installed with multiple versions of Java. When
installing in osx mode, version 1.5.0_7 must be the default version. Upon installation, Java 1.5.0_7 sets
itself as the default so this is usually not a problem.

If you have changed the default you can reset it or you may install the MySQL Enterprise Service Manager
int ext mode, setting the environment variables to point to the correct version of Java. To install in

t ext mode, find the i nst al | bui | der file in the Cont ent s/ Mac S directory immediately below the
nysgl noni t or - ver si on- osx-i nstal | er. app directory. Installing the MySQL Enterprise Service
Manager in t ext mode is identical to the procedure described in Section 2.2.4, “Service Manager
Installation on Unix” with the minor differences noted above.

To install using the GUI (osx) installation, follow these instructions:

1. Double-click the MySQL Monitor installer. You should be presented with the Language Selection
prompt. Select the language to use for the installer and then click OK.

Figure 2.5 MySQL Enterprise Monitor: Installing Monitor on OS X: Language Selection

™ M )  Language Selection

Please select the installation language

English B

“’TCanceI?‘ “r Ok W‘

2. If you have multiple Java installations on your machine, you will be asked to choose which Java to use
with your MySQL Enterprise Service Manager installation. Choose the Java version you want to use
(1.5.0 or later is required), and click OK.

18



Service Manager Installation on Mac OS X

Figure 2.6 MySQL Enterprise Monitor: Installing Monitor on OS X: Java Selection

a0 JVM Selection

Please select the Java(tm) Runtime to use

sun 1.5.0 /System/Library/Frameworks/JavaVM.framework/Versions /1.5

fr_CanceI?" fr Ok ﬁ“

3. With the installation language and Java version selected, the remainder of the installation sets up the
installation location and the main configuration parameters required by MySQL Enterprise Service
Manager. Click Next to contintue.

4. Select the installation directory where you want the MySQL Enterprise Service Manager components
installed. By default on Mac OS X the directory is / Appl i cati ons/ nysql / ent erpri se/ nonitor.
You click the button next to the installation directory field to select a directory using the File chooser, or
type the directory manually. Click Next to continue.
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Figure 2.7 MySQL Enterprise Monitor: Installing Monitor on OS X: Installation Directory

a0 Setup

~N | @ Sun
Installati direct
nstallation directory My m |

Please specify the directory where the MySQL Enterprise Monitor will be
installed

Installation directory [Applications/mysgl/enterprise/monit | |5

fr_ Cancel \‘ fr < Back “‘( Mext = \]

5. Configure the options that set the network ports used by the Tomcat server. For more information, see
Section 2.2.1, “Service Manager Installation Common Parameters”. Click Next to continue.
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Figure 2.8 MySQL Enterprise Monitor: Installing Monitor on OS X: Tomcat Server Options

< NeNe | N Setup

™ | @Sun

Tomcat Server Options .
My ]

Please specify the following parameters for the bundled Tomcat Server

Tomcat Server Port L8080

Tomcat Shutdown Port 18005

Tomcat SSL Port 18443

Is SSL support required? [ |

-

f'f Cancel W‘ ff < Back q‘”f Next >

6. Configure the repository settings, setting the user name, password and port used to communicate with
the bundled MySQL server that will be used to store the information and statistics for your installation.
For more information, see Section 2.2.1, “Service Manager Installation Common Parameters”. Click
Next to continue.
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Figure 2.9 MySQL Enterprise Monitor: Installing Monitor on OS X: Repository Configuration

a0 r Setup

™ |\ @Sun
=

Repository Configuration .
P Y g My )

Please specify the following parameters for the bundled MySQL server

Repository Username service_manager
Password

Re-enter

Bundled MySQL Database Port 13306

”T Cancel ﬁ“ ’r < Back “”r Next > ﬁ‘

7. You will be provided with information and a warning about the configuration options and how they are
stored in the confi gurati on_report.txt file, and it's location. Take a note of the full path to this
file in case you need to look up the information later. Click Next to continue.

8. You should now be prompted to start the installation process. Click Next to continue.

9. Once the installation has been completed, you will be provided with the information on how to uninstall
MySQL Enterprise Service Manager. Click Next to continue.

10. To complete the installation and set up your MySQL Enterprise Service Manager, you will need to
login to the Dashboard. You can do this automatically by checking the box on the final window before
clicking Finish. This check box is selected by default. If you do not want to run the Dashboard at this
time, uncheck the box and clock Finish.

Your installation should now be complete. To continue with the configuration of MySQL Enterprise Service
Manager, see Section 2.2.7, “MySQL Enterprise Service Manager Configuration Settings and Advisor
Installation”.
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2.2.4 Service Manager Installation on Unix

To install the Service Manager find the file named mysql noni t or - versi on-i nstal | er. bi n (where
ver si on indicates the version number, the OS, and the architecture ). Ensure that this file is executable

by typing:

shel | > chnod +x nysql noni tor-version-installer.bin

To install to the default directory (/ opt / nysql / ent er pri se/ noni t or) you need to be logged in
as r oot . Installing as an unprivileged user installs to the / hone/ user _nane/ nysql / ent er pri se/
noni t or/ directory.

What follows describes installation from the command line. You may install the Service Manager
graphically by running the installer from within a windows manager. In both cases the steps are identical.
You may also install the Service Manager in unat t ended mode. This is especially useful if you are doing
multiple installations. For more information on this topic see Section 2.4, “Unattended Installation”.

1. Begin installation by typing:

shel | > ./ nysql noni tor-version-installer.bin

2. First choose the language for the installation:
Language Sel ection
Pl ease select the installation | anguage
[1] English

[2] Japanese
Pl ease choose an option [1]

3. Throughout the installation process you will be asked the configuration questions for different options.
Default values are shown between square brackets; to use the default press Enter. Otherwise, enter
the new value and press Enter:

First, select the directory where you want MySQL Enterprise Service Manager to be installed. The
defaultis / opt / mysql / ent er pri se/ noni t or /. Make sure that the location you choose has enough
space to hold the installation files and the database information that will be created when MySQL
Enterprise Service Manager is running.

Pl ease specify the directory where the MySQL Enterprise Service Manager
wi |l be installed.

Instal lation directory [/opt/mysql/enterprise/nonitor/]:

4. Now set the Tomcat Server options. For more details on these parameters, see Section 2.2.1, “Service
Manager Installation Common Parameters”.

Tontat Server Options
Pl ease specify the follow ng paraneters for the bundl ed Tontat Server

Tontat Server Port [18080]:

Tontat Shutdown Port [18005]:
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Tonctat SSL Port [18443]:

You will also be asked if SSL support is required. SSL support allows your agents and monitor to
communicate with each other using SSL. Using SSL means that the data exchanged by the agent and
MySQL Enterprise Service Manager are secure and can be used to monitor servers securely, or to
monitor agents over a public connection.

You can enable SSL by pressing Y when prompted during installation:
I's SSL support required? [y/ N :

Set the repository (embedded MySQL server) configuration options. For more details on these
parameters, see Section 2.2.1, “Service Manager Installation Common Parameters”.

Repository Configuration

Pl ease specify the followi ng paraneters for the bundl ed MySQL server

Reposi tory Usernane [service_manager]:
Password :
Re- ent er

Bundl ed MySQL Dat abase Port [13306]:

Before the final installation process, you will provided with the location of the file that contains a copy of
all of the settings. Be sure to follow the instructions and store this report in a secure location. There is
no password recovery feature.

Configuration Report

Not e:

The settings you specified will be saved here:

/opt/ mysql / ent er pri se/ moni tor/configuration_report.txt

| MPORTANT: This configuration report includes passwords stored in plain text; it

is intended to help you install and configure your agents. W strongly advise
you to secure or delete this text file imediately after installation.

Press [Enter] to continue :

You you will now be asked to confirm the installation process.

Setup is now ready to begin installing My\SQL Enterprise Mnitor
on your conputer.

Do you want to continue? [Y/n]: Y

Pl ease wait while Setup installs MySQL Enterprise Mnitor
on your conputer.
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The installation process may take a few minutes to complete. Upon completion you should see:

Conpl eted installing files

Setup has conpleted installing My\SQL Enterprise files on your conputer
Uninstalling the MyYSQL Enterprise files can be done by invoking:

[ opt/ mysql / ent er pri se/ noni t or/ uni nst al |

To conmplete the installation, launch the MySQL Enterprise Dashboard and conpl ete

the initial setup and product activation information. Refer to the readne file
for additional information and a list of known issues.

Press [Enter] to continue :

8. Finally, you will be given the opportunity to read a supplied Readne file that is supplied with the
installation. The Readne contains important information about how to use and start your MySQL
Enterprise Service Manager.

Setup has finished installing My\SQL Enterprise Mnitor on your conputer.

View Readne File [Y/n]: n

Once the Readne file has been displayed, or if you did not elect to read the file, the installation provides
information about how to continue with your installation.

Info: To access the MySQL Enterprise Mnitor please visit the
foll owi ng page: http://I|ocal host: 18080/ Aut h. acti on

Press [Enter] to continue :

The Enterprise Dashboard will not start up automatically if you perform at ext mode installation. For more
information on starting and stopping MySQL Enterprise Service Manager, see Section 2.2.6, “Starting/
Stopping the MySQL Enterprise Monitor Service on Unix and Mac OS X”.

2.2.5 Starting/Stopping the MySQL Enterprise Monitor Service on Windows

You can choose to start up the MySQL Enterprise Service Manager on installation. The installed services
are called:

» MySQL Enterprise Tomcat
* MySQL Enterprise MySQL

You can stop or start the services from the Microsoft Management Console Services window. Look for the
MySQL Enterprise Tontat andthe M\ySQL Ent erprise MySQL entries.

Note

On Windows Vista or later, starting these services requires administrative privileges
—you must be logged in as an administrator. To start or stop a service right-click it
and choose the Run as Administrator menu option. The same restriction applies to
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using the menu options discussed in the following and to starting the services from
the command line. To open an administrator c nd window right-click the cnd icon
and choose the Run as Administrator menu option.

To start or stop a service, right-click it and choose from the options in the pop-up menu.

There is also a menu entry for starting and stopping the services. Navigate to the Pr ogr am MySQL, My SQL
Enterpri se Monitor, Servi ces entry to stop or start the services.

You can also stop or start a service from the command line. To start the Tomcat service type:

shel |l > sc start MySQLEnt er pri seTontat

or:

shel | > net start MySQLEnterpri seTontat

To stop this service type:

shel | > sc stop MySQLEnt er pri seTontat

or:

shel | > net stop MySQLEnt er pri seTontat

In similar fashion, you may stop or start the MySQL server from the command line. The service name is

MySQLEnt er pri seMySQL.

You may also start, stop, and restart a specific service or both services using the mysql noni t orct | . bat
file. To execute this file, go to the command line and navigate to the C: \ Pr ogram Fi | es\ MySQL
\ Ent er pri se\ Moni t or directory. Typing nysql noni t orctl . bat hel p produces the following output:

usage: nysqlnonitorctl.bat help
nmysql nonitorctl.bat (start|stop|restart|install]|uninstall)
nmysql nonitorctl.bat (start|stop|restart) tontat
nmysql nonitorctl.bat (start|stop|restart) mysql

hel p - this screen

start - start the service(s)

st op - stop the service(s)

restart - restart or start the service(s)
install - install the service(s)
uninstall - uninstall the service(s)

To stop a specific service, pass the argument t ontat or nysql in addition to the status change argument.
If you wish to change the status of both services, do not specify a service name. You may also uninstall the
services using this batch file.

Configuration of the dashboard begins immediately after the Service Manager is installed. To continue a
Windows installation skip the next section and go to Section 2.2.7, “MySQL Enterprise Service Manager
Configuration Settings and Advisor Installation”.

2.2.6 Starting/Stopping the MySQL Enterprise Monitor Service on Unix and
Mac OS X

The services incorporated into the MySQL Enterprise Service Manager are:
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e The MySQL Server

* The Apache/Tomcat Server

Should you need to stop, start, or restart the MySQL Enterprise Service Manager call the

nysql noni torctl . sh file located in the / opt / nysql / ent er pri se/ noni t or/ directory on Unix or
the / Appl i cations/ mysql/enterprise/ monitor/ onMac OS X. To see all the available options
navigate to the appropriate directory and type:

shel | > /opt/ mysql / enterprise/ nonitor/ mysql monitorctl.sh help

Executing this script produces the following output:

usage: ./nysqglnmonitorctl.sh help

./nmysqglnonitorctl.sh (start|stop|status|restart)
./nmysqglnonitorctl.sh (start|stop|status|restart) mnmysq
./Inmysql nonitorctl.sh (start|stop|status|restart) tontat

hel p - this screen

start - start the service(s)

st op - stop the service(s)

restart - restart or start the service(s)
st at us - report the status of the service

Using this script you can stop, start, or restart all the Service Manager components. To do this make a call
tonysqgl noni torctl.sh start from your start-up script.

To start the service:

shel | > ./nysqgl nonitorctl.sh start

./ nysqglnonitorctl.sh : mysql started

nohup: redirecting stderr to stdout

Starting nysqgld daenon with databases from/opt/mysql/enterprise/nonitor/mysql/data/
Usi ng CATALI NA BASE: [ opt/ nmysql / ent er pri se/ noni t or/ apache-t ontat

Usi ng CATALI NA_ HOVE: [ opt/ nmysql / ent er pri se/ noni t or/ apache-t ontat

Usi ng CATALI NA TMPDI R: /opt/ nmysql / ent erpri se/ nonitor/apache-tontat/tenp

Usi ng JRE_HOVE: /opt/ mysql / enterprise/ nonitor/java

If you try to start the service and it is already running, you will be warned that the services are already
running:

shel | > ./ nysqgl nonitorctl.sh start
.Inysqglnonitorctl.sh : nysql (pid 18403) already running
.Inysqglnonitorctl.sh : tontat (pid 18480) already running

To stop the service:

shel | > ./ nysqgl moni torctl.sh stop

Usi ng CATALI NA_BASE: / Appl i cati ons/ nysql /enterprise/ monitor/apache-toncat

Usi ng CATALI NA_HOVE: / Appl i cati ons/ nysql /ent erprise/ monitor/apache-toncat

Usi ng CATALI NA TMPDI R: / Appl i cati ons/ nysql /enterprise/ monitor/apache-toncat/tenp

Usi ng JRE_HOVE: / Syst em Li brary/ Franewor ks/ JavaVM f r amewor k/ Ver si ons/ 1. 5. 0/ Horre

St oppi ng tontat service .. [ OK ]

STOPPI NG server frompid file /Applications/nysqgl/enterprise/nonitor/nysql/datalmnmysqgld.pid
090209 15:37:09 nysqld ended

Therest art command is equivalent to executing a st op and then st ar t operation.

This script can also be used to check the status of the Tomcat web server or the MySQL repository.
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shel | > ./ nysqgl noni torctl.sh status
M/SQL Network MySQL is running
MySQL Network Tontat is running

Configuration of the dashboard begins immediately after the MySQL Enterprise Service Manager is
installed.

2.2.7 MySQL Enterprise Service Manager Configuration Settings and Advisor
Installation

The Enterprise Dashboard is the web-based interface to the Service Manager so the procedure for starting
the dashboard is identical for all platforms. From the dashboard you can configure the settings necessary
for receiving updates from MySQL Enterprise and for the initial installation of the Advisors.

If you installed the Service Manager using a graphical interface, you have the option of launching the
dashboard on the final installation screen (as long as the Launch MySQL Enterprise Monitor Now check
box is checked).

Otherwise, you can view the dashboard by typing ht t p: / /| ocal host : 18080/ Aut h. act i on into
the address bar of your web browser. If you are unsure of the host name and port to use, check the
configuration_report.txt file.

Under Windows it is also possible to open the dashboard by choosing the My SQL menu item and finding
the MySQL Ent er pri se Monitor entry. Under this entry choose St art Servi ce Manager .

2.2.7.1 Initial Dashboard Log-In

If this is the first time that you have attempted to log in to the dashboard you should see a screen similar to
the following:
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iy a () \/ () ntarnrice Manitar: Initial D hho a aYa M o

ise Dashboard

Welcome to the MySOL Enterprise Dashboard Setup.
Before proceeding, vou must complete the form below.

Erterprize Credertialz and Subscription Information

To enable this application, please provide a MyS0OL Enterprise Product Key or yvour MySOL E

When yvou press "complete setup”, vour Enterprize credentialz will be validsted st erterprize myzgl.com
that vou may update vour credentials or Product Key at any time on the Settings page.

Email Address (My=0L Erterprize Login)

Enterprise Password (My=oL Enterprize Pazsword)

Confirm Password

-0OR -
MySOL Enterprise Product Key Advisor Jjar File (recommended)
I | Browsze. .. | I E

Creste Sdministrator Configure Sger
Username Username
acmin acjent
Password Password
Confirm Password Confirm Pas:

complete zetup
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Use this screen to perform the following tasks:

* Install the Advisors

e Set up your MySQL Enterprise credentials

» Create a user name and password for the dashboard administrator
» Create a user name and password for the Monitor Agent

If you have been provided with a MySQL Ent er pri se Product Key and an Advisors file click the
Browse button and locate these files. The advisor file bears the name, Advi sor Scri pt -version. jar
and the product key, Subscri pti on-1evel _date. xmnl . If you do not allow Internet access from

the dashboard you must install the advisors in this way. It is strongly recommended that you install

the Advisors at this point, but you may do so later. For instructions on doing this see, Section 2.2.7.3,
“Installing Advisors After Initial Log-in”. If the product key that you provide is invalid a notification appears
and you will be unable to import the advisors.

Note

If you are activating the MySQL Enterprise Monitor using a product key donot enter
your MySQL credentials; entering both produces an error message.

If you have Internet access from the dashboard, activate MySQL Enterprise Monitor by supplying your
MySQL Enterprise credentials. Enter your email address as the MySQL Ent er pri se Logi n and enter
and confirm your MySQL Enterprise password. If you specify incorrect credentials, you receive the error
message, “Unable to connect to verify credentials.”

In the Create Administrator section of this screen, enter credentials for the dashboard administrator. This
creates the r oot user described in Section 2.1.3, “Users Created on First Log-in". Make note of the user
name and password as these credentials are required for any future login.

In the Configure Agent Credentials section of this screen enter the credentials for the agent. This is the
agent user also described in Section 2.1.3, “Users Created on First Log-in". The agent needs to log in
to report its findings. Make note of the agent's credentials; this information is required when installing the
agent.

When all the settings have been specified, click the complete setup button. If you log in successfully
you should see a message displaying the number of graphs and advisors that have been imported. This
number varies depending upon your subscription level.

If importation of the advisor files fails, you will see the message:

Unabl e to inport Advisor Jar. You may downl oad the jar
manual |y fromthe Enterprise Portal and inport it fromthe ' Check For Updates' page.

In this case you may download the advisor file from the Enterprise website and install it as described in
Section 2.2.7.3, “Installing Advisors After Initial Log-in".

2.2.7.2 Setting the Timezone and Locale

If this is the first time that you have launched the dashboard you are asked to set your time zone and
locale. Choose the appropriate values from the drop-down list boxes. Setting the time zone ensures that
you have an accurate time reference for any notifications from the MySQL Enterprise Advisors.

Warning

It is especially important that the time zone be set correctly as this may also affect
the way the graphs display. For this reason, also ensure that the time reported by
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the operating system is correct. To change the time zone or locale see Section 4.2,
“User Preferences”.

The locale chosen determines the user's default language when logging in to the
Dashboard. Note that this will override the default browser settings whenever this
specific user logs in.

After specifying your time zone and locale, the dashboard opens on the Moni t or page. For a detailed
examination of the Moni t or Screen see, Chapter 3, MySQL Enterprise Dashboard.

2.2.7.3 Installing Advisors After Initial Log-in

The Advisors interpret the data sent by the Monitor Agents and display the results in the dashboard. A
minimal set of Advisors are preinstalled with the Service Manager. To obtain the full set of Advisors and get
the most value from the MySQL Enterprise Monitor, you must download Advisors from MySQL Enterprise.

If you did not install the Advisors when you first logged in to the MySQL Enterprise Monitor User Interface,
open the dashboard, find the Advi sor s tab, and choose the Check for Updat es link. Doing this
downloads the latest version of the Advisors from the MySQL Enterprise web site. In order to install the
advisors in this fashion you must specify your MySQL Enterprise credentials. Find instructions for doing
this in Section 4.1, “Global Settings”.

If you do not allow Internet access from the dashboard, you must install the Advisors from a local file. To
do this you need an advisor file bearing the name, Advi sor Scri pt - ver si on. j ar . If you don't already
have this file, you can find it on the MySQL Enterprise downloads page. Download the Advisors file to a
location that is accessible from the dashboard. Use the Browse button to find the Advisors file and then
choose import to load the advisors.

2.2.7.4 Upgrading and Updating Advisors
The process for upgrading advisors is exactly the same as the initial installation. Advisors are updated by
choosing the update button on the Check for Updat es page. If you do not have Internet access from
the dashboard you can import the Advisors from a local file as described in Section 2.2.7.3, “Installing
Advisors After Initial Log-in”.

Note

You may choose to upgrade your MySQL Enterprise Monitor subscription level at
any time.

2.2.7.5 Outgoing Email Settings

Alert natification through email is a key component of the MySQL Enterprise Monitor Advisor solution. For
this reason you may want to immediately configure an SMTP account for at least one recipient.

To do this choose the Set t i ngs tab and go to the G obal Setti ngs screen by clicking the appropriate
link. Here you can configure the email settings. These settings apply to the currently logged-in user.

Find the Qut goi ng Enmi | Setti ngs on the left of this page.
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Figure 2.11 MySQL Enterprise Monitor: Outgoing Email Settings
Cutgoing Email Settings

| Enable Email Notifications
From Address (ex. "My SQL Dashboard® <name@domain.com:)

SMTP Server

SMTP Server Login

| Disable JavaMail TLS/SSL

[ Update Password On Save

SMTP Server Passwond Confirm Passwond

On Save, Send Test Email Message to (optional)

sSave

Ensure that the Enabl e Enmi | Noti fi cati ons check box is checked and enter information as
appropriate.

The default value for the SMTP port is 25. If your mail server runs on a different port simply specify it,
separating it from the server name using a colon. For example, if your mail server runs on port 587 enter
emai | . myserver.com 587 into the SMTP Server text box.

Note

An email server must be available for sending email alerts.

The SMTP client uses Transport Layer Security (TLS) if the SMTP server supports
it.

If your SMTP server incorrectly indicates that it supports TLS, check the Disable
JavaMail TLS/SSL check box.

The email settings page is dealt with in more detail in Chapter 4, The Settings Page.
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2.3 Monitor Agent Installation

A MySQL Enterprise Monitor Agent monitors a MySQL server and sends data to the Advisors. These data
are interpreted and displayed in the dashboard. The Monitor Agent is installed on all platforms using the
steps described in the next section.

Warning

The MySQL Enterprise Service Manager version 2.0 or higher requires agents with
a version number of 2.0 or higher.

2.3.1 Creating a MySQL User Account for the Monitor Agent

Before setting up an agent to monitor a MySQL server you need to ensure that there is a user account for
the agent on that server.

The privileges required for this user account vary depending on the information you wish to gather using
the MySQL Enterprise Monitor Agent. The following privileges allow the Monitor Agent to perform its
assigned duties without limitation:

» SHOW DATABASES: Allows the MySQL Enterprise Monitor Agent to gather inventory about the monitored
MySQL server.

» REPLI CATI ON CLI ENT: Allows the MySQL Enterprise Monitor Agent to gather Replication master/slave
status data. This privilege is only needed if the MySQL Replication Advisor Rules are employed.

» SELECT: Allows the MySQL Enterprise Monitor Agent to collect statistics for table objects.

» SUPER: Allows the MySQL Enterprise Monitor Agent to execute SHON ENG NE | NNODB STATUS to
collect data about InnoDB tables. This privilege is also required to obtain replication information using
SHOW MASTER STATUS.

* PROCESS: When monitoring a MySQL server running MySQL 5.1.24 or above with | nnoDB, the
PROCESS privilege is required to execute SHOW ENG NE | NNODB STATUS.

» | NSERT: Required to create the UUID required by the agent.

» CREATE: Allows the MySQL Enterprise Monitor Agent to create tables. During discovery, the agent
creates the table i nvent ory within the nysql database that is used to the UUID for the server. Without
this table, the agent cannot determine the UUID of the server and therefore use this when sending
information to MySQL Enterprise Service Manager.

For example, the following GRANT statement will give the agent the required SELECT, REPLI CATI ON
CLI ENT, SHOW DATABASES and SUPER rights:

GRANT SELECT, REPLI CATI ON CLI ENT, SHOW DATABASES, SUPER, PROCESS
O\l * i *
TO 'nysqluser' @I ocal host'
| DENTI FI ED BY ' agent password';

For security reasons, you may wish to limit the CREATE and | NSERT privileges to the agent so that it can
only create tables within the nysql database:

GRANT CREATE, | NSERT
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ON nysql . *
TO 'nysqluser' @I ocal host'
| DENTI FI ED BY ' agent password';

To enable replication discovery to work, you should also grant the SELECT privilege on the
nmysqgl . i nvent ory table for each user with replication privileges on the corresponding replication master.
This is required to let the MySQL Enterprise Monitor Agent read the replication master UUID. For example:

GRANT SELECT
ON nysql . i nventory
TO 'replicationuser' @%
| DENTI FI ED BY 'replicati on_password';

Note

You should perform this step after after having run the agent on the corresponding
MySQL server to ensure that the nysql . i nvent or y table has been correctly
created. You can do this by running the agent, shutting the agent down, running the
above GRANT statement, and then restarting the agent.

If the agent is unable to access the information from the table then a warning containing this information
will be written to the agent log.

Note

You may want to disable logging for the grant statement to prevent the grant
information being replicated to the slaves. If this is the case, execute the statement
SET SQ._LOG Bl N=0 before you execute the above GRANT statement.

In a typical configuration, the agent runs on the same machine as the MySQL server it is monitoring so

the host name will be | ocal host . However, this will change if the agent is running on a machine other
than the one that hosts the monitored MySQL server. In this case, change | ocal host to the appropriate
value. For more information about remote monitoring see Section 2.3.6.4, “Configuring an Agent to Monitor
a Remote MySQL Server”.

2.3.2 Installing the Agent on Microsoft Windows

To install the MySQL Enterprise Monitor Agent on Windows, double-click the
nysql noni t or agent - ver si on-w ndows-i nst al | er. exe (where ver si on indicates the three-part
version number) installer.

Note

To install the agent as a Windows service, you must do the installation as a
privileged user.

On Windows Vista or later, if user account control is on, an operating system dialog
box requests confirmation of the installation.

You may also install the Monitor Agent in unat t ended mode. This is especially useful if you are doing
multiple installations. For more information on this topic see, Section 2.4, “Unattended Installation”.

1. First, select the language for the MySQL Enterprise Monitor Agent installation. Click OK to continue
installation.
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Figure 2.12 MySQL Enterprise Monitor: Installing Agent on Windows: Language Selection
£ Language Selection | @E|

Fleaze zelect the inztallation language

English w

Cancel

Click Next to start the installation process.

Select the installation directory. The default installation directory is C: \ Progr am Fi | es\ MySQL
\ Ent er pri se\ Agent . Select the installation directory, or type the new directory location. Click Next to
continue the installation process.
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Figure 2.13 MySQL Enterprise Monitor: Installing Agent on Windows: Installation Directory

; |r /
Installation directory Y(:\ \ @ Sun
I

My

Please specify the directory where My3QL Enterprise Monitor Agent will be installed

Installation direckory | SRR 1= G =te] B o= faT = el ﬁ

< Back. || Mext = || Cancel

4. You need to specify the information about the MySQL server that you want to monitor. You must enter
the IP address or host name of the host you want to monitor, and the port, user name and password
that you will use to connect to the MySQL server. If you want to confirm that the MySQL server is
currently reachable using the information, ensure that the Validate MySQL host name or IP address
check box is selected.

Note

Currently, on Windows, the monitor agent only includes support for connecting
to the server to be monitored using TCP/IP, so if the server has been started
with - - ski p- net wor ki ng it cannot be monitored.

If the MySQL server to be monitored has been started using the command
option - - bi nd- addr ess then the server will only listen for connections on
the IP address specified, that is, the IP address of the MySQL server. If the
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monitor agent has been started using TCP/IP networking and the default
address of 127.0.0.1 it will not be able to connect to the server to be monitored.
Also, if “localhost” is specified as the host name during agent configuration, a
connection will not be established, as the server will be listening for connections
on the address specified with the - - bi nd- addr ess option, not 127.0.0.1.

Figure 2.14 MySQL Enterprise Monitor: Installing Agent on Windows: Monitored Database
Information

IMonitored Database Information Y(:\

My S0L hostname or IP address 27.0.0.1
Yalidate MySQL hostname or IP address

Hostname ko display (optional)
My SOL Port 3306
Myw3OL Username

My S0L Passwiord

Re-enker

< Back. || Mext = || Cancel

Click Next to continue the installation.

If you want to use Query Analyzer, then you need to enable the MySQL Enterprise Monitor Agent
Proxy. The Proxy is enabled by default. If you disable the Proxy during installation, you will need to
enable it later before you are able to use Query Analyzer. For more information on Query Analyzer, see
Chapter 8, The Query Analyzer Page.
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When Proxy is enabled, MySQL Enterprise Monitor Agent listens on a network port for client
applications, and forwards the connections to the backend MySQL server. You can change the port
number that MySQL Enterprise Monitor Agent listens for connections.

The default port is 4040.

Figure 2.15 MySQL Enterprise Monitor: Installing Agent on Windows: Query Analyzer
Configuration

Chuery Analyzer Configuration
| My

My S0L Proxy enables Query Analvzer by liskening on the port specified below For client connections
that are then passed through ko a backend My3QL dakabase server. Ik is nok needed for basic
rnonitaring Functionalicy, but is required For Query Analyzer,

Click. here For more information.

AN \ @ Sun

Enable Proxy
{recommended)

Proxy Paork

Backend Host: 127.0.0.1 (cannok be changed)

Backend Port: 3306 ({cannot be changed)

< Back || Mext = || Cancel

6. The MySQL Enterprise Service Manager that you want to use must be configured during installation.

The host name, port and agent authentication information must be entered. If you have already
installed MySQL Enterprise Service Manager then you can locate the information in the installation
report file created during installation. Enter the required information and then click Next to continue.
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Figure 2.16 MySQL Enterprise Monitor: Installing Agent on Windows: MySQL Enterprise Service
Manager Options

MySOL Enterprise Montor Options Y(:\

Hoskname ar IP address

Fork 15050

Agent Lsername agenk

fgent Password

Re-enter

< Back || Mext = || iZancel

7. You will be provided with a Configuration Report containing the information that you have entered
during the installation. Check the information provided in the report. If you see a problem, use Back to
go back to the configuration screen and change the information. If the information is correct, click Next
to continue.

8. You are given a final opportunity to change the installation parameters. Click Next to start the
installation process.

9. Once the agent has been installed, you will get a confirmation message. Click Next to finalize the
installation.

10. You can start the MySQL Enterprise Monitor Agent automatically now the installation has been
completed. To allow the agent to be started, leave the check box selected. To start the agent
separately, uncheck the check box. Click Finish to exit the installation.
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Once the Monitor Agent is installed, it needs to be started. For information on how to start and stop the
Agent, see Section 2.3.5.1, “Starting/Stopping the Agent on Windows".

2.3.3 Installing the Agent on Mac OS X

To install the MySQL Enterprise Monitor Agent on Mac OS X, decompress the
nysql noni t or agent - ver si on-i nstal | er. app. zi p and then run the
nmysqgl ent er pri seagent -versi on-instal |l er application.

1. First, select the language for the MySQL Enterprise Monitor Agent installation. Click OK to continue
installation.

Figure 2.17 MySQL Enterprise Monitor: Installing Agent on Mac OS X: Language Selection

"® O O Language Selection

-

Please select the installation language

" English B

IfrEanceIW] I'r Ok “'I
% . % . ,.-ﬁ

2. Click Next to start the installation process.

3. Select the installation directory. The default installation directory is / Appl i cati ons/ nysql /
ent er pri se/ agent . Select the installation directory, or type the new directory location.

You also need to select the method that the agent will use to communicate with the MySQL server. You
can choose either to use a TCP/IP (network) connection, or a Socket (local) connection. Choose the
connection method, and click Next.

Note

The monitor agent always associates “localhost” with the TCP/IP address
127.0.0.1, not the MySQL socket. This is in contrast to the MySQL Command
Line Tool, which connects using the MySQL socket by default on Unix, if the
hostname “localhost” is specified.

If the MySQL server you wish to monitor has been started with the - - ski p-
net wor ki ng command option then you will not be able to connect to it using
TCP/IP, as the server will not listen for TCP/IP connections. In this case

the monitor agent will need to be configured to use the MySQL socket. This
can be done during installation by selecting “socket” rather than “TCP/IP”
and then specifying the MySQL socket nhame. This can also be configured
after installation by editing the agent - i nst ance. i ni configuration file, for
further information on this refer to Section 2.3.6.2, “MySQL Server (agent -

i nstance. i ni ) Configuration”.

If the MySQL server to be monitored has been started using the command
option - - bi nd- addr ess then the server will only listen for connections on
the IP address specified, that is, the IP address of the MySQL server. If the
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monitor agent has been started using TCP/IP networking and the default
address of 127.0.0.1 it will not be able to connect to the server to be monitored.
Also, if “localhost” is specified as the host name during agent configuration, a
connection will not be established, as the server will be listening for connections
on the address specified with the - - bi nd- addr ess option, not 127.0.0.1.

Figure 2.18 MySQL Enterprise Monitor: Installing Agent on Mac OS X: Installation Directory

. S, 0N Setup

Installation directory m \ @Sun
My |

Please specify the directory where My5QL Enterprise Monitor Agent will be
installed

Installation directory _[f'AppIicatiﬂnsf mysqgl/enterprise/age nt ']

How will the agent connect to the database it is monitoring?

@) TCP/IP

() Socket

r Cancel \I If < Back ail'f Next

4. You need to specify the information about the MySQL server that you want to monitor. The
configuration information you enter will depend on the connection method selected in the previous
screen.

« If you chose TCP/IP as the connection method, you must enter the IP address or host name of the
host you want to monitor, and the port, user name and password that you will use to connect to
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the MySQL server. If you want to confirm that the MySQL server is currently reachable using the
information, ensure that the Validate MySQL host name or IP address check box is selected.

Figure 2.19 MySQL Enterprise Monitor: Installing Agent on Mac OS X: Monitored Database
Information

r 1

L

Monitored Database Information m %‘SHH
Ml__| SGIL

IMPORTANT: The agent user account specified below requires special
MySQL privileges.
Click here for more information.

MySQL hostname or IP address 127.0.0.1

Validate MySQL hostname or IP address E

MySQL Port 3306

MySQL Username

MySQL Password

Re-enter

[ Cancel :] [ < Back :][ HE)E’E} :]

« If you chose Socket as the connection method, you must enter the full path name to the Unix socket
created by your MySQL server, and the user name and password that will be used to authenticate
with the server. Typical values include / t np/ nysql . sock and / var/ nysql / nysql . sock.
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Figure 2.20 MySQL Enterprise Monitor: Installing Agent on Mac OS X: Monitored Database
Information

8.0 Setu

Monitored Database Information m %31!?
Mysol ]

IMPORTANT: The agent user account specified below requires special
MySQL privileges.
Click here for more information.

MySQOL Socket

MySQL Username

MySQL Password

Re-enter

I':: Cancel :"I I':: < Back :‘II':: Next =

Click Next to continue the installation.

If you want to use Query Analyzer, then you need to enable the MySQL Enterprise Monitor Agent
Proxy. The Proxy is enabled by default. If you disable the Proxy during installation, you will need to
enable it later before you are able to use Query Analyzer. For more information on Query Analyzer, see
Chapter 8, The Query Analyzer Page.

When Proxy is enabled, MySQL Enterprise Monitor Agent listens on a network port for client
applications, and forwards the connections to the backend MySQL server. You can change the port
number that MySQL Enterprise Monitor Agent listens for connections The default port is 4040.

43



Installing the Agent on Mac OS X

Figure 2.21 MySQL Enterprise Monitor: Installing Agent on Mac OS X: Query Analyzer
Configuration

< NeNe Setup

N\ (@Sun

=

Query Analyzer Configuration
y Y g My ,.'

MySQL Proxy enables Query Analyzer by listening on the port specified
below for client connections that are then passed through to a backend
MySQOL database server. It is not needed for basic monitoring functionality,
but is required for Query Analyzer.

Click here for more information.

W Enable Proxy (recommended)

Proxy Port ko40
Backend Host: 127.0.0.1 (cannot be changed)

Backend Port: 3306 (cannot be changed)

f'f Cancel W‘ ff < Back q‘”f Next > q“

6. The MySQL Enterprise Service Manager that you want to use must be configured during installation.
The host name, port and agent authentication information must be entered. If you have already
installed MySQL Enterprise Service Manager then you can locate the information in the installation
report file created during installation. Enter the required information and then click Next to continue.
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Figure 2.22 MySQL Enterprise Monitor: Installing Agent on Mac OS X: MySQL Enterprise Service
Manager Options

W\ \ @Sun

MySQL Enterprise Monitor Opti
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Port 18080

Agent Username agent

Agent Password

Re-enter

[ Cancel j] [ < Back ] [ Next >

7. You will be provided with a Configuration Report containing the information that you have entered
during the installation. Check the information provided in the report. If you see a problem, use Back to
go back to the configuration screen and change the information. If the information is correct, click Next
to continue.

8. You are given a final opportunity to change the installation parameters. Click Next to start the
installation process.

9. Once the agent has been installed, you will get a confirmation message. Click Next to finalize the
installation.
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10. You can start the MySQL Enterprise Monitor Agent automatically now the installation has been
completed. To allow the agent to be started, leave the check box selected. To start the agent
separately, uncheck the check box. Click Finish to exit the installation.

Once the Monitor Agent is installed, it needs to be started. For information on how to start and stop the
Agent, see Section 2.3.5.2, “Starting/Stopping the Agent on Mac OS X".

2.3.4 Installing the Monitor Agent on Unix

As a prerequisite for installing the MySQL Enterprise Monitor Agent on Linux systems you must have the
Linux Standards Base (LSB) initialization functions installed.

Note
You can check the existence of the LSB components by looking for an LSB

package within your Linux package management environment. For example, on
Red Hat and other RPM-based distributions:

shell> rpm-qga | grep -i Isb
redhat -1 sh-3. 1-19. f c8. x86_64

Under Debian/Ubuntu:

shel | > dpkg -1 |grep -i Isb

ii |sb-base 3. 2- 20ubunt u4
Li nux Standard Base 3.2 init script function

ii |sb-rel ease 3. 2- 20ubunt u4

Li nux Standard Base version reporting utilit

Alternatively, you can use the | sb_r el ease command. Existence of this command
normally indicates that the current distribution is LSB compliant.

To install the agent navigate to the directory that contains the file, nysql noni t or agent - ver si on-

i nstall er. bin (wherever si on indicates the three-part version number, the OS, and the architecture).
Ensure that this file is executable by typing:

shel | > chnod +x nysql noni t oragent -versi on-installer.bin

To install to the default directory (/ opt / nysql / ent er pri se/ agent ) you need to be logged in as

r oot . Installing as an unprivileged user installs to the / hone/ user _nane/ nysql / ent er pri se/ agent
directory.

Note

If you install the agent as an unprivileged user, it will not automatically start up on
rebooting.

What follows describes installation from the command line. You may install the Monitor Agent graphically
by running the installer from within a windows manager. In both cases the steps are identical. You may
also install the Monitor Agent in unat t ended mode. This is especially useful if you are doing multiple
installations. For more information on this topic see Section 2.4, “Unattended Installation”.

Begin installation from the command line by typing:

shel | > ./ nmysql noni t oragent -version-installer.bin --npde text
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The various options are shown in what follows. Default values are indicated by square brackets; to select
them press Enter. Otherwise enter a value of your choosing.

1. First, you must select the Language you want to use during the installation process:
Language Sel ection
Pl ease sel ect the installation | anguage
[1] English

[2] Japanese
Pl ease choose an option [1]

2. Next, specify the directory where you want the agent installed:

Pl ease specify the directory where MySQL Enterprise Mnitor Agent will be installed

Installation directory [/opt/ nmysql/enterprise/agent]:

3. Specify the MySQL server that you want to monitor. First, you must specify whether you want to use a
TCP/IP or socket-based connection to communicate with the MySQL Server:

How wi | | the agent connect to the database it is nonitoring?
[1] TCP/IP

[2] Socket
Pl ease choose an option [1]

If you select TCP/IP, then you will be asked to enter the TCP/IP address and port number:

Moni t ored Dat abase | nformation
| MPORTANT: The agent user account specified bel ow requires special MySQ privil eges.

Visit the following URL for nore information:
https://enterprise.nysql.con docs/ monitor/2.0/en/meminstall.htm #mem agent-rights

MySQL hostnane or |P address [127.0.0.1]:

Val i date MySQL hostnane or |P address [Y/n]:
M/SQL Port [3306]:

If you select Socket, then you will be asked to provide the path name to the MySQL socket. Typical
values are / t np/ nysql . sock, /var/lib/ nysql.sock,or/var/run/nysql . sock.

Moni t ored Dat abase | nformation
| MPORTANT: The agent user account specified bel ow requires special M/SQL privil eges.

Visit the following URL for nore infornation:
https://enterprise.nysql.con docs/ nonitor/2.0/en/meminstall.htm #mem agent-ri ghts

MySQL Socket []:
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Note

The monitor agent always associates “localhost” with the TCP/IP address
127.0.0.1, not the MySQL socket. This is in contrast to the MySQL Command
Line Tool, which connects using the MySQL socket by default on Unix, if the
hostname “localhost” is specified.

If the MySQL server you wish to monitor has been started with the - - ski p-
net wor ki ng command option then you will not be able to connect to it using
TCP/IP, as the server will not listen for TCP/IP connections. In this case

the monitor agent will need to be configured to use the MySQL socket. This
can be done during installation by selecting “socket” rather than “TCP/IP”
and then specifying the MySQL socket name. This can also be configured
after installation by editing the agent - i nst ance. i ni configuration file, for
further information on this refer to Section 2.3.6.2, “MySQL Server (agent -

i nst ance. i ni ) Configuration”.

If the MySQL server to be monitored has been started using the command
option - - bi nd- addr ess then the server will only listen for connections on

the IP address specified, that is, the IP address of the MySQL server. If the
monitor agent has been started using TCP/IP networking and the default
address of 127.0.0.1 it will not be able to connect to the server to be monitored.
Also, if “localhost” is specified as the host name during agent configuration, a
connection will not be established, as the server will be listening for connections
on the address specified with the - - bi nd- addr ess option, not 127.0.0.1.

4. Specify the user credentials for the MySQL server that you want to monitor:

MySQ. Usernane []: service_agent
MySQ. Password :

Re-enter :

5. Select whether you want to enable Query Analyzer. If you disable the Query Analyzer during
installation, you will need to manually edit the configuration file to re-enable the Query Analyzer
functionality. If you enable Query Analyzer (Proxy), you must specify the port on which the agent will
listen for queries.

Query Anal yzer Configuration
MySQL Proxy enabl es query nonitoring and analysis by |istening on a specified port for client connections t

Cick here for nore information.
[Y/n]:

Enabl e Proxy (recommended) [Y/n]:

Proxy Port [4040]:
Backend Host: 127.0.0.1 (cannot be changed)

Backend Port: 3306 (cannot be changed)
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For more information on enabling Query Analyzer if you disabled it during installation, see Chapter 8,
The Query Analyzer Page.

Enter the details of the MySQL Enterprise Service Manager that you want to use with this agent. The
configuration information required is available within the installation report generated when you installed
MySQL Enterprise Service Manager

MySQ. Enterprise Mnitor Options

Host nane or | P address []: 192.168.0. 197
Tontat Server Port [18080]:

Tontat SSL Port [18443]:

The agent and MySQL Enterprise Service Manager support using SSL for communication. If you want
to enable SSL communication between the agent and the MySQL Enterprise Service Manager, you
must reply Y to the following question.

Use SSL? [y/N]:
Agent Username [agent]:
Agent Password :

Re- ent er

Before installation starts, you will be provided with a summary of the installation settings that you have
specified:

Here are the settings you specified:
Installation directory: /opt/mysql/enterprisel/agent

Moni t ored MySQ. Dat abase:

Host nane or | P address: 127.0.0.1
Port: 3306

MySQL usernane: mysql user

MySQL password: password

Query Anal yzer Configuration

Proxy Enabl ed: yes
Proxy Port: 4040

MySQL Ent erprise Manager:

Host nane or | P address: 192.168.0.197

Tonctat Server Port: 18080
Tonctat SSL Port: 18443
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Use SSL: O
Agent usernanme: agent

Press [Enter] to continue :

Setup is now ready to begin installing M/SQL Enterprise Mnitor Agent on your conputer.

Do you want to continue? [Y/n]: y

8. The installer will copy the necessary files and create the configuration file required to run the agent:

Pl ease wait while Setup installs MySQL Enterprise Mnitor Agent on your computer.

Installing
0% 50% 100%
HHHHHHBHBHBHBHBHBHBH B HBH BB B B R

Info to start MySQL Agent

The MySQL agent was successfully installed. To start the MySQ. Agent pl ease
i nvoke:

/opt/ mysql / enterprisel/agent/etc/init.d/ nysql-nonitor-agent start

Press [Enter] to continue :

Setup has finished installing My\SQL Enterprise Mnitor Agent on your conputer.

9. Finally, you can read the supplied READVE file when prompted. The file is provided within the shar e/
doc/ READVE en. t xt file within the agent installation directory if you would like to read this file
separately.

For information on starting the agent, see Section 2.3.5.3, “Starting/Stopping the Agent on Unix”".

2.3.5 Starting/Stopping the MySQL Enterprise Monitor Agent

The MySQL Enterprise Monitor Agent can be started and stopped at any time. When not running,
information about the current status of your server will not be available, and MySQL Enterprise Service
Manager will provide a warning if an agent and the MySQL server that it monitors is unavailable.

Warning

If you are using Query Analyzer, then turning off the agent will prevent your
applications from communicating with the MySQL server. See Chapter 8, The
Query Analyzer Page.

2.3.5.1 Starting/Stopping the Agent on Windows

You have the option of starting the Monitor Agent from the final installation screen. Otherwise you can do
this by going to the St art Menu and under Pr ogr ans find MySQL and then the MySQL Ent er pri se
Moni t or Agent entry. Simply selectthe Start MySQL Enterprise Monitor Agent option.

Note

On Windows Vista or later, starting the agent requires administrative privileges—
you must be logged in as an administrator. To start or stop the agent right-click the
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menu item and choose the Run as Administrator menu option. The same restriction
applies to starting the agent from the command line. To open an administrator cnd
window right-click the cnd icon and choose the Run as Administrator menu option.

Warning

To report its findings, the agent needs to be able to connect to the dashboard
through the port specified during installation. The default value for this port is
18080; ensure that this port is not blocked. If you need help troubleshooting the
agent installation see, Section 2.3.7, “Troubleshooting the Agent”.

Alternately, you can start the agent from the command line by entering:

shel | > sc start MySQLEnt er pri seMoni t or Agent

or:

shel | > net start MySQLEnterpri sehMbnitor Agent

You can also start the agent by issuing the command, agent ct | . bat st art. Stop the agent by passing
the argument, st op. This batch file is found in the Agent directory.

For confirmation that the service is running you can open the Microsoft Management Console Services
window. To do this go to the Control Panel, find Admi ni strative Tool s and click the link to Ser vi ces.
Locate the service named MySQL Ent erpri se Monitor Agent and look under the Status column.

You may also start the agent from this window rather than from the St art menu or the command line.
Simply right-click MySQL Ent er pri se Monitor Agent and choose St art from the pop-up menu.
Starting the agent from this window opens an error dialog box if the agent cannot connect to the MySQL
server it is monitoring. No error is displayed if the agent is unable to connect to the MySQL Enterprise
Service Manager.

The pop-up menu for starting the agent also offers the option of stopping the agent. To stop the agent from
the command line you only need type:

shel | > sc stop MySQLEnt er pri seMoni t or Agent

or:

shel | > net stop MySQLEnt er pri seMoni t or Agent
Note

MySQLENnt er pri seMoni t or Agent is the default name of the Monitor

Agent service. If you have added an additional agent as described in

Section 2.3.6.2, “MySQL Server (agent - i nst ance. i ni ) Configuration”, replace
MySQLENnt er pri seMoni t or Agent with the appropriate agent name.

2.3.5.2 Starting/Stopping the Agent on Mac OS X

The script to start the agent on Mac OS X is located in the / Appl i cati ons/ nysql / enterprise/
agent/etc/init.ddirectory. To start the agent navigate to this directory and at the command line type:

shel | > ./ nysql -noni tor-agent start
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To stop the agent, use the st op command:

shel | > ./ nysql - noni t or - agent st op

If the agent cannot be stopped because the pi d file that contains the agent's process ID cannot be found,
you can use ki | | to send a TERMsignal to the running process:

shell > kill -TERM PI D

If you are running more than one agent on a specific machine, you must also specify the path to the i ni
file when you are stopping the agent. Executing nysqgl - noni t or - agent st op without ani ni file will
only stop the agent associated with the default i ni file.

To verify that the agent is running use the following command:

shel | > ./ nysql - noni t or - agent st at us

The resulting message indicates whether the agent is running or not. If the agent is not running, use the
following command to view the last ten entries in the agent log file:

shel | > tail /Applications/nysqgl/enterprise/agent/|og/ nysql-nonitor-agent.|og
For further information on troubleshooting the agent see Section 2.3.7, “Troubleshooting the Agent”.

Installation creates the directory / Appl i cat i ons/ mysql / ent er pri se/ agent with the settings stored
in the nysql - noni t or - agent . i ni file located directly below this directory in the et c directory. The | og
directory is also located immediately below the agent directory.

To see all the command-line options available when running the monitor agent, navigate to the /
Appl i cations/nysql/enterprise/agent/etc/init.d directory and execute mysql - noni t or -
agent hel p. You should see the message:

Usage: ./nysql-nonitor-agent {start|stop|restart|status} [ini-file-name]

The i ni -fil e-nane option only needs to be used if the i ni file is not installed to the default location or
you have changed the name of the i ni file. You will need to use this option if you are installing more than
one agent on the same machine. Pass the full path to the i ni file. For example, after navigating to the /
Appl i cations/ nmysql/enterprisel/agent/etc/init.d directory, issue the command:

shel | > ./ nysql -noni tor-agent start /Applications/ mysqgl/enterprise/agent/etc/new nmysql-nonitor-agent.ini

If you installed the agent as r oot , on reboot the mysql - moni t or - agent daemon will start up
automatically. If you installed the agent as an unprivileged user, you must manually start the agent on
reboot or write a script to perform this task. Likewise, if you have added an additional agent as described in
Section 2.3.6.2, “MySQL Server (agent - i nst ance. i ni ) Configuration”, and you wish to start this agent
on reboot, create a system initialization script appropriate to your operating system. To determine whether
the agent is running or not navigate to the i ni t . d directory and issue the command . / nysql - noni t or -
agent status.

Warning

To report its findings, the agent needs to be able to connect to the dashboard
through the port specified during installation. The default value for this port is
18080; ensure that this port is not blocked. If you need help troubleshooting the
agent installation see, Section 2.3.7, “Troubleshooting the Agent”.
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2.3.5.3 Starting/Stopping the Agent on Unix

When installation is finished, you can start the monitor agent from the command line by typing:

shel | > /opt/ nmysql /enterprisel/agent/etc/init.d/ mysql-nonitor-agent start
For a non-r oot installation the command would be:

shel | > / home/ <user nane>/nysql/enterprise/agent/etc/init.d/ mysqgl-nonitor-agent start

To stop the agent, use the st op command:

shel | > ./ nysql - noni t or - agent stop
If the agent cannot be stopped because the pi d file that contains the agent's process ID cannot be found,
you can use ki | | to send a TERMsignal to the running process:

shell > kill -TERM PI D

If you are running more than one agent on a specific machine, you must also specify the path to the i ni
file when you are stopping the agent. Executing mysql - noni t or - agent st op withoutani ni file will
only stop the agent associated with the default i ni file. Likewise, when checking the status of an agent
specify its i ni file.

To verify that the agent is running use the following command:

shel | > ./ nysql - noni t or - agent st at us

The resulting message indicates whether the agent is running or not. If the agent is not running, use the
following command to view the last ten entries in the agent log file:

shel |l > tail /opt/nysql/enterprise/agent/|og/ mysql-nonitor-agent.|og
For further information on troubleshooting the agent see Section 2.3.7, “Troubleshooting the Agent”.

Installation creates the directory / opt / nysql / ent er pri se/ agent with the settings stored in the
nysgl - noni t or - agent . i ni file located directly below this directory in the et ¢ directory. The | og
directory is also located immediately below the agent directory.

To see all the command-line options available when running the monitor agent, navigate to the / opt /
nysql /enterprise/agent/etc/init.ddirectory and execute mysql - noni t or - agent hel p. You
should see the message:

Usage: ./nysqgl-nonitor-agent {start|stop|restart|status} [ini-file-nane]

The i ni -fil e-nane option only needs to be used if the i ni file is not installed to the default location or
you have changed the name of the i ni file. You will need to use this option if you are installing more than
one agent on the same machine. Pass the full path to the i ni file. For example, after navigating to the /
opt/ nysql /enterprisel/agent/etc/init.d directory, issue the command:

shel | > ./ nysql -noni tor-agent start /opt/nmysqgl/enterprise/agent/etc/new nmysql-nonitor-agent.in

If you installed the agent as r oot , on reboot the nmysql - noni t or - agent daemon will start up
automatically. If you installed the agent as an unprivileged user, you must manually start the agent on
reboot or write a script to perform this task. Likewise, if you have added an additional agent as described in
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Section 2.3.6.2, “MySQL Server (agent - i nst ance. i ni ) Configuration”, and you wish to start this agent
on reboot, create a system initialization script appropriate to your operating system. To determine whether
the agent is running or not navigate to the i ni t . d directory and issue the command . / nysql - noni t or -
agent status.

Warning

To report its findings, the agent needs to be able to connect to the dashboard
through the port specified during installation. The default value for this port is
18080; ensure that this port is not blocked. If you need help troubleshooting the
agent installation see, Section 2.3.7, “Troubleshooting the Agent”.

2.3.6 Advanced Agent Configuration

The MySQL Enterprise Monitor Agent is configured through files located within the et ¢ directory within the
directory where you installed the agent.

Configuration is stored in multiple files, according to a predetermined file and directory layout. The primary
configuration file contains specific information about the agent and how the agent communicates with
MySQL Enterprise Service Manager. The main configuration is located within the mysql - noni t or -
agent . ini file.

Additional configuration files contain information about the MySQL server that is being monitored. You
can configure which directory is used for storing this information within the mysql - noni t or - agent . i ni
file. The default location is the et c/ i nst ances directory within the MySQL Enterprise Monitor Agent
directory.

The server you want to monitor should have a directory within the specified location, optionally using the
name of the server you are monitoring, and within that directory, an agent - i nst ance. i ni file. This file
contains the configuration information for connecting to the MySQL server, including the host name, port,
user credentials and display nhame.

You can see an example of the file layout of the et ¢ directory:

.init.d

./init.d/ nmysql -nonitor-agent
.linstances

. /i nstances/ agent
./instances/agent/agent-i nstance.ini
./ nysql - noni tor - agent . i ni

For more information on the configuration of the nysql - noni t or - agent . i ni file, see Section 2.3.6.1,
“MySQL Enterprise Monitor Agent (nysql - noni t or - agent . i ni ) Configuration”. For details on the
content of the individual MySQL instance configuration files, see Section 2.3.6.2, “"MySQL Server (agent -
i nstance. i ni ) Configuration”.

2.3.6.1 MySQL Enterprise Monitor Agent (nysql - noni t or - agent . i ni ) Configuration

The nysql - noni t or - agent . i ni files contains the base configuration information for the MySQL
Enterprise Monitor Agent. The file sets the core information about the supported functionality for the entire
agent.

You can see a sample of the configuration file below:

# WARNI NG - the UUI D defined bel ow nmust be uni que for each agent.
#

# To use this .ini file as a tenplate for configuring additional
# agents, do not sinply copy and start a new agent without first
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nmodi fyi ng the UUI D

#
#
# Refer to the docunentation for nore detailed information and
# instructions

#

# Version: 20080718_230416_r 7011

[ nysql - proxy]

pl ugi ns=pr oxy, agent
agent - mgnt - host name = http://agent: passwor d@roni t or - ser ver: 18080/ hear t beat

nmysql d-i nstance-dir= etc/instances

agent-itemfiles = share/ nysql - proxy/itenms/quan. | ua, share/ nysql - proxy/itens/items-nysql-nonitor.xm
pr oxy- addr ess=: 4040

pr oxy- backend- addr esses
proxy-| ua-script

127.0.0. 1: 3306
shar e/ mysql - pr oxy/ quan. | ua

agent -uui d = 8770ead5- 3632- 4b29- a413-4a7c92437e26

log-file = nysql -nonitor-agent.| og

pid-fil e=/Applications/nysqgl/enterprisel/agent/ mysql -nonitor-agent.pid
Note

Do not copy the agent configuration information from one machine to another
without changing the agent - uui d. Each agent instance must have a unique agent
id.

The main configuration information must be located within the [ nysql - pr oxy] section of the
configuration file. The main configurable parameters within this file are:

» pl ugi ns: Configures the plugins to be used by the agent. When monitoring servers you must have the
agent plugin configured. If you want to support Query Analyzer then you must also have the pr oxy
module enabled. Plugins should be specified as a comma separated list of plugin names.

If you selected to support Query Analyzer during installation of the agent, the default value will be
proxy, agent . If you disabled Query Analysis during installation, the default value will be agent .

* | 0g- | evel : Sets the logging level of the agent. The default leveliscriti cal .
Valid values for | og- | evel are as follows:

« debug: Provides detailed information about what the agent is doing and the information being
provided by the agent to the MySQL Enterprise Service Manager.

e critical: Lists critical messages highlighting problems with the agent.
« error: Lists error messages.
< war ni ng: Provides only warning messages generated by the agent.
* nessage: Provides information about the agent and basic processing information.
¢ i nf o: Provides messages used for informational purposes.
Warning

Be careful when setting the | og- | evel to debug. Doing this will rapidly
increase the size of your nmysql - noni t or - agent . | og file. To avoid disk space
problems, put the log files on a different drive from your MySQL server and the
MySQL Enterprise Monitor User Interface.
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It is strongly recommended that you use a | og- | evel ofcritical orerror
in a production server. Use the higher-levels to provide more detailed information
only for debugging problems with your agent.

Under Windows, if you restart the agent from the command line after setting the
| og- | evel todebug, extensive debug information is displayed to the console
as well as to the log file.

e agent - ngnt - host nane: Sets the URL to use when reporting information. This value will be
automatically set to your MySQL Enterprise Service Manager during installation.

* nysql d-i nstance- di r: Sets the directory where the configuration files that specify the MySQL
servers to be monitored can be located.

» agent-itemfil es: Sets the information that is provided up to the MySQL Enterprise Service
Manager when the agent is reporting status information. You should leave this item with the default
setting of the shar e/ nysql - proxy/ it ens/ quan. | ua (which provides Query Analyzer data)
and shar e/ nysql - proxy/itens/itens-nysql -nonitor.xm (which provides the core agent
monitoring data).

» proxy-address: Sets the address, port number, or both for the proxy to listen to for connections.
The setting is used when employing Query Analysis as the address/port that you must configure your
application to use in place of your normal MySQL server. By default this item is set during installation.

The default value is 4040. If you want to support a different local host name/IP address and port, specify
the host name and the port number, separated by a colon.

* proxy-backend- addr esses: Sets the host name and port number to be used when communicating
the backend MySQL server when employing query analyzer. This is the MySQL server where packets
from the client are sent when communicating with the proxy on the host name/port set by the pr oxy-
addr ess.

* proxy-lua-script: Sets the Lua script to be used by the proxy when forwarding queries. To use
Query Analyzer, this parameter should be set to shar e/ nysql - pr oxy/ quan. | ua. This is the default
value.

* agent - uui d: Sets the UUID (Universally Unique ID) of the agent. This value should be unique for all
agents communicating with the same server, as the UUID is used to uniquely ID the agent within MySQL
Enterprise Service Manager

If you are setting up multiple hosts and copying the configuration between hosts, make sure that the
agent - uui d is unique. You can have the agent create a new UUID by leavig this configuration property
blank.

* |l og-fil e: Sets the location of the log file used to record information about the agent when it is running.
If you do not specify a full path name, then the log file location is considered to be relative to the
installation directory of the agent.

» pid-fil e: Sets the location of the file used to record the Process ID of the agent. This is used by the
script that shuts down the agent to identify the process to be shutdown. The default value is the nysql -
noni t or - agent . pi d file within the base installation directory as created by the agent installer.

2.3.6.2 MySQL Server (agent -i nst ance. i ni ) Configuration

For the MySQL server that you want to monitor, you must create an agent - i nst ance. i ni within the
directory specified by the nysql d-i nst ance- di r configuration parameter within the main nmysql -
nmoni t or - agent . ini file.
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The agent -i nst ance. i ni file contains the host name and user credentials for connecting to the MySQL
server that you want the agent to monitor. The format of the file is as follows:

# To use this .ini file as a tenplate for configuring additional
# instances to nonitor, do not sinply copy and start a new agent
# without first nodifying the displaynane.

#

# Refer to the docunentation for nore detailed informati on and
# instructions

#

# Version: 20080718 230416 r 7011

[mysql d]

host name = 127.0.0.1

port = 3306

user = root

password =

The individual configuration parameters can be defined as follows:

» host name: The host name of the MySQL server that you want to monitor.

* port: The TCP/IP port of the MySQL server that you want to monitor.

» user: The user to use when connecting to the MySQL server that you want to monitor.

e passwor d: The corresponding password to use when connecting to the MySQL server that you want to
monitor.

It is also possible to configure the agent to use sockets. This can be done during installation by selecting
“socket” rather than “TCP/IP” from the menu and then specifying the socket name. This can also be
configured after installation by editing the agent - i nst ance. i ni configuration file, and adding the line:

socket = /full/path/to/ mysql.sock

2.3.6.3 Monitoring Multiple MySQL Servers

You can monitor multiple MySQL servers (either on the same machine, or across different machines) using
two different methods:

» By using a single agent instance to monitor multiple MySQL servers. You can use this method if you
want to monitor multiple servers, but do not want or need to support Query Analysis on the additional
servers.

» By using multiple copies of the MySQL Enterprise Monitor Agent to monitor each server individually.
Using this method requires additional overhead to monitor each server, while also allowing you to supply
Query Analyzer data.

Using a Single Agent Instance
Warning

Do not use the single agent instance method if you want to use Query Analyzer. If
you set your application to use the proxy port provided by the single instance then
the queries may not be directed to the correct server. Using Query Analyzer, the
proxy, and the single agent instance method is not supported.

Warning

When using the single agent instance method, the agent will attempt to determine
the right information about the backend server that it is monitoring to use the
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information when applying rule and advisor information. Currently, this operation is
performed for only one of the servers in the list of configured servers. If the servers
being monitoring are using different MySQL versions then the rules applied to the
servers may be incorrect, and you could get wrong or misleading advice about
issues or problems on a given server.

To use a single agent to monitor multiple instances, you can create additional directories and configuration
files within the i nst ances directory for the agent. For example, you can see the default structure of the
agent configuration directory:

init.d
./init.d/ mysql -nonitor-agent
.linstances

. /i nstances/ agent
./instances/agent/agent-instance.in
./ mysql - noni tor-agent.in

Within the i nst ances directory, you can add further directories, one for each monitored server. Each
additional directory must have a suitable agent - i nst ance. i ni file containing the connection information
for the new MySQL server instance. For example, the following structure demonstrates an agent
monitoring four MySQL servers:

init.d

./init.d/ mysql -nonitor-agent
.linstances

. /i nstances/ agent
./instances/agent/agent-instance.in

. /i nstances/ nysql 2
./instances/ nysql 2/ agent -i nstance. i n
./instances/ nysql -rep
./instances/ nysql -rep/ agent -i nstance.in
. /i nstances/ nysql - backup

. /i nstances/ nysql - backup/ agent -i nstance. in
./ nmysql - noni tor-agent.in

To add another MySQL monitored server, follow these steps:

1. Make sure that the MySQL instance that you want to monitor has a suitable user to use for connecting
to the server. For more information, see Section 2.3.1, “Creating a MySQL User Account for the Monitor
Agent”.

2. Copy an existing configuration directory and configuration files to the new directory:

shell > cp -R etc/instances/agent etc/instances/ nmysql 2

3. Edit the configuration file within the new directory, for example nysql 2/ agent - i nst ance. i ni , and
set the user, passwor d and either the host nane and port, or socket parameters.

4. Restart the agent:

shel | > nmysql - noni t or - agent restart
Using Multiple Agent Instances

To use multiple agents to monitor multiple MySQL servers you need to create a new configuration structure
for both the agent and the MySQL server instances you need to monitor, including the binaries and
configuration files, and then update the configuration to set the corresponding parameters to monitor the
new server. Using this method allows you to enable query analyis by redirecting requests to the target
server using the built-in proxy service within the agent.

For example, the directory structure below shows the configuration directory for two agents monitoring a
single MySQL server each:
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.linit.d

./init.d/ nysql-nonitor-agent

.linstances

. /i nstances/ agent

.linstances/ agent/agent -i nstance.in

. /i nstances-second/ agent

. /i nst ances-second/ agent / agent - i nst ance. i n
./ mysql -noni tor-agent.in

. I nysql - second-agent . i n

The nysql - noni t or - agent . i ni file contains the configuration for the first agent, with the MySQL
servers monitored defined within the i nst ances directory. The nmysql - second- agent . i ni file contains
the configuration information for the second agent, with the MySQL servers monitor defined within the

i nst ances- second directory.

To set up multiple agents:

1.

Make sure that the MySQL instance that you want to monitor has a suitable user to use for connecting
to the server. For more information, see Section 2.3.1, “Creating a MySQL User Account for the Monitor
Agent”.

You need to generate a new UUID for the new agent:

shel | > /opt/ mysql / ent erprisel/ agent/ bi n/ mysql - noni t or - agent --agent - gener at e-uui d
€e9296d7-f 7cd- 4f ee- 8b26- ead884ebf 398
2009-03-05 11:49:37: (critical) shutting down nornmally

Keep a record of the UUID to update the configuration file.
Note, the agent should not be running when the UUID is generated.

Copy the main agent configuration file, which is by default in / opt / nysql / ent er pri se/ agent/
etc/ nysql -noni tor-agent.ini:

shel |l > cp nysql -nonitor-agent.ini nysql-second-agent.in
Edit the new configuration file, changing the following settings:

¢ Change the nysqgl d-i nst ance- di r to the new directory that will contain the individual MySQL
server configuration files.

< Change the pr oxy- addr ess to a different value than the first agent configuration.

¢ Change the pr oxy- backend- addr esses to specify the IP address and MySQL port number for
the MySQL server.

¢ Change the agent - uui d to the new value obtained in an earlier step.

* Change the | og-fi | e parameter to specify a different file to use when logging errors and problems.
You cannot log to the same file from two different agents.

* Change the pi d- f i | e parameter to specify the file that will be used to store the process ID of the
agent.

Copy an existing configuration directory and configuration files to the new directory:

shell > cp -R etc/instances etc/instances-second

Edit the configuration file, i nst ances/ second/ agent / agent -i nst ance. i ni within the new
directory, and set the user, passwor d and either the host nane and port, or socket parameters.
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7. With multiple instances, you must start each agent individually, specifying the location of the main
configuration file. For example, to start the original (default) service:

shel | > /opt/ nmysql /enterprise/agent/etc/init.d/ mysql-nonitor-agent start /opt/mysql/nonitor/agent/etc/nysql-

To start the second instance:

shel | > /opt/ nysql/enterprisel/agent/etc/init.d/ nysql-nonitor-agent start /opt/nysql/nonitor/agent/etc/ nysql-
2.3.6.4 Configuring an Agent to Monitor a Remote MySQL Server

Typically, the agent runs on the same machine as the MySQL server it is monitoring. Fortunately, this is
not a requirement. If you want to monitor a MySQL server running on an operating system for which there
is no agent available, you can install the agent on a machine other than the one hosting the MySQL server.

The process for installing an agent to monitor a MySQL server on a remote machine is identical to the
process described in Section 2.3, “Monitor Agent Installation”. Follow the directions given there, being
careful to specify the correct IP address or host name for the MySQL Enterprise Service Manager and
likewise for the MySQL server—since the agent is not running on the same machine as the MySQL server,
it cannot be the default, | ocal host .

Don't forget that the agent must be given rights to log in to the MySQL server from a host other than

| ocal host and that the port used by the MySQL server, typically 3306 must be open for remote access.
For more information about the database credentials required by agents see, Section 2.3.1, “Creating a
MySQL User Account for the Monitor Agent”.

The agent also needs to be able to log in to the MySQL Enterprise Service Manager, typically using port
18080, so ensure that the appropriate port is open.

Note
Remote agents do not report the OS information for either the host or the agent.

If your subscription level entitles you to replication autodiscovery, do not use
remote monitoring with replication slaves or masters. The agent must be installed
on the same machine as the server you are monitoring for discovery to work
properly. For more information, see Chapter 9, The Replication Page.

2.3.6.5 Monitoring Outside the Firewall with an SSH Tunnel

If you run an SSH server on the machine that hosts the MySQL Enterprise Service Manager and an SSH
client on the machine that hosts the agent, you can create an SSH tunnel so that the agent can bypass
your firewall. First, you need to make an adjustment to the host nane value specified in the [ nysql -
proxy] section of the . i ni file. (For more information about the contents and location of the . i ni file see
Section 2.3.6.1, “MySQL Enterprise Monitor Agent (nmysql - noni t or - agent . i ni ) Configuration”.) Stop
the agent and change the host nane value as shown in the following:

host name = http://agent _nane: passwor d@ ocal host: 18080/ hear t beat

Replace the agent _nane and passwor d with suitable values. Likewise replace port 18080 if you are
not running the dashboard on this port. Use | ocal host for the host name, since the agent is connecting
through an SSH tunnel.

Next, execute the following command on the machine where the agent is running:
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shel | > ssh -L 18080: Dashboard_Host: 18080 -| user_nane -N Dashboard_Host
When prompted, enter the password for user _nane.

If you are not running the MySQL Enterprise Service Manager on port 18080, substitute the appropriate
port number. Likewise, replace Dashboar d_Host with the correct value. user _nane represents a valid
operating system user on the machine that hosts the MySQL Enterprise Service Manager.

Be sure to restart the agent so that the new value for the host nane takes effect. For instructions on
restarting the agent see:

» Under Windows see, Section 2.3.5.1, “Starting/Stopping the Agent on Windows".
» Under Unix see, Section 2.3.5.3, “Starting/Stopping the Agent on Unix”.

» Under Mac OS X see, Section 2.3.5.2, “Starting/Stopping the Agent on Mac OS X”.
2.3.6.6 Generating a new UUID

For MySQL Enterprise Monitor to operate correctly, each agent must have a unique UUID to uniquely
identify the agent with the MySQL Enterprise Service Manager.

Warning

Ensure that you do not reuse or duplicate a UUID. Running two agents with the
same identification number yields unpredictable results

In Unix go to the command line and type:

shel | > /opt/ nmysql / enterpri se/ agent/ bi n/ mysql - moni t or - agent --agent-generat e- uui d

In Mac OS X go to the command line and type:

shel | > / Appl i cations/ nysql/enterprise/agent/bin/nysqgl -nonitor-agent --agent-generate-uuid
This should display a line similar to the following:

€e9296d7- f 7cd- 4f ee- 8b26- ead884ebf 398

Paste this line into the [ nysql - pr oxy] section of the nysql - noni t or - agent . i ni file for the agent -
uui d parameter:

[nysql - proxy]

agent - uui d=ee9296d7- f 7cd- 4f ee- 8b26- ead884ebf 398

In Windows, go to the command line and change to the MySQL Enterprise Monitor Agent installation
directory and update the UUID by executing nysql - noni t or - agent -uf nysql - nonitor-
agent - 3307. i ni . For example:

C\> cd C\Program Fi |l es\ MySQL\ Ent er pri se\ Agent
C.\> nysql -noni tor-agent -uf nysqgl-nmonitor-agent.ini (or your .ini file nane)

This updates the configuration file directly with the new UUID.

2.3.7 Troubleshooting the Agent

The first step in troubleshooting the agent is finding out whether it is running or not. To do this see:

» Windows: Section 2.3.5.1, “Starting/Stopping the Agent on Windows”
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« Unix: Section 2.3.5.3, “Starting/Stopping the Agent on Unix”
* Mac OS X: Section 2.3.5.2, “Starting/Stopping the Agent on Mac OS X"

If incorrect credentials are specified for the agent login to the MySQL server that it is monitoring, then the
agent will not run on start-up. Log in to the monitored MySQL server and check the agent's credentials.
Compare the values of the Host , User , and Passwor d fields in the nysql . user table with the values
shown in the [ nysql d] section of the et ¢/ i nst ances/ nysql / agent -i nst ance. i ni . If incorrect
credentials are specified in the i ni file, simply correct them and restart the agent. Remember, changes to
the i ni file do not take effect until the agent is restarted.

The agent will not start up if incorrect credentials are specified for the service manager login. Using
incorrect credentials for logging in to the service manager creates an entry in the agent log file. For the
location of this log file see Section C.3, “Agent Log and PID Files”.

If the agent starts up but no server appears in the dashboard, check the host nane specified in the

[ mysqgl - proxy] portion of the nysql - noni t or - agent . i ni file. Incorrect credentials, IP address, or
port will all cause the MySQL server to fail to appear in the dashboard. Also, ensure that the port specified
in this file is not blocked on the machine hosting the MySQL Enterprise Service Manager.

An easy way to confirm that the agent can log in to the service manager is to type

htt p:// Dashboard Host: 18080/ heart beat into the address bar of your web browser, substituting
the appropriate host name and port. When the HTTP authentication dialog box opens, enter the agent user
name and password. If you log in successfully, you should see the following message:

<excepti ons>
<error>E1031: Agent payl oad paraneter NULL.</error>
</ excepti ons>

Note

Despite the fact that the preceding listing shows an error, you have logged in
successfully. This error appears because you have logged in but with no “payload”.

If you can log in successfully in the way described above and the agent is running, then there are errors in
the mysql - moni t or - agent . i ni file. Compare the host name, port, agent name, and password found in
the i ni file with the values you entered into the address bar of your web browser.

If HTTP authentication fails then you are using incorrect credentials for the agent. Attempting to log in to
the service manager using incorrect credentials creates an entry in the agent log file. For the location of
this log file see Section C.3, “Agent Log and PID Files”.

If no HTTP authentication dialog box appears, and you are unable to connect at all, then you may have
specified an incorrect host name or port. Confirm the values you entered against those described as

the Appl i cati on hostnanme and port: intheconfiguration_report.txt file. Failure to
connect could also indicate that the port is blocked on the machine hosting the MySQL Enterprise Service
Manager.

To check if a blocked port is the problem, temporarily bring down your firewall. If the agent is then able to
connect, open up the port specified during installation and restart the agent. If necessary you can monitor
outside the firewall using an SSH tunnel. For more information, see Section 2.3.6.5, “Monitoring Outside
the Firewall with an SSH Tunnel”.

You can also check the agent error log file to help determine any problems. An error such as the following
might indicate a blocked port:
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(critical) connection to nmerlin-server
"http://agent:test @72.11. 1. 1: 18080/ heart beat "'
"connect () timed out!" error.

For the location of the agent error log file see, Section C.3, “Agent Log and PID Files”.

failed:

Setting the | 0og- | evel entryinyouri ni file is also a good debugging technique. For more information
on this subject see, Section 2.3.6.1, “MySQL Enterprise Monitor Agent (mysql - noni t or - agent . i ni)

Configuration”.

Running the agent from the command line sometimes displays errors that fail to appear in the log file or on
the screen when the agent is started from a menu option. To start the agent from the command line see
the instructions given at the start of this section.

If you have more than one agent running on the same machine, the UUI D must be unique and the | og-
fileandpid-fil e values mustbe different. For more information, see Section 2.3.6.2, “MySQL Server
(agent -i nstance. i ni ) Configuration”.

If the agent is not running on the same machine that hosts the MySQL server it is monitoring, then you
must ensure that the correct host is specified for the agent account. The correct port, typically 3306,
must also be open for remote login. For more information about remote monitoring see, Section 2.3.6.4,

“Configuring an Agent to Monitor a Remote MySQL Server”.

If the MySQL Enterprise Monitor Agent has been ungracefully terminated and restarted (for example after
being terminated using ki | | ), then you may see a Dupl i cat eAgent Uui dExcept i on error until the
original registration of the previous instance of the agent has expired.

2.4 Unattended Installation

It is possible to install the MySQL Enterprise Monitor without any direct user interaction. This is done by
passing the command-line option - - nbde unat t ended to the installation file.

Using this mode and other command-line parameters means the user will not be prompted for input during
installation. This is especially useful when doing multiple installations of the MySQL Enterprise Monitor.

However, rather than passing numerous parameters from the command line, it is usually more convenient
to save your options in a text file and invoke the installer using the opt i onfi | e option. This is a more
reusable and less error-prone solution.

Before attempting an unattended installation, it is recommended that you install the MySQL Enterprise
Monitor interactively at least once. Failing this, as a minimum, read the regular installation instructions
since some tasks still remain after an unattended installation; you must configure the MySQL Enterprise
settings, import the advisors, and start up all the services/daemons.

2.4.1 Command-Line Options

To view the available options for the monitor installer or for the agent installer, at the command line type
the executable file name along with the - - hel p option.

On each platform, for each installer, the installer supports a number of different installation modes.
Some of these are unique to an individual platform, others are available on all platforms. The table below

summarizes the different options available for each platform.

Platform

Default Mode

W n32

gtk

XWi ndow

0SX

t ext

unat t enc

Windows

W n32

Y

N

N

Y

led
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Platform Default Mode Wi n32 gtk XW ndow|osx t ext unat t ended
Unix gtk N Y Y N Y Y
Linux gtk N Y Y N Y Y
Mac OS X Wi n32 N N N Y Y Y

2.4.1.1 MySQL Enterprise Service Manager Options

The following listing shows the command line options for the MySQL Enterprise Service Manager.

--hel p

--version

--optionfile <optionfile>

--node <node>

--debugtrace <debugtrace>

Di splay the list of valid options

Di spl ay product

Def aul t:

Instal | ati on node
wi n32

Def aul t:

Al |l owed: wi n32 unattended

Def aul t:

Debug fil enane

i nformati on

Installation option file

--installer-1anguage <installer-|anguage> Language sel ecti on

--installdir <installdir>

--tontatport <tonctatport>

Def aul t:
Al | owed:

en

ip

Installation directory

Def aul t: / opt / nysql / ent er pri se/ noni t or/

Def aul t:

Tontat Server Port

18080

- -tontat shut downport <tontat shut downport> Tontat Shutdown Port
18005

Def aul t:

--toncatssl port <tontatssl port>Tontat SSL Port
18443

--usessl <usessl| >

--adni nuser <adm nuser >

--adm npasswor d <adm npasswor d>Passwor d

--dbport <dbport>

The options and their effect on installation are detailed below:

e --help

Def aul t:

Shoul d comuni cati on between the Dashboard »

and Servi ce Manager be encrypted?

Def aul t:

Def aul t:

Def aul t:

Bundl ed MySQL Dat abase Port

Def aul t:

Display the list of valid options.

e --version

0

13306

Reposi tory User nane
servi ce_manager
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Display product and version information.

--optionfile

The path to the option file containing the information for the installation.

- - node

The installation mode to be used for this installation.

--debugtrace

The filename to be used for a debug trace of the installation.
--installer-Ilanguage

The installer language; supported options are en for English and j p Japanese.
--installdir

The installation directory for MySQL Enterprise Service Manager.

The default on Windows is C: \ Pr ogr am Fi | es\ MySQL\ Ent er pri se\ Moni t or
The default on Unix is / opt / mysql / ent er pri se/ noni t or/

The default on Mac OS X is/ Appl i cati ons/ nysql / enterprise/ nmonitor/
--tontat port

The MySQL Enterprise Service Manager port;

The default is 18080.

- -t ontat shut downport

The MySQL Enterprise Service Manager Tomcat shutdown port.

The default is 18005.

--tontat ssl port

The MySQL Enterprise Service Manager SSL port.

The default is 18443.

- -usessl|

Enable support for SSL communication between the MySQL Enterprise Monitor Agent and MySQL
Enterprise Service Manager.

The default is 0.
--adm nuser
The MySQL Enterprise Service Manager user name.

The defaultis ser vi ce_nanager .
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Warning

The repository user name and password are stored in unencrypted form in the
confi g. properti es file. To locate this file on your operating system see
Section C.5, “The confi g. properti es File”".

e --adm npassword

The MySQL Enterprise Service Manager password.
* --dbport

The TCP/IP port for the Bundled MySQL database.

The default is 13306.
2.4.1.2 MySQL Enterprise Monitor Agent Options

To view all the options available for an unattended agent installation, invoke the agent installer file passing
in the hel p option. (Under Windows you must redirect the output to a file. You should see a listing similar
to the following:

Note

The exact options may vary depending on the operating system on which you are
executing the installer.

The options and their effect on installation are detailed below:
e --help
Display the list of valid options
e --version
Display product information, including the version number of the installer.
e --optionfile <optionfile>
Specify the location of an option file containing the configuration options for this installation.
e --unattendednodeui <unattendednodeui >

The Ul elements to use when performing an unattended installation. The options are none, show
now Ul elements during the installation; mi ni mal , show minimal elements during installation;
m ni mal Wt hDi al ogs, show minimal Ul elements, but include the filled-dialog boxes.

The default is none.
* --node <node>

Specify the installation mode to use for this installation.
e --debugtrace <debugtrace>

Set the filename to use when recording debug information during the installation.

--install er-language <installer-|anguage>
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Set the language to be used for the installer.

--installdir <installdir>

Specify the directory where the software will be installed.

The default on Windows is C: \ Pr ogr am Fi | es\ MySQL\ Ent er pri se\ Agent
The default on Unix is / opt / mysql / ent er pri se/ agent/

The default on Mac OS X is/ Appl i cati ons/ nysql / enterpri se/ agent/
--nysql connnet hod <mysql connnet hod>

Specify the connection method to use to connect to MySQL.

Options are t cpi p and socket .

The defaultis t cpi p.

--nysql host <nysqgl host >

MySQL hostname or IP address

The default is 127.0.0.1.

--checknysql host <checknysqgl host >

Validate the MySQL hostname or IP address

The default is yes.

--nysql port <mnysqgl port>

Specify the TCP/IP port to use when connecting to MySQL.

The default is 3306.

--nysql socket <nysql socket >

Specify the filename of the MySQL socket to use when communicating with the monitored MySQL
instance.

--nysql user <nysgqgl user >

Specify the username to use when connecting to the MySQL instance.

--mysql password <mysql passwor d>

Specify the password to use when connecting to the MySQL instance.

- - enabl epr oxy <enabl epr oxy>

Enable the Proxy. This is recommended and is required if you want to use Query Analyzer.
The default is 1 (use the proxy).

- - proxyport <proxyport>
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Specify the TCP/IP port to use for the proxy interface.
The default is 4040.
* --manager host <manager host >
The hostname or IP address of the MySQL Enterprise Service Manager.
s --nmnager port <nmanager port >
The port number of the MySQL Enterprise Service Manager.
The default is 18080.
e --manager ssl port <manager ssl port>
The port number of the MySQL Enterprise Service Manager for SSL-based communication
The default is 18443.
e --usessl <usessl|>
Specifies whether SSL should be used to communicate with the MySQL Enterprise Service Manager.
» --agentuser <agentuser>

Specify the agent username to be used when communicating with the MySQL Enterprise Service
Manager.

e --agent password <agent passwor d>

Specify the agent password to be used when communicating with the MySQL Enterprise Service
Manager.

e --proxyuser <proxyuser>
The user account for the proxy server.

The defaultis r oot .

2.4.2 Unattended Windows Installation

For unattended installation on Windows, create an option file named opti ons. server.txt. The
following is an example of what the contents of an option file might be.

debugtrace=C:\ Program Fi | es\ My/SQL\ Ent erpri se\i nstal | . debugtrace.| og
node=unat t ended

instal |l di r=C:\ Program Fi | es\ \ySQL\ Ent er pri se

t oncat port =8080

t ontat shut downpor t =8005

t ontat ssl port =8443

adm npasswor d=nyadmni npasswor d

dbpor t =3300

This file identifies a directory and file name for a log file, sets the node to unat t ended, and uses the
i nstal | di r option to specify an installation directory. The meaning of the other options is fairly self-
evident.
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Note

Setthe i nstal | di r and debugt r ace options to values appropriate to your locale
and operating system.

The only options that must be specified in an option file when installing the MySQL
Enterprise Service Manager are node (if not specified at the command line),
i nstal |l dir,andadm npassword.

Check the options in your option file closely before installation; no warnings will be
issued if there are errors.

Ensure that the monitor installer file and the options file are in the same directory and, if you saved the
options file as opt i ons. server. t xt, you can invoke an unattended installation from the command line

by typing:

C:\ nysql noni tor-version-w ndows-installer.exe --optionfile options.server.txt

You can install the MySQL Enterprise Monitor Agent in exactly the same fashion. Create an agent option
file and call the agent installer using the opt i onfi | e option.

As a minimum for the agent installation, you must specify the node (if not specified at the command line),
nysql user,installdir,msqgl password,installdir,managerhost, and agent password
options. Create a file containing these values and use it with the opt i onf i | e option for unattended agent
installation.

If you wish, you can create one script that calls both the Service Manager and the Monitor Agent programs
passing appropriate opt i onf i | e options.

2.4.3 Unattended Unix and Mac OS X Installation

For unattended installation on Unix, create an option file named opt i ons. server . t xt. The following is
an example of what the contents of an option file might be for installation on Unix.

debugtrace=/opt/ mysqgl /enterprise/install.debugtrace. monitor.|og
node=unat t ended

instal |l di r=/opt/nysql/enterprise/nonitor

t onctat port =8080

t ontat shut downpor t =8005

t ontat ssl port =8443

adm npasswor d=myadm npasswor d

dbpor t =3300

This file identifies a directory and file name for a log file, sets the node to unat t ended, and uses the
i nstal | di r option to specify an installation directory. The meaning of the other options is fairly self-
evident.

Note

Setthe i nstal | di r and debugt r ace options to values appropriate to your locale
and operating system.

The only options that must be specified in an option file when installing the MySQL
Enterprise Service Manager are node (if not specified at the command line),
i nstal |l dir,andadm npassword.
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Check the options in your option file closely before installation; no warnings will be
issued if there are errors.

Ensure that the monitor installer file and the options file are in the same directory and, if you saved the
options file as opt i ons. server. t xt, you can invoke an unattended installation from the command line

by typing:
shel | > nmysqgl nonitor-version-installer.bin --optionfile options.server.txt

You can install the MySQL Enterprise Monitor Agent in exactly the same fashion. Create an agent option
file and call the agent installer using the opt i onfi | e option.

As a minimum for the agent installation, you must specify the node (if not specified at the command line),
nysql user,installdir, mysqgl password, and agent passwor d options. Create a file containing
these values and use it with the opt i onf i | e option for unattended agent installation.

If you wish, you can create one script that calls both the Service Manager and the Monitor Agent programs
passing appropriate opt i onf i | e options.

Note

The Service Manager does not automatically start up on rebooting. For more
information, see Bug #31676.

The procedure for unattended agent installation under Mac OS X is identical to the procedure under Unix.

2.4.4 Starting the Services

For instructions on starting the services needed by the MySQL Enterprise Service Manager see,

Section 2.2.5, “Starting/Stopping the MySQL Enterprise Monitor Service on Windows” for Windows and,
Section 2.2.6, “Starting/Stopping the MySQL Enterprise Monitor Service on Unix and Mac OS X” for Unix
and Mac OS X.

For instructions on starting the MySQL Enterprise Monitor Agent see:

* Windows: Section 2.3.5.1, “Starting/Stopping the Agent on Windows”

» Unix: Section 2.3.5.3, “Starting/Stopping the Agent on Unix”

* Mac OS X: Section 2.3.5.2, “Starting/Stopping the Agent on Mac OS X"

If you wish, you can script the startup of these services.

2.5 Postinstallation Considerations

Depending upon how you plan to use the MySQL Enterprise Monitor, there are some tasks you may want
to perform after installation. Find some suggestions in the following list:

« Email settings: Test email notification by deliberately triggering an alert.

» Auto Startup: On Unix systems, the MySQL Enterprise Service Manager does not automatically restart
when the system is rebooted. You may wish to create a system initialization script appropriate to your
operating system.

* Log files: Check the log files for any irregularities. For the locations of the various log files see
Appendix C, Files Associated with The MySQL Enterprise Monitor.
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« Agent Log file rotation: Implement log file rotation for the monitor agent.

» Back up the repository: For a back-up strategy suitable to your circumstances, see the MySQL
reference manual documentation.

» Configuration backup: Back up the nysql - noni t or - agent . i ni file and the associated i nst ances
directory and contents.

For more information about the nysql - noni t or - agent . i ni file see Section 2.3.6, “Advanced Agent
Configuration”.

e Configuration file: Store the confi gurati on_report.txt ina safe place. There is no mechanism
for retrieving the password stored in this file.

» Repository credentials: The repository user name and password are stored in unencrypted form in the
confi g. properti es file. Take care to protect this file.

» Disk management: Remove installation files, and monitor the space used by the repository. Ensure
that you have adequate disk space by regularly purging data. For more information, see Data Purge
Behavior [98].

» Firewall changes: You may want to limit or expand access to the MySQL Enterprise Service Manager.

» Open ports: As with firewall changes, you may want to limit or expand access to the MySQL Enterprise
Service Manager. The dashboard uses nonstandard ports, none of which are usually open by default.

» Server upgrades: See Section 2.6.3.1, “Upgrading the Monitored MySQL Server” for instructions on
upgrading a server.

» Repository access: You may want to add other users.

2.6 Upgrading, Re-Installing or Changing Your Installation

You can upgrade MySQL Enterprise Monitor in a number of different ways:

» For instructions on upgrading your existing installation, see Section 2.6.1, “Upgrading MySQL Enterprise
Monitor”.

» For more information on re-installing an existing installation, see Section 2.6.2, “Reinstalling MySQL
Enterprise Monitor”.

» To change an existing installation, such as changing the monitored server, see Section 2.6.3, “Changing
Your MySQL Enterprise Monitor Installation”.

2.6.1 Upgrading MySQL Enterprise Monitor

From time to time there may be updates to the MySQL Enterprise Service Manager or the MySQL
Enterprise Monitor Agent. This section describes how to perform an update for either of these components.

You cannot use the update installers to change to a different operating system or chip architecture. For
example, you cannot update a 32-bit Linux installation to a 64-bit version using an update installer—in
cases such as this you must do a fresh installation.

The installation and configuration of MySQL Enterprise Monitor Agent must be standard before you start
the installation. The update installer will not upgrade agents where you have changed or modified the
filenames or directory layout of the installed agent, configuration files, or the startup files.
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The name of the update file varies but it shows the target operating system and the version the update
applies to. If a specific component is being updated it may also appear in the file name. For example, a
file named nysql ent er pri semanager - 2. 0. 0- wi ndows- updat e-i nst al | er. exe would indicate a
Windows update to MySQL Enterprise Service Manager version 2.0.0.

You may install an update in the same way that you initially installed the service manager or the agent; in
wi n32 or unat t ended mode on Windows in gt k, t ext , xwi ndow, or unat t ended mode on Unix and in
osx, text ,orunattended mode on OS X.

Warning

The method you use for upgrading MySQL Enterprise Monitor components will
depend on the upgrade you are performing.

« If you are upgrading between major versions (for example, from MySQL
Enterprise Monitor 1.3 to MySQL Enterprise Monitor 2.0), you should shutdown
the MySQL Enterprise Service Manager and each connected MySQL Enterprise
Monitor Agent. Once you have shutdown each component, start by updating the
MySQL Enterprise Service Manager, and then updating the MySQL Enterprise
Monitor Agent on each monitored client.

 If you are upgrading between the same major version, for example, MySQL
Enterprise Monitor 2.0 to MySQL Enterprise Monitor 2.1, or a minor version,
such as MySQL Enterprise Monitor 2.1.1 to MySQL Enterprise Monitor 2.1.2, you
can shutdown only the component (agent, or server) you are updating. Using
this method, you can perform a 'rolling' upgrade, where you shutdown a single
MySQL Enterprise Monitor Agent, upgrade it to the latest agent version, and then
restart the agent before moving on to the next monitored instance.

Important

The upgrade installer will overwrite i t ens- mysql - noni t or . xm . On Windows
this file is found in the C. \ Program Fi | es\ MySQL\ Ent er pri se\ Agent

\ shar e\ nysql - noni t or - agent directory and on Unix in the / opt / mysql /
ent erpri se/ agent/ share/ nysqgl - moni t or - agent directory. You should
back this file up if you have made any changes to it.

Warning

If you use the Upgrade installer to update MySQL Enterprise Service Manager

and you have made any changes to the nmy. cnf within your MySQL Enterprise
Service Manager installation, any changes will be lost. You should copy the existing
ny. cnf file before starting the upgrade installer.

Otherwise, updating is a fairly straightforward process. Run the installation file and choose the directory of
your current installation and whether or not you wish to back up your current installation. The time required
to complete the process varies depending upon the nature of the update.

If you chose to back up your current installation, a directory named backup will be created in the current
installation directory. This directory will contain copies of the directory or directories that were replaced
during the update. In cases where only specific files are replaced, the backup directory may contain

only these files. If you are unhappy with the update simply overwrite the new files or directories with the
originals found in the backup directory. Be sure to stop both the MySQL Enterprise Service Manager and
MySQL Enterprise Monitor Agent before restoring the original files. You can delete or archive this directory
when you are satisfied that the update was successful.
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If you choose to back up your current installation, the installer checks that there is adequate disk space for
your repository backup. If there is not enough space, you are given the option of choosing another location;
you may also choose not to back up the repository.

To update your Advisors see, Section 2.2.7.4, “Upgrading and Updating Advisors”.
2.6.1.1 Upgrading from MySQL Enterprise Monitor 1.3 to 2.0

To upgrade your existing installation from MySQL Enterprise Monitor 1.3 to MySQL Enterprise Monitor 2.0,
you need to upgrade both your MySQL Enterprise Service Manager and your MySQL Enterprise Monitor
Agent on each machine that you are monitoring.

To perform the update process you must use an updat e installer. This ensures that your current
configuration information is migrated to the new version of MySQL Enterprise Service Manager.

Before you start the migration, shutdown your MySQL Enterprise Service Manager and MySQL Enterprise
Monitor Agent on each monitored host. Then install the updated MySQL Enterprise Service Manager
application to migrate the configuration and data of the main application and repository. Once the new
MySQL Enterprise Service Manager is running, you can start to update and migrate each agent.

For more information on upgrading your MySQL Enterprise Service Manager, see Upgrading to MySQL
Enterprise Service Manager 2.0. For more information on upgrading an MySQL Enterprise Monitor Agent,
see Upgrading to MySQL Enterprise Monitor Agent 2.0.

Upgrading to MySQL Enterprise Service Manager 2.0

Upgrading MySQL Enterprise Service Manager requires you to use on of the update installers. The update
installer performs a number of operations during installation:

* A new database, required to support 2.0 functionality, is created.
* You core dashboard, user, and rule information is migrated from the old database to the new database.

» The core configuration parameters for the MySQL Enterprise Service Manager are migrated from
MySQL Enterprise Monitor 1.3 are migrated to MySQL Enterprise Monitor 2.0.

The installation of the new software using the update installer follows this basic sequence:

1. Request the installation language.

2. Confirm the location of the current MySQL Enterprise Service Manager installation.

3. Specify whether you want to keep a copy of the old server, application, and database files.

4. Configure the Tomcat server settings, including whether the new server should support SSL
connections from agents.

5. If requested, the application and database information is backed up and upgraded, before the new
application is installed.

The installation process is consistent for all platforms. A sample of the process for Max OS X has been
provided below:

1. Double-click the update installer. The update installer will have updat e in the file name. For example,
nmysql noni tor-2.0.0. 7101- osx- updat e-i nstal | er. app.

2. Confirm the language you want to use when installing the software.
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Figure 2.23 MySQL Enterprise Monitor: Server Update: Language Selection

Please select the installation language

" English B

L': Cancel j] L': Ok j] y

Click OK

3. You will be presented with an information screen showing the application you are installing. Click Next
to continue.

4. Specify, or locate, the previous installation of MySQL Enterprise Service Manager If you installed the
server within the default location, the current version of the application should be located automatically.
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Figure 2.24 MySQL Enterprise Monitor: Server Update: Previous Installation

Previous Installation m @

MysaL

Where is your previous installation?

Previous Installation :IApplil:atiunsfmysqlI:rlt:rprise,fmnnilur [

BitRock Installer

( Cancel ) ( <Back ) NE%

5. The installer can keep a backup copy of your existing application, including keeping a complete backup
of the data stored within your MySQL Enterprise Monitor repository database.
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Figure 2.25 MySQL Enterprise Monitor: Server Update: Backup of Previous Installation

8.0 Setup

Backup of Previous Installation

Where should Setup put a backup of your previous installation? Please
refer to the README file for information regarding backup and recovery.

Backup directory [Applications /mysql/enterprise/monitor/backup

Do you want to backup your existing data as well as the application files:
This may take a long time depending on the size of the current database

f*) Yes

(T
) No

L Cancel ) r" < Back W‘ff Next .

Specify the location of the backup (default is to use the backup directory within your installation
directory). Note that backing up the database in addition to the main application will increase the
installation time as the files have to be copied. The larger the size of your repository data, the longer
the installation process will take.

. Specify the Tomcat Server options. The Tomcat Server Port is the default port you will use to access
the MySQL Enterprise Monitor User Interface. If you want to support agents using SSL to communicate
to MySQL Enterprise Service Manager, you must check the Is SSL support required?

. Confirm that you want to continue the installation. Once installation has started, the backup of you
existing application (and database) will start, although the process may take some time. Wait until the
process completes.
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8. Once the process has completed you will be provided with a notification of the installation process,
including how to uninstall the application if you want to do so in the future. If any errors occurred, they
will be reported here.

Figure 2.26 MySQL Enterprise Monitor: Server Update: Completed installing files

a0 n Setup

Completed installing files AN
Setup hos completed upgroding the MySQL Enterprise Monitor files on your
computer

Uninstalling the My50L Enterprise Monitor files can be done by invokimg:
FApplicaticns/mysglsenterprise/monitorsuninstall

You con now login to the opplicotion. Refer to the reodme file for odditis
informaoticn and a list of known issues.

Please press mext to finish the upgrade process.

| Cancel ) . Ne

9. The installation has now completed. You can automatically start the MySQL Enterprise Service
Manager and view the attached Readme file by ensuring the check boxes on this page are selected.

10. You can now quit the installer.

Once the installation has completed, the first time you login to MySQL Enterprise Monitor User Interface
you will be asked to provide your login credentials, if they do not already exist in the server configuration,
or to provide a copy of the Advisor jar suitable for your MySQL Enterprise Service Manager version.
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Figure 2.27 MySQL Enterprise Monitor: Server Update: Final Setup

AN l;ll‘ﬁ"!"f:*?—.’? Enterprise Dashboard

MySOL:

Welcome to the MySQL Enterprise Dashboard Setup.
Before proceeding, yvou must complete the form below.

Enterprise Credentials and Subscription Information

To enable this application, please provide a MySQL Enterprise Product Key or your MySGL Ente

When you press "complete setup”, your Enterprise credentials will be validated at enterprise. mysgl.com.
updates. Mote that you may update vour credentials or Product Key at any time on the Settings page.

Email Address (MySOL Enterprise Login)

Enterprise Password (MySOL Enterprise Password)
Confirm Password

=R -

Import Advisors and Graphs from file (*.jar)

Choose File & AdvisorSc.... 7085 jar i'rq:nurtl

mmﬂatasah.n|

it G 5 S Enterprise Software | Update Service | Knowledge Base | Te

2008 Sun Microaystems, Inc.. All ights reserved.

MySQL Enterprise Monitor has now been updated. You must update each of your agents to MySQL
Enterprise Monitor Agent 2.0 to ensure that they are providing the correct information to MySQL Enterprise
Service Manager

78



Upgrading MySQL Enterprise Monitor

Upgrading to MySQL Enterprise Monitor Agent 2.0

To upgrade an agent you should use a updat e installer. This will migrate your configuration information,
simplifying the upgrade process significantly.

Note

The agent log file, nysql - noni t or - agent . | og, if it exists, will be retained during
the upgrade. A new log file, nysql - noni t or - agent . | og is used by MySQL
Enterprise Monitor Agent 2.0.

The core sequence is the same on all platforms, the update process on Linux is shown below:

1.

Start the update installer.

shel | > ./ nysql moni t oragent - 2. 0. 0. 7101- | i nux- gl i bc2. 3- x86-32bi t-update-installer.bin

Set the language for the installation process.
Language Sel ection

Pl ease sel ect the installation | anguage
[1] English

[2] Japanese
Pl ease choose an option [1]

Confirm or update the location of the installation directory of the previous version.

Pl ease specify the directory that contains the previous installation of
the MySQL Enterprise Monitor Agent

Installation directory [/opt/nysql/enterprisel/agent]:

Specify whether you want to create a backup of the current application and configuration information,
and if so, where the backup directory should be created.

Current installation backup
Do you want to create a backup during the update process?

Backup the current installation [Y/n]: Y

Backup directory [/opt/nysql/enterpriselagent/patchbackup]:

You will be asked whether you want to enable the Query Analyzer. The Query Analyzer enables you
to monitor the execution stateistics for individual queries executed through your MySQL servers. To
enable, you must specify the proxy port, MySQL server and MySQL server port that you want to use.
If you do not enable Query Analyzer now, you can enable it later. See Chapter 8, The Query Analyzer
Page.
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Query Anal yzer Configuration

MySQL Proxy enabl es query monitoring and anal ysis by listening on the port
speci fied bel ow for client connections that are then passed through to a
backend MySQL dat abase server. It is not needed for basic nonitoring
functionality, but is required for query nonitoring and anal ysis.

Visit the following URL for nore information:
https://enterprise.nysqgl.conl docs/ nonitor/2.0/en/ mem query-anal yzer. ht m

Enabl e Proxy (reconmended) [Y/n]:

Proxy Port [4040]:
Backend Host: 127.0.0.1 (cannot be changed)

Backend Port: 3306 (cannot be changed)

6. You are now ready to complete the installation. Confirm that you want to continue.

Setup is now ready to begin installing M/SQL Enterprise Mnitor Agent Update on your conputer.

Do you want to continue? [Y/n]:

Pl ease wait while Setup installs MySQL Enterprise Mnitor Agent Update on your comnputer.

Instal i ng
0%

50%

e

100%

Setup has finished installing MySQL Enterprise Mnitor Agent Update on your computer.
Restart MySQL Enterprise Mnitor Agent now [Y/n]:

View Readnme File [Y/n]: n

Before connecting your MySQL Enterprise Monitor Agent to your MySQL server you must update the
grants for the MySQL Enterprise Monitor Agent. Connect to the MySQL server and run this statement to
update the required grants:

GRANT CREATE, | NSERT
ON nysql . *
TO 'nysqgluser' @I ocal host'
| DENTI FI ED BY ' agent password';

Replacing the nysql user and agent _passwor d parameters with the values used for connecting your
agent to your MySQL server.

Once the update agent has communicated with the MySQL Enterprise Service Manager the core
information about the agent and the MySQL server it is monitoring will be migrated to the new data format
required by MySQL Enterprise Service Manager 2.0. To migrate the existing stored data, see Section F.9,
“Migrating 1.3.x Historical Data to MySQL Enterprise Monitor 2.0".
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2.6.1.2 Unattended MySQL Enterprise Monitor Update

The options available when performing an unattended MySQL Enterprise Service Manager update are as

follows:
--hel p Di splay the list of valid options
--version Di spl ay product infornation
--optionfile <optionfile> Installation option file
Def aul t:
--node <npde> Instal l ati on node
(W ndows) Def aul t: w n32
(Uni x)Default: gtk
(Mac OS X)Default: osx
(W ndows) Al | owed: wi n32 unattended
(Uni x) Al l oned: gtk text xw ndow unattended
(Mac Cs X)Al |l owed: osx text unattended
--debugtrace <debugtrace> Debug fil enane

Def aul t:
--installer-1anguage <installer-|anguage> Language sel ecti on
Def aul t:
Allowed: en |jp

--installdir <installdir> Previ ous Installation
Def aul t:

- - creat eDat aBackup <cr eat eDat aBackup>

Default: 1
--backupDir <backupDir> Backup directory
Def aul t:

The options for an unattended update of the agent differ only in that the cr eat eDat aBackup option is
replaced by cr eat eBackup.

If you did not install the MySQL Enterprise Service Manager to the default directory the i nst al | di r
option must be specified. nbde must also be specified when performing an unattended update. Otherwise,
performing an unattended update is identical to the process described in Section 2.4, “Unattended
Installation”.

2.6.2 Reinstalling MySQL Enterprise Monitor

In some cases you may want to reinstall MySQL Enterprise Monitor rather than updating your current
installation. To reinstall rather than update MySQL Enterprise Monitor follow these steps:

1. Stop all the Monitor Agents

2. Runthe uni nstal | programs for both the MySQL Enterprise Service Manager and the MySQL
Enterprise Monitor Agent

3. Begin the new installation
To stop the Monitor Agents see:

e Windows: Section 2.3.5.1, “Starting/Stopping the Agent on Windows”
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« Unix: Section 2.3.5.3, “Starting/Stopping the Agent on Unix”
* Mac OS X: Section 2.3.5.2, “Starting/Stopping the Agent on Mac OS X"

Instructions for removing the MySQL Enterprise Service Manager and the MySQL Enterprise Monitor
Agent are given in Section 2.7, “Uninstalling the MySQL Enterprise Monitor”.

2.6.3 Changing Your MySQL Enterprise Monitor Installation

This section describes the best practices to employ when changing your MySQL Enterprise Monitor
installation.

2.6.3.1 Upgrading the Monitored MySQL Server
When upgrading a monitored MySQL server first stop the agent. To stop the agent see:
» Windows: Section 2.3.5.1, “Starting/Stopping the Agent on Windows”
» Unix: Section 2.3.5.3, “Starting/Stopping the Agent on Unix”
* Mac OS X: Section 2.3.5.2, “Starting/Stopping the Agent on Mac OS X"

Stop the MySQL server and perform the upgrade. For instructions on stopping and restarting the MySQL
service under Windows see Section 2.2.5, “Starting/Stopping the MySQL Enterprise Monitor Service on
Windows”.

To stop and restart the MySQL daemon under Unix and Mac OS X, see, Section 2.2.6, “Starting/Stopping
the MySQL Enterprise Monitor Service on Unix and Mac OS X".

Once the service/daemon is stopped you may upgrade your server. For instructions on upgrading your
MySQL server see the reference manual pertaining to your server version. When the upgrade is complete
restart the MySQL server.

Note
The agent's log file will show that the server was down.
2.6.3.2 Changing the Server That an Agent Monitors

You need not reinstall the MySQL Enterprise Monitor Agent to change the MySQL server that it monitors. It
is possible to adapt an existing agent so that it monitors a different server.

To do this you must stop the monitor agent and then remove the server that it is monitoring. To stop the
agent see:

» Windows: Section 2.3.5.1, “Starting/Stopping the Agent on Windows”

» Unix: Section 2.3.5.3, “Starting/Stopping the Agent on Unix”

* Mac OS X: Section 2.3.5.2, “Starting/Stopping the Agent on Mac OS X"

For instructions on removing a server see, Section 4.3.3, “Removing a Server From the Dashboard”.

Once the agent is stopped and the server is removed from the Dashboard, changes may be made to the
nmysql - moni t or - agent . i ni, orthe agent -i nstance. i ni file within the agent i nst ances instances
directory. You can find the location of the directory by examining the content of the nmysql - noni t or -
agent . i ni and checking the value of the mysql d- i nst ance-di r parameter.
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Changing Your MySQL Enterprise Monitor Installation

If you want to make changes to the monitored MySQL server, edit the agent - i nst ance. i ni file.
Change the user, passwor d, host nane, and por t values if required. For more information, see
Section 2.3.6.2, “MySQL Server (agent - i nst ance. i ni ) Configuration”.

To change other settings, such as enabling proxy support (required for Query Analyzer), the management
host, or the port number used by the agent, modify the nysql - noni t or - agent . i ni file. For more
information, see Section 2.3.6.1, “MySQL Enterprise Monitor Agent (nysql - noni t or - agent . i ni)
Configuration”.

To restart the agent see:

» Windows: Section 2.3.5.1, “Starting/Stopping the Agent on Windows”

» Unix: Section 2.3.5.3, “Starting/Stopping the Agent on Unix”

e Mac OS X: Section 2.3.5.2, “Starting/Stopping the Agent on Mac OS X"
Note

If you are adapting an existing agent to monitor a remote server make sure that the

agent has the credentials for remote access and that the port on the remote MySQL
server instance is open. For more information, see Section 2.3.6.4, “Configuring an

Agent to Monitor a Remote MySQL Server”.

If you experience difficulties starting the agent, check Section 2.3.7,
“Troubleshooting the Agent”.

Log in to the Dashboard and you should find your new server in the Al | Ser ver s group.
2.6.3.3 Temporarily Suspending the Agent

In some situations you may need to bring down a monitored server. When this is necessary, it is good
practice to stop the agent first—doing so will avoid generating a “Server is unreachable” event.

For instance, suppose you need to stop the server to do a backup. The steps to follow are:
1. Stop the agent

2. Stop the service/daemon

3. Perform the backup

4. Restart the service/daemon

5. Restart the agent

To stop or start the agent see:

» Windows: see Section 2.3.5.1, “Starting/Stopping the Agent on Windows”

» Unix: see Section 2.3.5.3, “Starting/Stopping the Agent on Unix”

» Mac OS X: see Section 2.3.5.2, “Starting/Stopping the Agent on Mac OS X"

To stop the MySQL service/daemon see the MySQL reference manual for your server version. You can
find the manual online at http://dev.mysqgl.com/doc.

Follow these steps and there will be no “noise” associated with backing up your server. In contrast, if you
leave the agent running while bringing down the server, you will generate a “Server is unreachable” event.
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Uninstalling the MySQL Enterprise Monitor

Or to blackout all events associated with a specific server or group of servers, see Section 5.6, “Advisor
Blackout Periods”.

2.7 Uninstalling the MySQL Enterprise Monitor

Removal of the MySQL Enterprise Monitor requires removal of the MySQL Enterprise Service Manager
and the MySQL Enterprise Monitor Agent Service. In some circumstances, when running multiple agents
on one machine for instance, you may not want to remove the entire MySQL Enterprise Monitor Agent
Service but only a single monitored server.

2.7.1 Removing the MySQL Enterprise Monitor: Windows
Removing the MySQL Enterprise Service Manager

Remove the MySQL Enterprise Service Manager by going to the Cont r ol Panel and choosing Add or
Renove Prograns. Find the entry for \ySQL Ent erpri se Monitoring and Advi sory Service
and remove it. During the uninstall process you will be given the option of saving existing data and log files.
Choose this option if you plan to reinstall the MySQL Enterprise Monitor.

If you are not saving existing data, after MySQL Enterprise Service Manager has been removed you may
delete the C: \ Program Fi | es\ MySQL\ Ent er pri se\ Moni t or directory.

Warning

If you chose not to remove existing data and log files when uninstalling MySQL
Enterprise Service Manager do not remove the C. \ Program Fi | es\ MySQL
\ Ent er pri se\ Moni t or directory. Doing so will delete these files.

If you added the Tomcat/Apache web server to the list of Windows firewall exceptions, remove this service
by opening the W ndows Fi rewal | from the Cont r ol Panel . Choose the Excepti ons tab and delete
the Tontat / Apache entry.

Removing MySQL Enterprise Monitor Services Only

When the MySQL Enterprise Service Manager is installed, the Tomcat/Apache and MySQL server services
are started. It is possible to remove these services without also removing your MySQL Enterprise Service
Manager installation. For more information about these services see, Section 2.2.5, “Starting/Stopping the
MySQL Enterprise Monitor Service on Windows”.

Do this by finding the MySQL Ent er pri se Moni t or menu option and choosing Ser vi ces and then
Uninstall MySQ. Enterprise Mnitor Services. This will remove all the services associated
with MySQL Enterprise Service Manager.

You can confirm that these services have been removed by checking services in the Microsoft
Management Console Services window.

If you wish to reinstall these services you can do this by using the I nstal | My/SQL Enterprise
Moni t or Servi ces menu option.

It is also possible to remove services using the mysql noni t orct | . bat file found in the C: \ Pr ogr am

Fi | es\ M\ySQL\ Ent er pri se\ Moni t or directory. To see the available options, go to the command line
and type: nyql net wor kctrl hel p. This batch file is discussed in more detail in Section 2.2.5, “Starting/
Stopping the MySQL Enterprise Monitor Service on Windows”.

Removing the Monitor Agent
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Removing the MySQL Enterprise Monitor: Unix

To remove the Monitor Agent itself, open the Cont r ol Panel and choose Add or Renobve Prograns.
Find the entry for MySQL Enterprise Mnitor Agent andremove it. This will execute the uninstall
program located in the C: \ Program Fi | es\ MySQL\ MySQL\ Ent er pri se\ Agent directory.

Warning

If you are running more than one agent on the same machine and wish to remove
only one of the agents, do not remove the M\ySQL Ent erpri se Monitor Agent
entry from the Add or Renove Prograns menu. To remove a single agent see
Removing a Single Agent [85].

After removing the Monitor Agent you may also need to remove the directories, C. \ Program Fi | es
\ MySQL\ Ent er pri se and C. \ Program Fi | es\ MySQL\ Ent er pri se\ Agent .

Removing the Monitor Agent in this fashion will remove the default service. However, if you are running
additional Monitor Agents as described in Section 2.3.6.2, “MySQL Server (agent -i nst ance. i ni)
Configuration”, you will have to remove those agents manually. See the next section for instructions on
doing this.

Removing a Single Agent

If you are running more than one agent on the same machine and wish to remove only one of the agents,
do not remove the MySQL Ent erpri se Monitor Agent entry fromthe Add or Renpve Prograns
menu. To remove a single agent and leave other agents intact follow these steps:

1. Stop the agent

2. Confirm the location of the log files
3. Remove the agent as a service

4. Remove/Archive the associated files

It is best to stop the agent before removing it; for instructions on stopping an agent see, Section 2.3.5.1,
“Starting/Stopping the Agent on Windows”.

You can confirm the location of the agent log files by checking the i ni file. For more information on
this topic see Section 2.3.6.1, “MySQL Enterprise Monitor Agent (nysql - noni t or - agent . i ni)
Configuration”.

Go to the command line and remove the MySQL Enterprise Monitor Agent as a Windows service by typing:

shel | > sc del ete Agent Nanme

You can confirm that the agent has been removed by checking the Microsoft Management Console
Services window. There should no longer be an entry for the removed agent.

You should also remove or archive any log or configuration files associated with this agent. If you have
installed any additional agents, remove them in the same fashion.

2.7.2 Removing the MySQL Enterprise Monitor: Unix
Removing the MySQL Enterprise Service Manager

To remove the MySQL Enterprise Service Manager, find the uni nst al | file in the / opt / nysql /
ent erprise/ nonitor directory.
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Removing the MySQL Enterprise Monitor: Unix

Execute this file by typing:

shel | > ./ uninstall

During the uninstall process you will be given the option of saving existing data and log files. Choose this
option if you plan to reinstall the MySQL Enterprise Monitor.

If you are not saving existing data, after uninstalling the MySQL Enterprise Service Manager you may
remove the / opt / mysql / ent er pri se/ noni t or directory.

Warning

If you chose not to remove existing data and log files when uninstalling the MySQL
Enterprise Monitor do not remove the / opt / nysql / ent er pri se/ noni t or
directory; doing so will delete these files.

On Red Hat Enterprise Linux 4 and Fedora Core 4, the uninstall script may not stop the Tomcat server. Do
this manually if necessary. To do this see, Section 2.2.6, “Starting/Stopping the MySQL Enterprise Monitor
Service on Unix and Mac OS X”.

There may be other Java processes running on your system. Be careful not to accidentally stop them.

On some Unix platforms, inluding HP-UX, you may have to manually delete the uni nst al | application
and the installation directory after you have execute the uninstall process.

Removing the Monitor Agent

Prior to removal of the Monitor Agent Service you should stop any agents. Do this by changing to the
i ni t.d directory and issuing the command, . / nysql - noni t or - agent st op.

You will find the uni nst al | file inthe / opt/ nysql / ent er pri se/ agent directory. Execute this file by
navigating to this directory and typing:

shel | > . /uninstall
After uninstalling the Monitor Agent you may remove the / opt / mysql / ent er pri se/ agent directory.

Removing the Monitor Agent in this fashion will remove the default service, and all the configuration files
for different instances.

Removing a Single Agent

If you are running more than one agent on the same machine and wish to remove only one of the agents,
do not run the uninstall program. To remove a single agent and leave other agents intact follow these
steps:

1. Stop the agent

2. Confirm the location of the log files
3. Remove the agent as a service

4. Remove/Archive associated files

It is best to stop the agent before removing it; for instructions on stopping an agent see Section 2.3.5.3,
“Starting/Stopping the Agent on Unix”".

86



Removing the MySQL Enterprise Monitor Mac OS X

You can confirm the location of the agent log files by checking the i ni file. For more information on
this topic see Section 2.3.6.1, “MySQL Enterprise Monitor Agent (nysql - noni t or - agent . i ni)
Configuration”.

You may then remove the agent as a daemon by removing its entry in the i ni t . d directory. You should
also remove or archive any log or configuration files associated with this agent.

If you have installed any additional agents, remove them in the same fashion.

2.7.3 Removing the MySQL Enterprise Monitor Mac OS X

Removing the MySQL Enterprise Service Manager

To remove the MySQL Enterprise Service Manager, run the uni nst al | . app located in the /
Appl i cations/ mysql/enterprise/ nonitor/ directory, or the root directory of your MySQL
Enterprise Service Manager installation.

During the uninstall process you will be given the option of saving existing data and log files. Choose this
option if you plan to reinstall the MySQL Enterprise Monitor.

If you are not saving existing data, after uninstalling the MySQL Enterprise Service Manager you may
remove the / Appl i cati ons/ nysql /enterprise/ nonitor directory.

Warning

If you chose not to remove existing data and log files when uninstalling the MySQL
Enterprise Monitor do not remove the /Applications/mysgl/enterprise/monitor
directory; doing so will delete these files.

Removing the Monitor Agent

Prior to removal of the MySQL Enterprise Monitor Agent you should stop any agents. Do this by changing
to the i ni t . d directory and issuing the command:

shel | > ./ nmysql - noni t or - agent st op
Run the uni nst al | . app file located in the / Appl i cat i ons/ nysql / ent er pri se/ agent directory.

After uninstalling the MySQL Enterprise Monitor Agent you may remove the / Appl i cati ons/ nysql /
ent er pri se/ agent directory.

Removing the MySQL Enterprise Monitor Agent in this fashion will remove the default service, and all the
configuration files for different instances.

Removing a Single Agent

If you are running more than one agent on the same machine and wish to remove only one of the agents,
do not run the uninstall program.

To remove a single agent and leave other agents intact follow these steps:
1. Stop the agent

2. Confirm the location of the log files

3. Remove the agent as a daemon

4. Remove/Archive associated files
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Removing the MySQL Enterprise Monitor Mac OS X

It is best to stop the agent before removing it; for instructions on stopping an agent see Section 2.3.5.2,
“Starting/Stopping the Agent on Mac OS X".

You can confirm the location of the agent log files by checking the ini file. For more information on this topic
see Section 2.3.6.1, “MySQL Enterprise Monitor Agent (nysql - noni t or - agent . i ni ) Configuration”.

You may then remove the agent as a daemon by removing its entry in the i ni t . d directory.
You should also remove or archive any log or configuration files associated with this agent.

If you have installed any additional agents, remove them in the same fashion.
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Chapter 3 MySQL Enterprise Dashboard
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Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication
Monitor, and MySQL Query Analyzer are only available to commercial customers.
To learn more, see: http://www.mysql.com/products/enterprise/features.html.

The purpose of the MySQL Enterprise Monitor User Interface is to provide you with information about your
MySQL servers. It provides a list of the latest MySQL Enterprise Advisor reports, server status information,
MySQL Enterprise alerts, and updated views of monitored MySQL servers. The Moni t or screen gives a
quick overview of the status of your MySQL servers.

The MySQL Enterprise Monitor User Interface interface is provided through a standard web browser. For
more details on the supported browsers, see Section F.2, “Supported Browsers”.

You can open the Dashboard and connect to the MySQL Enterprise Monitor User Interface either using
the standard HTTP protocol, or using an SSL connection (HTTPS). By default, you can connect to MySQL
Enterprise Monitor User Interface using ht t p: / / host : 18080, where host is the hostname or IP
address of the MySQL Enterprise Service Manager. The default SSL URL is ht t p: // host : 18443.
These values can be overridden during installation. You can check the configured values by looking at the
configuration_report.txt file within your installation directory.

Note

If you are connecting using SSL, the built-in certificate has been self-signed and
may be highlighted as 'unsafe' within the browser on initial connection. You should
add an exception for the certificate on this server to prevent problems accessing the
site.

The Monitoring page provides an instant health check for all of the MySQL servers across the enterprise.
From this page users can:
» View monitoring data and all critical MySQL Advisor Rule violations for all or selected servers.

» Close and annotate MySQL Advisor Rule violations.

Quickly determine if there is a Monitor Agent that is not communicating with the Service Manager.
* Quickly determine if there is a server that is in trouble or completely down.

» View indicator value graphs for key MySQL and operating system (OS) level metrics. Graph presentation
will default to a thumbnail view but will open into a larger image upon being clicked.

The monitored server or servers are displayed in a tab on the left known as the Server Tr ee. You can
navigate to a number pages that provide more detailed information. These pages include:
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e Moni t or: The overview page providing you with a quick summary of the servers, their status, events,
availability and load. The remainder of this chapter details the contents of this page.

» Advi sor s: Shows the various advisors configured in your installation and allows you to schedule their
execution on different servers, apply and manage rules and manage the advisor installation itself. For
more information, see Chapter 5, The Advisors Page.

» Events: Provides an interface into the event system that highlights specific issues and problems on your
monitored servers. For more information on using Events, see Chapter 6, The Events Page.

e Query Anal yzer: Interfaces to the query monitoring system that can be used to monitor and track the
individual queries that are being executed on a system and help to highlight problem queries that may
need optimization or that may be affecting server load. For more information, see Chapter 8, The Query
Analyzer Page.

* Graphs: Enables you to view and configure a number of individual graphcs covering a range of different
statistics. For more details on how to view and use these graphs, see Chapter 7, The Graphs Page.

* Repl i cati on: Provides information on the status and structure of your servers that are using
replication. This page is only available if you have a suitable subscription level. For more information,
see Chapter 9, The Replication Page.

e Settings: Controls the settings for the server, including email configuration, passwords, and server and
user management. For more information, see Chapter 4, The Settings Page.

Graphs are shown in the center of the page beneath the tabs. If applicable, you'll also find a list of critical
events.

On the right is the color-coded Heat Chart, showing the advisors that are installed by default. The Heat
Chart shows the most important advisors, allowing a quick overview of the state of your servers. You may
open the Heat Chart inits own window by clicking the St andal one Heat Chart link. If applicable,
you'll also find a list of critical events.

The Show/ Hi de Legend link toggles display of the key to the icons used in the Heat Chart.
Note

Find colorblind-accessible icons in the al t er nat e directory. On Linux this directory
is immediately below the / noni t or / apache-t ontat / webapps/ ROOT/ web/
resour ces/ i mages/ directory. These images are stored in the same directory on
Windows. To use them, backup the originals and then copy and paste the alternate
setinto the i nages directory.

If a specific server is selected in the Ser ver Tr ee details about this server are shown beneath the legend
in the Met a | nf o area. The information shown in this area is the host name, the MySQL version number,
the number of scheduled rules, the operating system, and the CPU.

The Met a | nf o section also shows how long the agent has been running, when it last contacted the
MySQL server it is monitoring, and the last time the agent contacted the dashboard. Mouse over the date
shown beside Up Since and a pop-up box displays the time that has elapsed since the server instance
was last started. You can also mouse over the Last MySQL Contact and the Last Agent Contact dates.

Note

In the case of remote monitoring, the agent runs on a different machine than the
MySQL server that it is monitoring. The Host nane, My SQL, and Rul es information
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The Server Tree

applies to the system being monitored. The OS and CPU information applies to

the machine on which the agent is running. For more information about remote
monitoring see, Section 2.3.6.4, “Configuring an Agent to Monitor a Remote MySQL
Server”.

The top of the screen shows the refresh cycle and Hel p and Log CQut links. Click the Hel p link to open
the documentation in a separate browser window. Choose Log CQut if you wish to leave the Dashboard or
to log in as a different user. Different refresh rates are available from the drop-down listbox.

In the footer are external links to MySQL Enterprise and information about the current user. Users can
remain connected to the Dashboard and update their subscription, use the Enterprise Knowledge Base,
and contact technical support. Your subscription information is also displayed here, showing the number of
days remaining and the number of licenses. The number of licenses indicates to the number of machines
that may be monitored; any number of MySQL servers may be running on a specific machine.

The footer also contains a link to the Set t i ngs page. If your subscription is current it reads Subscription

is up-to-date. More info..... For more information about the Set t i ngs page see Section 4.7, “The
Product Information Screen”.

3.1 The Server Tree

The tab on the left displays the Server tree. By default the first group of servers is selected. This selection
determines the information shown on the Moni t or page.

If a server group is selected, the information presented on the Moni t or page is aggregate information for
this group; if only one server is selected the information applies to that server only.

Change your server selection and the information shown in the graphs and in the Heat Chart changes.
Note
For more information about server groups see, Section 4.3.2, “Grouping Servers”.

The individual server, or server group, selected in the Server Tree also determines what information
appears when the Advi sor s tab or the Events tab is selected.

The Server Tree presents an easy way to navigate to different groups or to specific servers.

3.2 The Server Graphs and Critical Events

The center of the Moni t or page gives a visual representation of the state of your servers.
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The Server Graphs and Critical Events

Figure 3.1 MySQL Enterprise Monitor User Interface: The Graphs Screen
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The graphs present information about the currently selected server or server group. The default graphs
show the hit ratios, CPU utilization, connections, and database activity for a specific interval.

To set the interval click the conf i gur e graphs link immediately below the graphs. This opens a dialog
box where you can choose the default interval for the x-axis of the graphs. Defining a shorter or longer
interval gives you a shorter or longer term view of server activity. The thumbnail and full-size graph
dimensions can also be adjusted from this dialog box. Save any changes that you have made and the
values chosen will be the defaults whenever you log in.

You can also choose the default graphs shown on the Moni t or page. To do this click the edi t
favorites link and choose the graphs you want from the drop-down list box. To choose contiguous
graphs, hold down the Shift key and click the desired graphs. For a noncontiguous selection, click

the desired graphs while holding down the Control key. The maximum number of graphs that can be
displayed on the Mbni t or page is six. Save your changes and these will be the default graphs whenever
you log in.

Color coding helps distinguish different aspects of each graph. With Dat abase Acti vi ty for example,
you can readily distinguish SELECT statements from database insertions.

Clicking a graph opens a detailed view with Graph Display and Configure tabs. Choose the Confi gur e
tab to temporarily change the way that a graph displays. Changes made from this tab only apply to the
standalone graph while it is open. Persistent changes are made as described above.

Dismiss the enlarged graph by clicking the hide button.

Alerts from the event system will be displayed immediately below the charts. For more information on the
events display, see Chapter 6, The Events Page.
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The Heat Chart

3.3 The Heat Chart

The Heat Chart is found on the right side of the Moni t or page and shows the status of critical rules.
Monitored servers are organized by groups. To view the status of a specific server, click the + button next
to the appropriate server group.

Whenever a new agent contacts the Service Manager for the first time, all the rules in the Heat Chart

Advisor are automatically activated. These Advisors monitor the status of the server and agent, critical
operating system indicators, and important events related to your MySQL servers. An example follows.

Figure 3.2 MySQL Enterprise Monitor User Interface: The Heat Chart
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To interpret the Heat Chart see the following legend.
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The Heat Chart

Figure 3.3 MySQL Enterprise Monitor User Interface: The Heat Chart Legend
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The status unknown will typically apply when an agent is down and can no longer report the status of
the server that it is monitoring. The status unknown may also apply if the data collection that should be
collected is not available on the server being monitored.

You may open the Heat Chart in its own browser window by clicking the St andal one Heat Chart link
immediately below the Heat Chart on the left. If you like, the refresh rate can be set to a different rate
than the setting on the Moni t or page.

In addition to showing the most important advisors, the Heat Chart also has columns that display the
number of critical, warning, and informational alarms. Clicking the hyperlink in any one of these columns
takes you to the Event screen, which gives more detailed information. For more information about events
see, Chapter 6, The Events Page.

When the Dashboard is first installed no notification groups are associated with the Advisors shown in the
Heat Chart. For more information on this topic see, Section 2.2.7.3, “Installing Advisors After Initial Log-in”
and, Section 4.5, “Manage Notification Groups”.
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Chapter 4 The Settings Page
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Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication
Monitor, and MySQL Query Analyzer are only available to commercial customers.
To learn more, see: http://www.mysgl.com/products/enterprise/features.html.

Upon initial installation you may have configured your MySQL Enterprise credentials and also outgoing
email settings. This section explores the configuration settings in more detail, and also shows how to
manage servers, users, notification groups, Simple Network Management Protocol (SNMP) traps, log files,
and the product information screen.

Knowledge of server management is a prerequisite for properly configuring advisors—the subject of
Chapter 5, The Advisors Page.

To get to the Set t i ngs page open the Dashboard and choose the Set t i ngs tab.

4.1 Global Settings

The Global Settings control the main confirguration parameters for the entire MySQL Enterprise Monitor
system, including your email notifications, data purge, and Enterprise website credentials.
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Global Settings

The Global Settings page is divided into a number of different sections:
» Outgoing Email Settings

Configures the settings for email notifications by MySQL Enterprise Service Manager. You must
configure the From Address SMTP Server settings. If your server requires authorization, complete the
necessary server login details, and whether SSL is required.

You can test your configuration immediately by adding an email address to the On Save, Send Test
Email Message to box.

For more information about Cut goi ng Enmi | Setti ngs see, Section 2.2.7.5, “Outgoing Email
Settings”.

* SNMP Traps

The SNMP Traps section of the Global Settings tab allows you to enable Simple Network Management
Protocol so that your Network Management System (NMS) can handle events created by the MySQL
Enterprise Monitor. SNMP noatifications are off by default. You can enable them by clicking the Enable
SNMP Notifications check box.

MySQL Enterprise Service Manager includes support for both SNMPv1 and SNMPv2. You can select
the SNMP version to use by clicking the corresponding Use SNMPv1 or Use SNMPv2 radio button.

In the Target 1 or Target 2 text box enter the IP address or hostnames of your NMS listeners. The port
number defaults to the well-known SNMP port, 162. If you are not using this port, enter the port that your
Network Management System is listening on.

Enter the appropriate community string in the Conmruni ty St ri ng text box. The default value for this
string is publ i c.

For the trap address for Advisor traps, you can optionally elect to use the address of the agent that
triggered the alert, rather than the address of the MySQL Enterprise Service Manager. To do this, click
the Use the remote MySQL agent host IP address as the SNMP trap agent address for Advisor
traps. For internally generated SNMP traps (i.e. with MySQL Enterprise Service Manager) you can also
specify an alternate address by putting the IP address in the SNMP trap agent address for internally
generated traps box.

To ensure that the target you have specified is valid, check the On Save, Send Test Trap check
box. The remaining check boxes help you to configure how your NMS responds to MySQL Enterprise
Monitor. Check the Up/Down Application check box to configure NMS for starting up or shutting down
the MySQL Enterprise Monitor. For configuration of advisor events choose a level of severity and check
the Advisor event with the severity of Cri ti cal check box. Finally, choose the Application Error
check box to configure NMS to support application error traps. Be sure to save your settings before
exiting.

If you wish to enable SNMP traps globally, check the Enabl e SNMP Not i fi cati ons check box. To
enable SNMP traps only for specific rules run against specific servers or server groups leave this check
box unchecked—enabling specific SNMP traps is done as rules are scheduled. For instructions on doing
this see Section 5.2, “Scheduling Rules”.

The Management Information Base (MIB) file associated with SNMP trapping is called MONI TOR. M B.
For the location this file see Section C.4, “The Management Information Base (MIB) File”.
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Note

The MIB file supplied with MySQL Enterprise Service Manager is not directly
compatible with OpenNMS. For a sample of the modifications that need to be
made, please see the comments for Bug #41714.

» Server Locale

The Server Local e setting determines the language of naotification for the following items:
« Email notifications
¢ SNMP traps

< The naming conventions for shared resources such as a replication group name prefix

The initial value in this drop down list box is the locale for the OS on which the Dashboard is running.

» Data Purge Behavior

The Dat a Purge Behavi or section of the G obal Preferences page lets you remove old log files
and also old data from the repository. The default purge interval is never . If you wish to purge data,
change this setting by choosing from the drop-down list. Choosing 52 weeks, for example, will remove
all data that is older than a year.

Warning

Purging data will permanently remove information from the repository. Since
events are derived from data contained in the repository, they will be purged
along with the data.

Ensure that there is adequate disk space for the repository. If you are monitoring
numerous servers and running many rules the size of the repository can increase
rapidly. Choose purge behavior accordingly.

The default value for purging, never , is the safest option. However, please
choose a purge setting that makes sense for your environment.

Note

The purge process is started approximately once every minute. If you change the
purge duration from a larger timespan to a smaller one, the data may start to be
purged immediately.

You can configure the data purge behavior for a number of different systems individually:

 Remove Historical Data Collection Older Than configures the duration that the main data about
your servers is retained. This includes all data collections, including CPU, memory and connections
and activity statistics.

« Remove Service Manager Logs Older Than configures the duration that the main MySQL Enterprise
Service Manager logs are retained.

« Remove Query Analyzer Data Older Than configures the duration that the query analyzer statistics
and information about individual queries is retained.
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Notes for setting purge behavior:

e Purging can be carried out manually by enabling the i nnodb_fi | e per tabl e for the repository
database and then using an OPTI M ZE TABLE operation to reclaim space from deleted rows in the
table.

« If you set the purge value to a very low timespan value when the previous setting was quite high
then the space used for the data that was purged will not be reclaimed from the InnoDB tablespaces.
You can do this by running OPTI M ZE TABLE on the MySQL tables for MySQL Enterprise Service
Manager to reclaim the space from the purged rows.

Remote Server Inventory Schedule

MySQL Enterprise Monitor keeps track of all the databases and tables in a server, as well as the amount
of RAM, disk space, and other items. A re-inventory updates this information in case you have added or
dropped databases and tables. Depending upon the configuration of your system, this operation can tax
resources. If you are monitoring many remote servers this is an operation you may want to perform in
off-peak hours only.

MySQL Enterprise Credentials

You can specify the credentials for logging into the MySQL Enterprise Website. These should match the
user name and password that you have registered with MySQL for your enterprise subscription.

Note

Only administrators can change the MySQL Enterprise Credential s
section or enter a product key; for other users, this section does not show up
in the interface. For more information about different users and their rights see
Section 4.4, “Managing Users”. Specifying incorrect credentials results in the
error message, “Your credentials do not appear to be valid.”

MySQL Enterprise Product Key

You may update your MySQL Ent er pri se Product Key. If you do not have access to the Internet
from the Dashboard, this provides an alternate way to update or activate the MySQL Enterprise Monitor.

To enter your product key first download it from the MySQL Enterprise website. Copy the key to a
location accessible from the Dashboard. Use the Browse button to locate the key and then press the
save button.

If you wish to switch from using your MySQL Enterprise credentials to using a product key to update
MySQL Enterprise Monitor, you must first clear your credentials. Do this by removing the email address
from the MySQL Enterprise Credentials section and then clicking the save button. You may then enter
and save your MySQL Enterprise product key.

Note

Only administrators can change the MySQL Enterprise Credential s
section or enter a product key; for other users, this section does not show up
in the interface. For more information about different users and their rights see
Section 4.4, “Managing Users”. Specifying incorrect credentials results in the
error message, “Your credentials do not appear to be valid.”
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4.2 User Preferences

On this page users can change their passwords, user names, and locale information.

Figure 4.2 MySQL Enterprise Monitor User Interface: User Preferences
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Us=er Preferences

User Mame
admin

Role
Manager »

Password [Leave empty to keep password unchanged)

Confirm Password

Timezone L
[(GMT+00:00) Greemwich Mean Time - Europe/London

L1

Savid

Change your password by entering a new value into the Password text box. To change your user name
enter a new value into the Username text box. Click the save user properties button to commit this
change.

You may also adjust your time zone and locale information from this page. The settings on this page apply
only to the user who is currently logged in.

The MySQL Enterprise Service Manager determines the default value for the locale by looking at your
browser settings. Changing this value, determines the language setting for any future logins to the
Dashboard, overriding your browser settings.

Note
Be sure to set the correct time zone so that alerts are time stamped correctly.

This setting applies only to the specific user.

4.3 Manage Servers

To help with server management, the Service Manager supports the logical grouping of MySQL servers.
This allows you to group servers in any fashion you choose. For example, you can manage servers

100



Renaming a Server

according to purpose. You can group servers by whether the servers handle Internet or intranet data,
by whether they power finance or HR applications, or, if you prefer, you may organize them by physical
location rather than by functionality.

Figure 4.3 MySQL Enterprise Monitor User Interface: Manage Servers

& Monitor \. Advisors ! Events |=| Graphs % Query Analyzer 2 Replic

Manage Groups & Servers
Query Analyzer
Enabled Examples Explains
=1 [ anservers (3)

[ bear:3306 {ungroupea) On On On  5060-bg Sep 13, 200
[ | gentoot.vmbear:3308 {ungrouped) On Off Off  5.0.60-lbg  Nov 17, 200
[ | gentoo2.vmbear:3306 {ungrouped) On Off Off  5.0.60-lbg Nov 17, 200

create group | configure guery analyzer | Historical Data b

Server My SOL Up Since

For a server to appear in the Dashboard there must be an agent monitoring it. If you wish to add a

server to the Dashboard follow the procedure for installing an agent found at Section 2.3, “Monitor Agent
Installation”. Instructions for adding a remote server are found at Section 2.3.6.4, “Configuring an Agent to
Monitor a Remote MySQL Server”.

The Manage Servers panel also allows you control the Query Analyzer and Data Migration. For more
information, see Section 8.6, “Query Analyzer Settings” and Section F.9, “Migrating 1.3.x Historical Data to
MySQL Enterprise Monitor 2.0".

Note

The All Servers group is built in and every monitored server is a member of this
group.

4.3.1 Renaming a Server

You can rename an existing server without losing the current historical data or configuration information.
Renaming the server also allows you to modify the name of the server to be more descriptive according to
the server's role within your organization. For example, you may want to rename a server from the default
host name to include the department and application for the MySQL server.

To rename a server, click the rename link next to the server. You will be prompted with information about
the server, including the host name and registered IP addresses for the agent. Fill in the alternative name
that you want to be displayed in the text box at the bottom of the window.

To rename a server, click context menu (downward arrow) before the current server name, and select
rename. You will be prompted with information about the server, including the host name and registered IP
addresses for the agent and the UUID. Fill in the alternative name that you want to be displayed in the text
box at the bottom of the window.
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Figure 4.4 MySQL Enterprise Monitor User Interface: Server Renaming
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Note

Renaming a server using the Manage Servers tab overrides all other settings,
including changes made within the agent configuration.

4.3.2 Grouping Servers

All monitored servers are automatically included in the top level server grouping, All Servers. Other server
groupings are replication groups or user-defined groups.

You can create a user-defined group by clicking the Manage Servers link. Add a group name and then
click the create group button. The new group will be displayed immediately.

Replication groups are automatically discovered by MySQL Enterprise Monitor and in this respect differ
from user-defined groups. For more information about replication groups see Chapter 9, The Replication
Page. However, like user-defined groups you can edit the name of a replication group and add other
servers to it.

To add to a group, select the add t o gr oup link. Choose the server or servers you wish to add and then
complete the operation by choosing the add to group button. You can add a server to a group even if the
agent is down.

To remove a server from a group expand the server group tree and click the r enrove from group link.
To delete a server altogether see Section 4.3.3, “Removing a Server From the Dashboard”.

Note

Slaves removed from a replication group will be rediscovered and re-added to that
group.
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To delete an group, you can use the Delete Group link. This will delete the group and remove the servers
from being part of the deleted group.

Warning

You cannot delete automatically created groups, such as those built during
replication discovery, unless the group is empty. If the group is not empty, you will
get a error.

There are three ways to modify an existing group; by renaming it, adding to it, or removing it. Select the

r enane link to change the name of a group and add t o gr oup to add servers. Deleting a group simply
requires clicking the renove al | from group link. This removes the server group but has no effect on
individual servers.

4.3.3 Removing a Server From the Dashboard

If you no longer wish to monitor a MySQL server you can remove it from the Dashboard. There is no
provision for deleting an active server from the Dashboard—to remove a server you must make it inactive
by stopping the agent.

For instructions on stopping an agent see:

» Windows: Section 2.3.5.1, “Starting/Stopping the Agent on Windows”

» Unix: Section 2.3.5.3, “Starting/Stopping the Agent on Unix”

* Mac OS X: Section 2.3.5.2, “Starting/Stopping the Agent on Mac OS X”

Once the agent is stopped you may delete the monitored server. Deleting a server simply means that it will
no longer show up in the Dashboard.

Remove a server by choosing the Settings tab and then the Manage Servers link. Find the server you
wish to remove and delete it by clicking the delete link. Deleting a server from the All Servers group or
from any other group will remove it from the Dashboard entirely.

Note

A delete link will not be available for an active server. You must stop the agent
before this link will appear.

You may remove a server from any group at any time. Removing the last server
from a group also removes that group.

4.4 Managing Users

The Manage Servers panel allows to create, delete and manage individual users that have access to
MySQL Enterprise Service Manager
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Figure 4.5 MySQL Enterprise Monitor User Interface: Manage Users
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To log in to the Dashboard a user account is required. There are three types of users with varying
privileges; Administrators, Database Administrators, and Agents. The Adni ni st r at or can create
additional users and differs from a DBA in this respect. For this reason the Manage User s does not
display if a DBA user logs in. Additionally, only administrators can change the MySQL Enterprise
Credentials section or enter a product key on the G obal Setti ngs page. These sections do not appear
when DBA users log in. For more information on this subject see Section 4.1, “Global Settings”. The Agent
account simply allows the MySQL Enterprise Monitor Agent to communicate with the Dashboard. There is
no need for more than one agent account but defining an account for each server that is monitored can be
an advantage since this minimizes exposure should any one agent be compromised. You cannot log in to
the Dashboard using the agent's credentials.

When the Dashboard is first launched there are two default users, Adm ni st rat or and Agent ,
both created during installation. Their default user names are respectively, adm n and agent . The
Administrator defined during installation as having the root role is unique; this user cannot be deleted.

If you are logged in as an Adni ni st r at or, you can add a new user by choosing the Manage User s link
from the Set t i ngs page. To create a user click the create user button, select a role for the user, and enter
a user name and password.

When a new user first logs in, a dialog box opens requesting time zone and locale information. This
information may be changed later from the User Pr ef er ences page. For more information, see
Section 4.2, “User Preferences”.

If you installed the Advisors through the Dashboard you should have already configured the settings for the
root role user. (See Section 4.1, “Global Settings” and following for more information about this topic.)

Warning

To receive MySQL Enterprise and Advisor updates configure the MySQL Enterprise
settings for at least one user. The MySQL Enterprise settings were set up on

the first login to the Dashboard. For information on changing these settings see,
Section 4.1, “Global Settings”.

To edit an existing user's information, select the Manage User s link, then select the user you wish to edit.
Make your desired changes in the fields provided and then save your changes.

To delete an existing user, merely select the del et e link.
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4.5 Manage Notification Groups

The Manage Notification Groups panels allows you to create and manage the notification groups used
when different notifications and warnings are distributed.

Figure 4.6 MySQL Enterprise Monitor User Interface: Manage Notification Groups

" <t Monitor | U Advisors | UJEvents | l=| Graphs T {“ Query Analyzer T £ Replic:
Global Seftings | User Preferances | Manage Servers | Manage Users | Manage Notification Gro
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Manage Groups

Group Name Recipients

Notification groups are collections of users who should be notified when advisor alerts occur. These users
may have login credentials for the Dashboard but this is not a requirement.

You can create a group by clicking the cr eat e gr oup link. Specify a group name and add recipients.
When adding a user an email address must be specified. If you are adding multiple users separate them
with commas.

To modify an existing notification group, select the edi t link next to the group name. Deleting a group
simply requires clicking the del et e link.

Figure 4.7 MySQL Enterprise Monitor User Interface: Edit Notification Groups

' Create Group |

Group Name
|Admin

Recipients (comma separated or one email address per ling)
admin@example.com

add cancel

If a rule triggers an alarm, an email will be sent to the members of the notification group specified when the
rule was scheduled. For more information about scheduling rules see Section 5.2, “Scheduling Rules”.
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Note

You should ensure that there is a mail server available for sending out alerts and
that there is an account configured for receiving any alerts that are created. For
SMS messages, you must ensure that you have configured your SMS service
settings.

4.6 Logs

Use the Logs link to inspect the various log files associated with the MySQL Enterprise Service Manager.
The following image is an example of this screen.
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Figure 4.8 MySQL Enterprise Monitor User Interface: Logs

Logs

Log Mame Threshold  Last Medified Entries

All N/A Nov 19, 2008 4.07:37 PM 838 3€ clear all logs

Advisors Info MNowv 159, 2008 11:44:28 AM 338 g clearlog [ edt log level
Agent Monitoring | Info M/ 0 € clear log [J» edit log level
Agent Tasks Info MNIA 1] g clearlog [ edt log level
Data Collection | Info MNIA 1) € clear log [J» edit log level
Graphs Info MNowv 15, 2008 11:44:12 AM 4 g clearlog [ edt log level
Groups Info MNIA 1) € clear log [J» edit log level
Inventory Info MNow 15, 2008 11:44:24 AM 4 g clearlog [ edt log level
JOBC Info MNIA 1) € clear log [J» edit log level
Misc Info MNow 15, 2008 11:44:28 AM 11 g clearlog [ edt log level
Migration Info MNowv 159, 2008 1:52:09 PM | 340 € clear log [J» edit log level
Motification Info MNIA 1] g clearlog [ edt log level
Preferences Info MNIA 1) € clear log [J» edit log level
Replication Info MNIA 1] g clearlog [ edt log level
Security Info MNIA 1) € clear log [J» edit log level
sQL Info MNIA 1] g clearlog [ edt log level
Timing Info MNowv 159, 2008 4:07:37 PM | 140 € clear log [J» edit log level
Kwork Warning  N/A 1] g clearlog [ edt log level
Apache Warning Mow 19, 2008 11:26:32 AM | 1 € clear log [J» edit log level
Catalina Warning  N/A 1] g clearlog [ edt log level
Hibernate Warning  N/A 1) € clear log [J» edit log level
Freemarker Warning  N/A 1] g clearlog [ edt log level
Spring Warning M/ 0 € clear log [J» edit log level
EH Cache Warning  N/A 1] g clearlog [ edt log level

The various categories of logs are shown in alphabetic order. The most recent changes to each log are
shown in the Last Modified column. The number of entries in any specific log is shown under the Entries
column.

To view detailed information click the Log Nane. This will open a separate browser window showing the
date, time, alert type, and accompanying message.

On this screen you can filter log information in a couple of ways; by the message type and by time period .
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To filter by message type select from the options in the level drop-down box. These are, in order of
decreasing severity:

e All

e Error

e Warning

¢ Information

» Trace

e Debug

You can also adjust the number of items that appear on each page.

Pressthe cl ear all | ogs link to remove all log entries. To remove entries of a specific kind click the
cl ear | ogs link associated with the specific log you would like to remove. A confirmation dialog box
allows you to back out of this operation and avoid accidentally removing log information.

To clear log files of a specific age see the Dat a Pur ge Behavi or section of the G obal Preferences
page. For more information on this topic see Data Purge Behavior [98].

Usetheedit |og | evel linkto change the type of error logged. The value selected from the Edi t Log
Level dialog box determines what appears under the Threshold column (second from the left in Data
Purge Behavior [98]).

Selecting Er r or from the list box will create the least number of log entries and Debug the most. Choosing
None turns off logging altogether.

It is also possible to download a compressed version of all the log files. For more information, see
Section 4.7, “The Product Information Screen”.

4.7 The Product Information Screen

Use the Product | nformati on link to view detailed information about your subscription level and
contract status.

e Contract Status

The Contract Status section displays the subscription level, expiration date, contract number, the
number of servers supported, and your MySQL Enterprise user name. The Subscription Level section
gives more detailed information, including features and any restrictions that may apply. You may update
your subscription at any time by clicking the update button.

» Subscription Information

The Subscription Information section contains detailed information about your subscription level and
the numbger of hosts currently monitored within your subscription level.

» Enterprise Dashboard Server Info

The Enterprise Dashboard Server Info section provides detailed information about the running of your
MySQL Enterprise Service Manager, including information about the Java environment, hostname and
version information.
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The section also includes detailed information about the current status of your MySQL Enterprise
Service Manager, showing information on the agents, rules, and outstanding status of the various
components. The information provded in this section is listed below:

« Pending Heartbeats

* Processed Heartbeats

« Pending Jobs

« Number of Agents

* Monitored mysqld Instances
* Build Version

Diagnostic Report

The page includes a hyperlink, Download diagnostic report. Click this link to download a compressed
version of the MySQL Enterprise Service Manager log files. All the log files found on the Logs page

(for more information about logs see Section 4.6, “Logs”) are contained in this file. It also contains the
Java properties file, the monitored MySQL servers property file, information about the status of the JIDBC
connection and Java threads, and the subscri pti on. xni file. This report is especially useful for
debugging the MySQL Enterprise Service Manager and the MySQL Enterprise Monitor Agent.
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Chapter 5 The Advisors Page
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Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication
Monitor, and MySQL Query Analyzer are only available to commercial customers.
To learn more, see: http://www.mysgl.com/products/enterprise/features.html.

MySQL Enterprise Advisors are a series of scripts that gather information from your MySQL servers using
the Service Manager and the Monitor Agents, analyze that information based on custom rules developed
by MySQL AB, and then offer alerts and advice when necessary. As new rules are introduced, the MySQL
Enterprise Advisors can be updated through the MySQL Enterprise website.

The MySQL Enterprise Advisors fall into the following categories:
» Administration

« Better manage databases

e Suggest improvements for smoother operation
* Heat Chart

« Drive the status indicators in the Heat Chart

« Identify up/down status and performance issues
» Performance

« ldentify potential performance bottlenecks

* Make suggestions for improved database speed
* Replication

« ldentify replication bottlenecks
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« Improve replication design
* Schema
« ldentify schema changes
» Find security loopholes
» Security
* Protect MySQL servers

» Find security loopholes

An advisor category provides a set of rules designed to enforce MySQL best practices for that specific
category. Rules can be targeted to run at the individual server or group level and, upon rule violation,
provide alerts and expert advice on how to address and correct a problem before it becomes a costly
outage.

Individual rules are defined in the i t ens- nysql - moni t or. xnl file. On Windows this file is found in the
C.\Program Fi | es\ nySQL\ Ent er pri se\ Agent\ shar e\ nysql - noni t or - agent directory and on
Unix in the / opt/ mysql / ent er pri se/ agent/ shar e/ mysql - noni t or - agent directory. Find below
the rule for discovering a r oot account with no password.

<| TEM>
<NAME>no_r oot _passwor d</ NAVE>
<Fl ELD>no_passwor d</ Fl ELD>
<SCOPE>t abl e</ SCOPE>
<CODE>
<! [ CDATA[ SELECT COUNT(*) AS no_password FROM nysql . user WHERE user='root' AND password='']]>
</ CODE>
<NAMESPACE>nysql </ NAMESPACE>
<RETURNS>| NTEGER</ RETURNS>
<SOURCE>t abl e</ SOURCE>
<I NSTANCE>nysql . user </ | NSTANCE>
</| TEM>

Your MySQL Enterprise subscription level determines which rules are available to you. Subscription levels
are cumulative, meaning that higher MySQL Enterprise levels have access to all the rules of the lower
levels.

When the Dashboard is first installed, the only rules that are scheduled are those that belong to the Heat
Chart group.

Go to the Advisors screen by logging in to the Dashboard and choosing the Advi sor s tab.

5.1 Installing and Updating Advisors

Instructions for installing Advisors are given in Section 2.2.7.3, “Installing Advisors After Initial Log-in”, and
following. Principally, you need to configure your MySQL Enterprise login or enter your product key before
you can update your Advisors.

If your MySQL Enterprise login is configured, you can download the latest Advisors by navigating to the
Advi sor s page and finding the Check for Updat es link. You can periodically update advisors in this
way.
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Note

If you do not have Internet access and cannot use the online update option you can
manually import advisors. This process is described in Section 2.2.7.3, “Installing
Advisors After Initial Log-in”.

5.2 Scheduling Rules

Once the MySQL Enterprise Advisors have been installed, you can configure which advisors you would like
to run on a scheduled basis.

You can schedule rules by individual server or by group. This is done by first selecting the desired server
or server group from the Ser ver tree found on the left side of the screen. Next select the Advi sor s tab.

Opening the Advi sor s tab takes you to the Curr ent Schedul e page. If you have only just installed the
MySQL Enterprise Monitor then you will only see the Heat Chart group of advisors. Clicking the + button
will show all the rules in the Heat Chart group.

Clicking the + button beside any specific rule will show the servers that this rule is running on, its
frequency, and its status. Initially, all the Heat Chart rules are enabled.

For a more complete description of a rule, click the rule's name. This opens a dialog box that gives detailed
information about the rule.

To view the advisors other than the Heat Chart group, select the Add t o Schedul e link. This will show
all the advisors available for your subscription level.

Rules are grouped by functionality and displayed in alphabetic order. To expand a group click the + button
to the left of the advisor name.

You may activate all the rules in a group by selecting the check box beside the group name. Once selected
you may apply rules against a specific server or a group of servers. A message showing the group of
servers or the specific server you have selected will display immediately below the schedule button. For
example, if the Al | Ser ver s group is selected in the server tree, then the message will read, “Schedule
Advisors Against All Servers”.

To select a specific rule, expand the group tree by clicking the + button. Select the check box to the left of
the rule you wish to schedule. Click schedule to display the following dialog box:
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Figure 5.1 MySQL Enterprise Monitor User Interface: Scheduling Dialog
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The Schedule dialog box allows you to configure the following fields:

» Frequency: Dictates how often the rule will run. The default value for different rules varies but a rule
can be set to run at any interval desired.

Warning

Setting the frequency of a rule involves tradeoffs. Rule evaluation consumes
system resources—CPU, memory, and disk space. While the amount consumed
is small, if you run all the rules against dozens of servers on a very frequent
basis, you may put a significant load on the Service Manager. So select an
appropriate frequency. For example, unless you are stopping and restarting your
servers frequently, rules that check server configuration variables probably don't
need to run very often.

Another consideration is that certain status variables increase monotonically
until a server is restarted. Examples of these are Key_r eads, Qcache_hits,
Questions, Tabl e | ocks_wai t ed, and similar variables. The value returned
by SHOW STATUS for these variables is the value since the server was started
(or since the last FLUSH STATUS command), which is not very useful for
performance tuning, especially if the server has been running for an extended
period of time. For performance tuning it is much better to know the change

in state (for example, delta) of these values over the last 10 minutes, 1 hour,
or whatever time frame is appropriate for your application. The frequency at
which you schedule a rule is the time frame used to calculate the delta values
of these variables, and it is the delta that is used in expression evaluation, not
the absolute value. Consequently, select a frequency that is appropriate for the
metrics being used in the expression.

* Notifications:A listbox of users, natification groups, or both who will be emailed when an advisor
reaches an alert level. Single or multiple selections are allowed. For instructions on setting up notification
groups see, Section 4.5, “Manage Notification Groups”.
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Set the frequency, identify whomever you wish to notify, and click schedule to schedule the advisor. Upon
completion, you should see the message, Successful | y schedul ed.

If you haven't set up global SNMP traps and would like your Network Management System (NMS) to
handle events related to a specific rule then check the Use SNVP Tr aps check box. For more information
about Simple Network Management Protocol (SNMP) see Simple Network Management Protocol (SNMP)
Traps [97].

Scheduling rules using the check box and the schedule button is an effective way to schedule multiple
rules. To schedule a single rule you may also use the schedul e link.

When scheduling more than one rule, you have the option of selecting a check box to use the default
frequency of each rule or you may choose a frequency that will apply to all selected rules. When
customizing the frequency, take care that you choose a value that is appropriate to all the rules selected.

Note
If the agent does not have the SUPER privilege and InnoDB-related rules are
scheduled, a warning will appear in the Dat aCol | ect i on log. This also occurs if

nysql d is started with the ski p- i nnodb option. For more information about agent
rights see Section 2.3.1, “Creating a MySQL User Account for the Monitor Agent”.

5.2.1 Heat Chart Notifications

It is particularly important that Not i fi cat i ons be set for the Heat Chart group of rules. This is easily
done from the Current Schedul e page by clicking the + button beside a rule and then clicking a server.

Doing this opens a window with three tabs—CQver vi ew, Set ti ngs, and Advanced.

The Over vi ewtab shows which advisor group a rule belongs to, a description of its purpose, and a link to
the history of this alert.

In the Set ti ngs tab you can adjust the frequency of this rule and also specify a notification group. To
select more than one contiguous group press the Shi ft key and click the desired groups. (Some web
browsers may require that you drag your selection.) Noncontiguous selections are made by holding down
the Cont r ol key and clicking the desired groups.

If you haven't set up global SNMP traps and would like your Network Management System (NMS) to
handle events related to a specific rule then check the Use SNVP Tr aps check box. For more information
about Simple Network Management Protocol (SNMP) see Simple Network Management Protocol (SNMP)
Traps [97].

The Advanced tab gives detailed information about how this rule is implemented.

5.3 Editing Built-in Rules

The frequency and thresholds defined for a rule are default recommendations. To edit these properties
choose the Creat e/ Edi t Rul e link.

The following image shows the screen used to edit rules:
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Figure 5.2 MySQL Enterprise Monitor User Interface: Editing Rules
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Beside the rule name is the Advi sor drop-down list box, used for setting the advisor group. This list box
shows existing groupings and any you may have added. The Expr essi on textarea shows the advisor
rule, Vari abl e Assi gnnent the data item associated with variable(s) used in the rule and Thr eshol ds
determines when to trigger each alert type.
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The three levels of Threshol ds are I nfo Alert,Warning Alert,and Critical Al ert indicating
increasing levels of severity. Levels can be triggered by the expression result being equal to a certain
value, greater than a certain value, or less than a certain value.

The data items that variables are associated with are operating system (OS) properties such as available
RAM or MySQL characteristics such as the InnoDB buffer pool. To see all available data items drop down
the Dat a |t emlist box. For a listing of these data items see Appendix G, Data Collection ltems.

In Figure 5.2, “MySQL Enterprise Monitor User Interface: Editing Rules” the drop-down Dat a | t emlist box
within the Var i abl e Assi gnnent frame shows the various MySQL server status or operating system
specific variables that may be used in expressions. The text boxes below Thr eshol ds define the levels at
which informational, warning, or critical alerts are issued.

To lower the threshold for an informational alert, simply increase the number given inthe I nfo Al ert text
box.

When a data item can apply to multiple objects, you need to specify which instance to use for that item,
hence the | nst ance text box. In almost all cases this should be set to | ocal . The exceptions are as
follows:

» For CPU-related items set Instance to cpu0. Additional CPUs on a system are referred to as cpul,
cpu?2 and so on.

» There can be multiple disks mounted on a system. To refer to a specific drive set Instance to the name
of of the mounted drive. On Windows this would be C., D:, and so on. On Unix systems, use whatever
is valid for the df command.

* For RAM-related items set Instance to nem

» Where there are table-specific variables, the database name and table name must be specified in the
Instance text box. This topic is discussed in detail in what follows.

Note

It is not possible to have a data item that is unrelated to an instance. This raises the
error, You nmust nmap "<variabl e>" to an instance, and you will be unable
to save the rule.

An agent can only collect data from one MySQL server, so the i nst ance entry for a variable in a rule
does not need to specify which MySQL server to use; no matter how many servers are being monitored
there is always a one-to-one relationship between an agent and its monitored server.

However, on one server there may be multiple occurrences of a variable. For example, there are multiple
possible occurrences of table-specific variables such as Avg_r ow_| engt h because there can be multiple
databases and tables defined in a MySQL server. In this case, the “instance” refers to the database and
table that a data item should be associated with, specified in the form dat abasenane.t abl enane. So,
for example, if you want to reference the Avg_r ow_| engt h of the mysql database user table in an
expression, select the mysql : t abl est at us: Avg_r ow_| engt h from the Data Item list box and specify
mysql . user inthe Instance text box.

On the other hand, in the case of a global server variable, there is only one possible target. For example,
there can only be one instance of del ay_key_wri t e because this variable is global and applies to the
server as a whole. In this case specify | ocal in the Instance text box.

To save your changes click the save button at the bottom of the page.
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Note

You can change only the thresholds and the frequency of built-in rules. So that rules
function properly when updated, other changes are prohibited.

Should you wish to make other changes to a built-in rule, copy it and modify it as
desired.

You can edit a rule even if it is currently scheduled. Your changes will not be overwritten when new rules
are imported using the Check for Updat es link.

5.4 Creating Advisors and Rules

In addition to using and editing the advisors and rules provided by MySQL Enterprise, users can create
their own advisors and rules to meet their own unique needs. To do this go to the Advi sor s page and
choose the Creat e/ Edi t Rul e link.

5.4.1 Creating Advisors

Similar existing rules are grouped together in advisor groups.

The built-in advisors are:

» Administration

» Heat Chart

» Performance

* Replication

* Schema

» Security

The ability to create your own advisor group allows you to create groupings suitable to your circumstances.

You can create your own grouping by simply clicking the create advisor button. Enter an appropriate name
and click the add button. The newly created group will appear in the Advi sor column.

The newly created advisor is added to the list box of advisors shown in Figure 5.2, “MySQL Enterprise
Monitor User Interface: Editing Rules”. You can now use this category of advisors when you create a new
rule.

5.4.2 Overview of Rule Creation

Rules are created using the same screen seen in Figure 5.2, “MySQL Enterprise Monitor User Interface:
Editing Rules”. To begin creating a rule from scratch, click the create rule button. However, the simplest

way to create a new rule is to copy an existing one. Unlike editing an existing rule, when you copy a rule,
every element of that rule is editable.

You can change the rule name, the advisor group that a rule belongs to and you can set your own version
number. In Figure 5.2, “MySQL Enterprise Monitor User Interface: Editing Rules”, you have already seen
how the threshold and frequency of a rule may be altered.

Most importantly you can alter a rule's expression. Expressions are the core of a MySQL Enterprise
Advisor and are used to define the scenario being monitored. An expression can be as simple as a single
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server parameter or can be quite complex, combining multiple parameters with various mathematical
operations.

An expression has two main characteristics:
* An expression defines a situation where a best practice is not being followed
» The result of an expression must always be 1 or 0 (that is, true or false)

If an expression evaluates to true for a specific server, an alarm is raised, indicating that a best practice
is not being followed. If an expression evaluates to false no alarm is raised because the best practice is
indeed being followed.

For example, if having binary logging enabled is considered a best practice for a production server (which
we believe it is), then this best practice is being violated if | og_bi n is OFF. Consequently, the expression
for the “Binary Logging Not Enabled” rule is “%log_bin% == OFF". If this evaluates to 1, an alarm is raised
because the best practice is not being followed.

An expression is made up of one or more variables and zero or more mathematical operators. The MySQL
Enterprise Monitor uses the MySQL database server's expression parser and evaluator For a complete list
of operators and functions see Functions and Operators. For a complete list of the built-in variables used
when creating rules see Server Option and Variable Reference.

Creating an expression is dependent on variables defined in the Variable Assignment frame. This frame
links variables used in the expression field with data gathered from the target MySQL server instance—
server status variables, operating system status information, and table information. Variable names are
associated with elements in the Data Item drop-down list. If you need to define more than one variable
simply click the add row button. For a complete listing of the data collection items used in creating rules
see Appendix G, Data Collection Items.

The remaining fields determine the information that displays in a notification email or the informational pop-
up window associated with each advisor.

Note

When saving a new rule ensure that you do not duplicate the name of an existing
rule.

5.4.3 Variables

When an expression is evaluated variables get replaced by values. For example, part of the expression for
the “MyISAM Key Cache Has Sub-Optimal Hit Rate” rule calculates the hit rate as follows:

100- ((%Key_reads% / %Key_read_request s% *100)

If the current value of %Key r eads%is 4522 and the current value of %Key read request s%is 125989,
the hit ratio assesses to 96.4%:

100 -((4522 / 125989) * 100)

By convention, the Advisors supplied by MySQL use ‘% as the delimiter, for example, %Key r eads% This
makes variables more readily identifiable.

In addition to being used in an expression, variables may also be used in the Descri pti on, Advi ce,
Acti on, and Li nks attributes of a rule. This allows you to report the current value of an expression.
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Thresholds

For instance, you can add the message, “The current value of Key_reads is %Key reads%.” to the
Advi ce text box. When this is displayed on the screen, the value of %Key r eads%is substituted into
the text. Supposing %Key r eads%has a value of 4522, the message becomes “The current value of
Key reads is 4522."

5.4.4 Thresholds

Each expression has a threshold value that triggers an alert. The THRESHOLD keyword is used to associate
that value with an alert level—either an | nf o, War ni ng, or Criti cal alert.

For example, the expression for the performance advisor, “Thread Cache Size May Not Be Optimal”, is:

100- ((%rhr eads_created% / %Connecti ons% * 100) < THRESHOLD

The THRESHOLD is set at 95% for an Info level alert, 85% for a Warning alert, and 75% for a Critical alert;
producing alerts of three different levels.

Expressions can be quite simple. The expression for “Binary Logging Not Enabled” (one of the
Administration alerts) is:

% 0g_bi n% == THRESHOLD

When the result is OFF, only one alert is triggered—a Warning level alert. In this situation you might think
we could just use the expression % og_bi n% == " OFF". However, doing this would not test binary
logging against a threshold so would not result in an alert.

When you create an expression, think carefully about the conditions under which it should be evaluated
and the conditions under which it should not. For example, the expression for the “MyISAM Key Cache Has
Sub-Optimal Hit Rate” rule is:

(%Jpti me% > 10800) && (%Key_read_requests% > 10000) »
&& (100- ((%<ey_reads% / %ey_read_requests% * 100) < THRESHOLD)

The essence of the rule is really: ( 100- ( (%Key_reads% / %ey_read_requests% ) * 100)

< THRESHOLD) . However, when a server is first starting up, it may take a while to reach a state that is
representative of normal operations. For example, the key cache and the query cache may need some
period of time before they have cached typical application data as opposed to start-up and initialization
data. In this case, the first part of the expression, ( %Jpt i nre% > 10800) , holds off evaluating this
expression until the system has been running for 10800 seconds (3 hours).

In addition, if some part of the system is not heavily used an alert may be triggered based on limited data.
For example, if your application does not use the MyISAM storage engine, the “MyISAM Key Cache Has
Sub-Optimal Hit Rate” rule may be triggered based on very limited use of other MyISAM tables such as
the mysql . user table. For this reason, this advisor has a second part— ( %Key read_request s% >
10000) —meaning the rule won't be evaluated unless there is plenty of activity associated with the key
cache.

In other circumstances, there may be periods of time during which you don't want a rule to be evaluated
—a blackout period. For example, the expression for the “Slave Too Far Behind Master” rule is:
%seconds_Behi nd_Mast er % > THRESHOLD. However, suppose you run a backup process between 6
and 7 pm on a replication slave, and it's normal for that slave to get behind the master by an amount more
than the THRESHOLD during that time. In that case you don't want to receive an alert because the rule
violation is expected. You can achieve this by adding the following to the expression: && CURTIME() NOT
BETWEEN '18:00:00' AND '19:00:00' In essence, this means “don't trigger an alert between 18:00:00 and
19:00:00 (6 pm and 7 pm)”.
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5.4.5 Using Strings

String values may appear in the Expr essi on or the Thr eshol ds text boxes. In both cases, they must be
enclosed within quotation marks. For example, the expression for the “Slave 1/0 Thread Not Running” rule
is:

(%8l ave_runni ng% == "ON') && (%8l ave_| O Runni ng% ! = THRESHOLD)
In similar fashion the Cri ti cal Al ert s threshold text box is set to a value of " Yes".

When the expression is evaluated, either " OFF" or " ON" will be substituted for %8l ave r unni ng% and
"Yes" or " No" for %5l ave | O Runni ng% depending on the state of your system. If the slave is running
but the I/O thread is not, the expression then becomes:

("ON' == "ON') && ("No" != "Yes")
Without quotation marks this expression would not evaluate to TRUE as it should.
Note

So that it is interpreted properly, the == operator is converted to = before being
passed to the MySQL expression parser.

5.4.6 Wiki Format

When editing or defining a rule, the text entered in the Pr obl em Descri pti on, Advi ce, Recomended
Action,andLi nks and Further Readi ng text boxes may be formatted in Wiki format. This allows
you to format text and add hyperlinks when creating or editing your own rules.

Find a brief introduction to using Wiki formatting in the following table.

Table 5.1 MySQL Enterprise Monitor: Wiki Formatting

Example Description

__bold__ boldface text

~~italic~~ italicize text

\\ create a line break

W\ create a double line break

WG create a backslash

Yitem1l create a bulleted list item

#item 1 create a numbered list item

\ use the \ ' to escape special characters
{morelnfo:name|url} create a hyperlink

So the following Wiki text:

Replication is a __very nice feature__ of MySQ.. Replication can be very

useful for solving problens in the foll ow ng areas:

* Data Distribution
* Load Bal anci ng
* Backup and Recovery
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You can check replication status and start a slave using the foll ow ng
commands: SHOW SLAVE STATUS \\\\ G\ START SLAVE;
{norel nfo: My\SQL Manual : Replication

FAQ http://dev. mysql . com doc/ ref man/ 5. 0/ en/replication-faq. htm}

Would be translated into the following HTML markup:

Replication is a <b>very nice feature</b> of M/SQL. Replication can be very
useful for solving problens in the follow ng areas:
<ul >
<li>Data distribution</li>
<l i >Load Bal anci ng</1i>
<l i >Backup and recovery</li>
</ ul >You can check replication status and start a slave with the follow ng
commands: SHOW SLAVE STATUS \ G <br/>START SLAVE;
<a href="http://dev. nysql.conl doc/refman/5. 0/ en/replication-faqg. htm "
target="_bl ank" >M/SQL Manual : Replicati on FAQ</ a>

5.4.7 Creating a New Rule: An Example

This section documents the steps required to create a rule. Before attempting to create a rule, please
review the preceding sections of this chapter.

This example creates a rule that checks the number of rows in a table. Having 50,000 rows in this table is
deemed to warrant a critical alert. Lesser numbers are assigned to informational and warning level alerts.

Begin by navigating to the Advi sor s tab and clicking the manage r ul es link. Then choose the create
rule button.

Create your custom rule by following these steps:

1. Using the Rul e Nane text box, give the rule an appropriate name. Something such as "Excessive
number of records in t abl e_nane table", may be appropriate.

2. From the Advi sor drop down list box choose an advisor group for your rule. The Admi ni strati on
group of rules might be suitable but if you wish, create your own group of advisors. For instructions on
doing this see Section 5.4.1, “Creating Advisors”.

3. Enter the following expression in the Expression text area: '%t abl e_nanme_num_rows% >
THRESHOLD'. Replace t abl e_nane with the name of the table you wish to monitor. Note that the
variable % abl e_nanme_num r ows% has not yet been defined.

4. Set the Thresholds.
a. SettheCritical Alert levelto50000.
b. Setthe Warni ng Al ert level to 10000.
c. Setthelnfo Alert levelto5000.
5. Define your variable in the Var i abl e Assi gnnment frame.

a. Inthe Vari abl e text box enter ' % abl e_name_num r ows % the variable used in the
Expr essi on text box

b. Inthe Dat a |t emdrop down list box find and select the nysql : t abl e: nunr ows entry. (For a
description of all the data items available see Appendix G, Data Collection Items.)

c. Inthe |l nst ance text box enter dat abase _nane. t abl e _nane.
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6. Add appropriate entries for the Pr obl em Descri pti on, the Advi ce, and the Li nks text areas. If
you wish, use Wiki markup for these text areas. See Section 5.4.6, “Wiki Format” for more information.
Note that you can also reference the ' % abl e_nanme_num r ows%variable in these text areas. For
example, you can display the current number of rows with a message such as 't abl e_nane currently
has %t abl e_nane_num_rows% rows.'

7. Save the rule.

Once the rule is created it needs to be scheduled against the server that contains the database table you
wish to monitor. For instructions on scheduling rules see Section 5.2, “Scheduling Rules”.

5.4.8 Creating a Custom Data Collection Item

Section 5.4.7, “Creating a New Rule: An Example” shows how to create a custom rule and Appendix G,
Data Collection Iltems shows the data items that can be used in rule creation. However, in some
circumstances you may want to create a rule that uses a custom data collection item.

This section describes how to create a custom data collection item. The steps are as follows:
1. Create an XML file to define how the data is collected.
2. Point the agent configuration file to this XML file.

3. Restart the agent.
5.4.8.1 Creating and Using a Custom Data Item XML File

As an example, this section shows how to create a data item for monitoring the amount of free InnoDB
tablespace. The format and content of the XML file that defines the data to be collected is as follows:

<?xm version="1.0" encodi ng="utf-8"?>
<cl asses>
<cl ass>
<nanespace>nysql </ nanmespace>
<cl assnanme>i nnodb_m n_f r ee</ cl assname>

<quer y><! [ CDATA[ SELECT M N(substring_i ndex(substring_i ndex(table_coment," ",3)," ",-1)/1024/1024)
as Free FROM | NFORVATI ON_SCHEMA. TABLES WHERE engi ne = ' | nnoDB' ]] ></ query>
</cl ass>

</cl asses>

The above works in MySQL 5.1.23 and earlier. For MySQL 5.1.24 and later, the information is reported
within the dat a_Fr ee column, and would need to be declared as:

<?xm version="1.0" encodi ng="utf-8"?>
<cl asses>
<cl ass>
<nanespace>nysql </ nanespace>
<cl assnane>i nnodb_m n_free</ cl assname>
<quer y><! [ CDATA[ SELECT M N(dat a_free/ 1024/ 1024)
as Free FROM | NFORMATI ON_SCHEMA. TABLES WHERE engi ne = ' I nnoDB' ] ] ></ query>
</cl ass>
</ cl asses>

Save this file as:

» Windows: C:\ Program Fi | es\ MySQL\ Ent er pri se\ Agent\ shar e\ mysql - proxy\itens
\'i nnodb_m n_free. xm
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e Unix:/ opt/ nysql /enterprisel/ agent/share/ nmysql - proxy/itens/innodb_mn_free. xm

» Mac OS X:/ Appl i cations/ nysql/enterprise/agent/share/ nysql - proxy/itens/
i nnodb_m n_free. xm

After saving this file, you must point your nysql - noni t or - agent . i ni file to it. ( For the location

of this file on your operating system see Section 2.3.6.1, “MySQL Enterprise Monitor Agent (mysq|l -

noni t or - agent . i ni ) Configuration”.) Find the [ mysqgl - pr oxy] section and add the file name

i nnodb_m n_free.xm totheitemfil es parameter using a semi-colon as a separator. For example:

[ nysql - proxy]

itemfiles = itens-nysql-nonitor.xmn ,innodb_mnin_free. xn

For this change to take effect you must restart the agent. To do this see:
» Windows: Section 2.3.5.1, “Starting/Stopping the Agent on Windows”

» Unix: Section 2.3.5.3, “Starting/Stopping the Agent on Unix”

* Mac OS X: Section 2.3.5.2, “Starting/Stopping the Agent on Mac OS X"

Once the agent has restarted, you will find the new data item in the Dat a | t emdrop down list box on the
Rul e Definition page. Its fully qualified name is nysql : t abl e: i nnodb_m n_free.

5.5 Disabling and Unscheduling Rules

In some circumstances you may no longer wish to apply a rule against a specific server or group of servers
and in other circumstances you may want to suspend a rule for a short length of time. With this in mind, it is
possible to disable or unschedule a rule.

To disable or unschedule an advisor choose the Current Schedul e screen of the Advi sor s tab.

Rules may be disabled or unscheduled using the buttons on the upper or lower left of the screen. You may
also change a rule by clicking the enabl ed or unschedul e hyperlink to the right of a rule. The buttons are
particularly useful when you are altering more than one rule.

To no longer run a rule against a specific server, expand the advisor group and the specific rule by clicking
the + button. You may then click the unschedule button. When the dialog window opens, choose the
unschedule button and that rule will no longer be applied. If you wish to back out of the operation choose
cancel. If, at a later date, you wish to institute this rule again, you may do so from the Add to Schedul e

page.

If you want to suspend a rule temporarily, use the disable button and follow the same process you would
for unscheduling. Once a rule is disabled the link under the status column changes to red and reads

di sabl ed. When a rule is disabled, data is no longer collected for that rule. A disabled rule is easily re-
enabled by clicking the di sabl ed link or by using the enable button.

Multiple rules may be altered for one or more servers by selecting the appropriate check box and then
clicking the unschedule, enable, or disable button.

Note

Rules associated with the heat chart cannot be disabled or unscheduled as they are
required by MySQL Enterprise Monitor.

124



Advisor Blackout Periods

5.6 Advisor Blackout Periods

Database servers require regular maintenance and during these periods you may wish to stop Monitor
Agents from reporting their findings. During a blackout period rules are not evaluated and notifications
are put on hold but Monitor Agents continue to collect data . In this respect blacked-out rules differ from
disabled rules; data continues to be collected and stored in the repository.

Blackout periods are enabled by entering the following URL into the address bar of your browser,
substituting the appropriate host name, port and server hame:

http://1 ocal host: 18080/ rest 2command=bl ackout »
&server _nanme=SuSE: 3306&bl ackout _st at e=true

If you are unsure of the host name and port to use, check the confi gurati on_report.txt file. Be sure
to specify the correct port for the Tomcat server. Specify the server you wish to blackout using the name
that appears in the Server Tree, being sure to include a colon and port number as shown in the preceding
example.

An HTTP authentication dialog box requesting your Dashboard user name and password will open. Specify
the administrator's credentials. The default user name is adni n; use the password you specified when you
initially logged in to the Dashboard.

You can also blackout a server group by entering the following URL into the address bar of your browser,
substituting the appropriate host name, and server group name:

http://| ocal host: 18080/ r est 2conmand=bl ackout »
&gr oup_nane=Fi nance&bl ackout _st at e=true

When the HTTP authentication dialog box opens, enter the administrator's credentials.

You can confirm that a server is blacked out by looking at the server name in the Dashboard; the name of
a blacked out server is greyed.

To reactivate the blacked-out server or server group, use the appropriate URL and query string, changing
the bl ackout _st at e=t r ue name/value pair to bl ackout _st at e=f al se. Again, this must be done by
a user with administrative privileges.

Note

Restarting MySQL Enterprise Monitor will not reactivate a blacked out server.

5.6.1 Scripting Blackouts

Rather than opening your web browser and blacking out a server by typing entries into the address bar,
you can write a script to achieve the same effect. This section documents a sample blackout script that can
be run from the command line.

Create the following file and save it as bl ackout . pl .

#!/ usr/ bi n/ perl
use LW 5.64

# USACE: bl ackout.pl servicemanager: 18080 admi n password servernane: 3306 true
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Scripting Blackouts

# $ARGV[ 0] = nmnagenent server hostnane: port

# $ARGV[ 1] = nmmnagenent server usernane

# $ARGV[ 2] = nmmnagenent server password

# $ARGV[ 3] = nysqgld nmanaged i nstance server nane and port
# $ARGV[ 4] = bl ackout state (true/fal se)

ny $browser = LWP:: User Agent - >new,
$br owser - >cr edent i al s(

$ARGV] 0],

$ARGV[ 1] ,
$ARGV 2]

)i

ny $url = URI->new(' http://'.$ARGV[O0]. ' /rest');

$url ->query_form( # And here the formdata pairs:
' command’ => ' bl ackout ',
'server_nanme' => $ARGV[ 3],
"bl ackout _state' => $ARGV| 4]

)i

ny $response = $browser->post( $url );
if (!$response->is_success) {

di e $response->status_line . "\n";

}
Note
Windows users can omit the shebang line.
On Unix systems use the chnod +x bl ackout . pIl command to make the file executable.

At the command line enter bl ackout . pl servi cenmanager: 18080 adni n password
servernane: 3306 true.

If you are unsure of the host name and port to use, check the conf i gurati on_report.txt file. Be sure
to specify the correct port for the Tomcat server. Specify the server you wish to blackout using the name
that appears in the Server Tree, being sure to include a colon and port number as shown in the preceding
example. Make sure that the user you specify is a "manager". Specifying a user with "dba" rights only will
not black out a server and no error will be displayed.

You can confirm that a server is blacked out by looking at the server name in the Dashboard; the name of
a blacked out server is greyed. To end the blackout, run the same script, changing the final argument to
fal se.

Note

Restarting MySQL Enterprise Monitor will not reactivate a blacked out server.
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Chapter 6 The Events Page
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Once an advisor has been scheduled, it will run at set intervals. If it finds nothing of interest no alerts or
emails will be created.

Events are defined using a number of different levels according to the severity of the alert. The seven
levels are

Failure: Indicates a failure for the given rule or event. Usually this indicates that the rule on which the
event is based has failed, probably due to a typo or other error. Occasionally it can indicate a failure to
retrieve the required information for a given rule.

Critical: The event is critical and requires immediate attention. Critical events normally indicate that a
serious problem has, or is about, to occur. You should examine the event and determine the cause and
fix it as soon as possible.

Warning: The event is a warning of something that you should be aware of, but which is not affecting the
operation of your server.

Info: The event is for informational purposes. Info events are used to indicate issues that do not affect
the operation of your server, but which may highlight a minor configuration or other issue.

Success: The rule has executed successfully with no issues. This is used to indicate that the result of
the rule is OK and is used to indicate when an event that was previously in a Critical or Failure state has
returned to normal.

Unknown: Indicates when the current state of the event/rule is currently unknown. This state can be
issued when the current status of the event cannot be determined.

Closed: The issue has been corrected and marked closed.

For convenience, the event states are also represented by icons, as defined in the table below. The table
also shows the relative level of the alert from the highest (Critical) to the lowest (unknown). The order
represented here is used when identifying when an event has transitioned between levels (for example,
from Success to Critical), hence triggering a notification, and when sorting events based on their current

state.

Icon Description

(1] An octagonal red icon indicates a critical alert.
i A triangular yellow icon a warning.

(EX] A conversation bubble an informational alert.
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Icon Description

A star beside an event indicates that the rule has run successfully and no alert
created.

) A question mark icon indicates that the status of the rule is unknown.

When alerts are triggered, they appear on the Events screen. Alerts also appear on the Moni t or
screen in order of severity. The notification group or groups associated with a specific rule receive
email notification when an alert is triggered. For more information about creating notification groups see
Section 4.5, “Manage Notification Groups”.

To view open events, click the Events tab. The tree-view on the left determines which server or server
group these events belong to. Open events are shown in tabular format.

Figure 6.1 MySQL Enterprise Monitor User Interface: Events Screen

severity From To Advisors Rukes
Al =] | [Z] | ancategories ML
Status Limit

Al w[[20 | iter | reset |

| Severity Server Advisor Ruke

|_ T susie:3306 HeatChart | CPU 11D Lsage Excessive

I_ T susieC:3306 HeatChart CFPLU Usage Excessive

|_ a4 susie:3306 HeatChart | RAM Usage Excessive

|_ T susie:3306 HeatChart  MySQL Agent Mot Reachable

I_ @ suse: 33056 HeatCThart  Tabk Scans Excessive

|_ i susie:3305 Security Users Can View All Databases On My 3QL Server
|_ susie:3305 Security Server Includes A Root User Account

I_ susiel:3305 Security server Has Anonymous Accounts

The event table has the following columns:

» Severity: An icon indicating the severity of the alert

» Server: The name of the server the alert applies to

» Advisor: The category of the advisor

* Rule: A short description of the rule that has been violated

* Time: The approximate time the event occurred
» Status: The status of the event
* Unnamed Column: Provides a link to the Cl ose dialog box

By default, all events are shown but the list of events can be filtered using the form displayed above the
event list. The options include filtering by:
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Closing an Event

e Severity

Date (using a range with From/To)

» Advisor group

Specific rule
e Status

Choose the options you are interested in and click the filter button to refresh the display. You may limit the
number of items that appear on a page by choosing a different value from the Limit drop down listbox.

The drop down list box showing severity has the options: Al | , Al erts, Critical, Warni ng, I nfo,
Success, and Unknown. Selecting the option Al | shows all alerts and also those rules that have run
successfully.

A successful rule is one that has not been violated and is indicated by a star icon.
The Al ert s shows only those rules that have been violated.

Columns can be sorted by clicking the individual column headings. The alerts shown in Figure 6.1, “MySQL
Enterprise Monitor User Interface: Events Screen”.

The server shown in Figure 6.1, “MySQL Enterprise Monitor User Interface: Events Screen”, is filtered
for Al | . Typically, when filtering by severity you would choose Al ert s and, ifyouseea Criti cal,
War ni ng, or | nf o alert, use the Al | filter to see when the rule last ran successfully. This may assist in
determining the cause of the alert.

Besides filtering for severity, you can also choose to filter for a specific time period using the Fr omand To
text boxes. You also have the choice of filtering by specific rules or categories of rules. The St at us drop-
down list box let's you choose Al | , Open, or Cl osed events. To avoid excessive scrolling, you can also
limit the number of events that show on a specific page.

For more information about an alert, click the rule name. A pop-up window will appear showing a
description of the alert and the exact time of occurrence. This pop-up windows provides links to useful
resources and advice for resolution. You can also view the exact expression that generated the event.

6.1 Closing an Event

After determining what action to take, events should be closed.

To resolve an individual alert click the cl ose link in the Operations/Notes column. Document the
resolution using the Not es text area and choose the close event(s) button.

To close a number of alerts simultaneously, select the check box beside the alerts you wish to close and
then click the close button to the lower or upper left side of the screen.

Once an event has been closed it appears on the Events screen showing ar esol uti on not es link.
Click this link to review the notes. Events that have been closed are saved in the Repository. If you wish to
view closed events filter the display by choosing Cl osed from the Status drop-down box.

6.2 Notification of Events

If you have created notification groups and then configured individual rules to send their notification to one
or more groups then the notification works as follows:
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Notification of Events

 Noatification of an event takes place when a rule is executed and the severity level for a given rule
changes. For example, if during execution of a rule, the result of the rule goes from severity level
Success to Criti cal, the configured notification groups will get one email with the detail of the event
and current status.

« If the status of the event has not changed when the rule is next executed, no new email is sent.

This is true whether the rule is executed as part of it's normal schedule or execution of the rule has been
explicitly requested.

SNMP notifications are sent each time a given rule is executed, irrespective of the current or returned
state.
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Chapter 7 The Graphs Page
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Navigate to the Gr aphs page by choosing the Graphs tab.

By default four graphs are displayed on the Moni t or page. These graphs present information about
the currently selected server or server group, showing the hit ratios, CPU utilization, connections, and
database activity. Color coding helps distinguish different aspects of each graph.

From the Moni t or page you can make permanent or temporary changes to the way a graph is displayed.
For example, you can choose to display the last hour's activity or you can choose to view a specific period
of time.

Persistent changes to the way the graphs display are only made from the Moni t or page. You can set

the size of the thumbnails and the full-sized graphs and you can also set their refresh interval. For more
information, see Section 3.2, “The Server Graphs and Critical Events”. As with the Moni t or page, the data
shown in the graphs is determined by the server or group of servers selected in the server tree.

The G- aphs page shows all the available graphs and provides the capability of adjusting the scale of the
graphs, allowing a more or less detailed view as the situation requires. To ensure that you have the latest
versions of the various graphs click on the Check For Updates link on the top left of this page.

7.1 Displaying Graphs

The total number of graphs varies depending upon your subscription level. The four graphs that appear by
default on the Moni t or page are:

* Hit Ratios

» Database Activity
» Connections

» CPU Utilization

When the Gr aphs page is first opened, no graphs are visible. To view a graph click the + button on the left
or, to view all graphs, use the expand all button.

The larger size of graphs is the primary reason for viewing graphs on the Gr aphs page rather than on
the Moni t or page. Additionally, you can only show a maximum of six graphs on the Moni t or page; the
remaining graphs can only be viewed from the Gr aphs page.
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Setting an Interval

7.2 Setting an Interval

Change the interval for a graph by choosing values from the Hours and Minutes drop-down list boxes. If
necessary adjust the width and height of the graph and then click the update button. The changes to the
time span apply to all the graphs on the Gr aphs page but have no effect on the graphs on the Moni t or

page.

To change the graphs both here and on the Moni t or page use the confi gure graphs link on the top
right. This opens a dialog box for setting the default interval for the x-axis. Save any changes that you have
made and the values chosen will be the defaults whenever you log in. You can also change the defaults
from the Moni t or page as described in Section 3.2, “The Server Graphs and Critical Events”; defaults for
other users will be unchanged.

Use the reset button to restore the default value for the interval. Doing this will also reset the default size of
the graphs.

7.3 Setting a Time Span

Setting a graph to display a time span gives you a historical perspective on server activity. You may want
to know what was happening at a specific point in time or you may wish to look at an extended period to
determine patterns or trends. Changing the time span gives you the flexibility to do this.

In the Time Display drop-down list box select the Fr on1 To option. Choosing this option updates the
display to include To and From text boxes.

Set the date you wish to start viewing from by manually entering the date in year, month, and day format
(2007-03-14). However, it is much easier to click the calendar icon and choose a date from the drop-down
calendar. Enter a terminating date in the same way. If you wish, you may also choose the specific time of
day by selecting the hour and minute.

If necessary adjust the width and height of the graph and then click the update button. The changes to the
time span apply to all the graphs on the Gr aphs page but have no effect on the graphs on the Moni t or
page. You cannot change the time span of the graphs that appear on the Moni t or page. Changes apply
only to the current user; defaults for other users will be unchanged.

Use the reset button to cancel your changes.
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Query Analyzer enables you to monitor the statements being executed on a monitored server and retrieve
information about the query, number of executions and the execution times of each query. Queries are
normalized, so that the unique data defined within each query has been removed. By removing the data
specific elements of the queries, the generic queries can be counted and identified more easily.

Important

MySQL Query Analyzer is designed to gather query performance information from a
variety of sources. Query Analyzer uses a new agent plug-in to proxy your queries
and collect performance data that is then transmitted to the Enterprise Monitor.

This is a new role for the Agent: it is no longer just monitoring, it is now optionally
between your MySQL client application and the mysql server.

Depending upon your system load, it is possible to overload the proxy or have

the proxy/agent consume system resources needed by mysq| itself. In particular,
the memory needed by the MySQL Agent for basic monitoring is fairly small and
consistent and depends on the number of rules you have enabled. However, when
the Query Analyzer is enabled, the Agent can use significantly more memory to
monitor and analyze whatever queries you direct through it. In this case, the amount
of memory used depends on the number of unique normalized queries, example
gueries and example EXPLAI Ns being processed plus the network bandwidth
required to send this query performance data to the Service Manager. In general,
the amount of memory used for the Query Analyzer is well-bounded, but under
heavy load or, in some cases under older versions of linux, RAM usage by Query
Analyzer may be too high for your environment and load.

Therefore we advise you to use this release of Query Analyzer extensively in
development, test and stage environments under load for an extended period of
time before considering usage in a production environment. For all deployments:

1. Carefully monitor the Agent's resource consumption using the new graph
Memory Usage - Agent graphs available on the Graph tab. You can also
add an SMTP or SNMP notification to the new Heat Chart rule MySQL Agent
Memory Usage Excessive.
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2. If the amount of memory consumed is too high, consider sampling queries
during nonpeak hours or monitoring only a subset of queries on this system.

If you experience any problems with Query Analyzer, we're interested in working
with you closely and quickly to resolve them. Please open a Support issue right
away. We're already working hard on optimizing Agent/proxy RAM usage and
are planning a series of rapid releases to quickly distribute these and other
improvements to you.

Query Analyzer works by intercepting the SQL statements that your MySQL client application sends to the
MySQL server. Instead of connecting direct to the MySQL Server, queries are routed through the MySQL
Enterprise Monitor Agent, the agent/proxy forwards the queries on to the server and sends the replies back
to the client application as normal. In addition to forwarding the queries, the agent/proxy will also normalize
the queries and then supply the execution information about each query to the monitor. The forwarding
functionality is provided by the same module that supports the MySQL Proxy application. For information
on MySQL Proxy, see MySQL Proxy.

Important

The MySQL Proxy component, and Query Analyzer, require that clients connecting
through MySQL Enterprise Monitor Agent are using MySQL 5.0 or later. Clients
that use the library provided with MySQL 4.1 or earlier will not work with MySQL
Enterprise Monitor Agent.

Once your MySQL client application has been configured to communicate using the MySQL Enterprise
Monitor Agent, queries will be monitored and the simplified queries, without the query specific data, will be
sent to the MySQL Enterprise Monitor Agent.

There are a number of different ways that you can enable Query Analysis. For more information on the
different options, see Section 8.1, “Enabling Query Analyzer”.

To analyse the queries captured by the agent/proxy, change to the Query Anal yzer page. You can see
an example of the table on that page in the figure below.
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Figure 8.1 MySQL Enterprise Monitor User Interface: Query Analyzer
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SELECT process_mode , p...ess_mode , process_type (1) intranet_mcslp B 1.674
SELECT media_photo . ph... RDER BY RANDY{ ) LIMIT 7 (1) intranet_mcslp 1 0.259
SELECT process_mode , p...ess_mode , process_type (1) intranet_mcslp 1 0.241
SELECT data , COUNT( DI...P BY data ORDER BY data (1) intranet_mcslp 1 0.217
SELECT DISTINCT( media_... , photoid DESC LIMIT 7 (1) intranet_mcslp 25 1.781
SELECT DISTINCT( album ...RDER BY RAND( ) LIMIT 7 (1) intranet_mcslp 1 0.193
INSERT INTO currencies . ALUES({ 7, 7,7, 71 (1] intranet_mcslp 5 0.109
SELECT COUNT( DISTINCT({...cto_meta WHERE type = 7 (1) intranet_mcslp 1 0.095
SELECT COUNT( videoid )...7 ) ) AND last_view > 7 (1) intranet_mcslp 5 0.100
INSERT INTO stocks (da. ALUES(?,7,7,7)1(1) intranet_mcslp 2 0.078
SELECT * FROM statmon_m...e_disk WHERE statid = ¥ (1) intranet_mcslp g2 3.202
SELECT SUM( data ) , CO... media_video . typa = 7 (1) intranet_mcslp 2 0.082
SELECT media_photo . ph... RDER BY RANDY{ ) LIMIT 7 (1) intranet_mcslp 24 0.231
SELECT DISTINCT( machin...DATE( ) , logtime ) = 7 (1) intranet_mcslp 23 0.786
INSERT INTO markets (d. ALUES (7, 7,7, 71(1) intranet_mcslp 7 0.057
SELECT DISTINCT( media_...RDER BY RAND( ) LIMIT 7 (1) intranet_mcslp 1 0.042
SELECT COUNT( DISTINCT{...st) ) FROM media_audio (1)  intranet_mcslp 1 0.033
SELECT ({ COUNT( DISTINC... * 7) FROM media_audic (1) intranet_mcslp 2 0.065

The main Query Analyzer table provides the summary information for all of the queries executed using the
agent/proxy. The table will track all the queries submitted to the server using the agent/proxy. The table will
show a maximum of 20 rows, and you can page through the list of queries by using the page numbers, or
the next, previous, first, and last buttons. To filter the list of queries that are displayed, or to change the
number of queries, see Section 8.3, “Filtering Query Analyzer Data”.
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Each row within the table provides the statistical information for one normalized query statement. If you
have configured multiple agent/proxies to accept and forward queries to different servers, then you can
expand the server view. The summary information displayed is different depending on whether you have
selected a server group or an individual server.

If you have selected a server group, then the information displayed is aggregated from across the entire
group. The same query executed on multiple servers will show average, total and minimum/maximum
information for that query across all the servers. If you select an individual server, then only queries
executed on that server are included within the table.

For each row, the following columns are populated according to the selected filtering options. For example,
if the filter have been configured to show queries within the last 30 minutes (Interval), then only queries
executed during that time will be displayed, and the corresponding statistics, such as execution times, rows
returned and bytes returned will be according to that 30 minute timespan.

* Query: The normalized version of the query. Normalization removes the query-specific data so that
different queries with different data parameters are identified as the same basic query.

The information is shown as one query per row. Each query row is expandable, and can be expanded to
show the execution times for individual servers for that query.

» Database: The default database in use at the time of the query. The database name may not match the
database used within the query if you have have explicitly stated the database name in the query.

« Exec Count: The number of times that the query has been executed.

» Exec Time: The execution time for all the matching queries. This is the time, for every invocation of the
corresponding query, as calculated by comparing the time when the query was submitted and when the
results were returned by the server. Times are expressed in HH:MM:SS.MS (hours, minutes, seconds,
and milliseconds).

The Execution column is further subdivided into the following columns:

* Count: The total number of executions.

Total: The cumulative execution time for all the executions of this query.
« Max: The maximum execution time for an execution of this query.
« Avg: The average execution time for the execution of this query.

When looking at the information provided in this query, you should consider comparing the average and
maximum execution times to see if there was a problem on a specific server or during a specific time
period when the query took place, as this may indicate an issue that needs to be investigated. For more
information, see Section 8.4, “Using Query Analyzer Data”.

Note

Due to limitations in the counters used for monitor queries on Windows, the time
reported for short queries may be reported 0.000. This will be fixed in a future
release.

* Rows: The rows returned by the query. The column is sub-divided into the following columns:
« Total: The sum total number of rows returned by all executions of the query.

« Max: The maximum number of rows returned by a single execution of the query.
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Enabling Query Analyzer

« Avg: The average number of rows returned by all executions of the query.

» Bytes: The number of bytes returned by each query. The column is sub-divided into the following
columns:

« Total: The sum total bytes returned by all executions of the query.
« Max: The maximum number of bytes returned by a single execution of the query.
e Avg: The average number of bytes returned by all executions of the query.

» First Seen: The first time the query was seen within the given filter conditions.

You can sort the list of queries by clicking the column name. The direction of the sort (highest to lowest, or
lowest to highest) is indicated by a triangle next to the currently selected column. The default is to sort the
list of queries by the Total Execution time.

8.1 Enabling Query Analyzer

There are three different ways of enabling query analyzer:

» Change your MySQL client application to talk to the Proxy port you configured during installation.
This requires changing your MySQL client application code, and may require that you stop and restart
your MySQL client application , but does not require any changes to your MySQL server. For more
information, see Section 8.1.1, “Enabling Query Analyzer by Changing the MySQL Client Application”.

» Change your MySQL server to listen on a different port, and configure the Agent/proxy to listen on the
original MySQL server port. This does not require any changes to your MySQL client application , but will
require shutting down and restarting your MySQL server, which may affect your cache and performance.
For more information, see Section 8.1.2, “Enabling Query Analyzer by Changing MySQL Server”.

» Use IP tables to redirect the network packets to the agent/proxy.
Important

MySQL Query Analyzer is designed to gather query performance information from a
variety of sources. Query Analyzer uses a new agent plug-in to proxy your queries
and collect performance data that is then transmitted to the Enterprise Monitor.

This is a new role for the Agent: it is no longer just monitoring, it is now optionally
between your MySQL client application and the mysql server.

Depending upon your system load, it is possible to overload the proxy or have

the proxy/agent consume system resources needed by mysq| itself. In particular,
the memory needed by the MySQL Agent for basic monitoring is fairly small and
consistent and depends on the number of rules you have enabled. However, when
the Query Analyzer is enabled, the Agent can use significantly more memory to
monitor and analyze whatever queries you direct through it. In this case, the amount
of memory used depends on the number of unique normalized queries, example
gueries and example EXPLAI Ns being processed plus the network bandwidth
required to send this query performance data to the Service Manager. In general,
the amount of memory used for the Query Analyzer is well-bounded, but under
heavy load or, in some cases under older versions of linux, RAM usage by Query
Analyzer may be too high for your environment and load.
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Enabling Query Analyzer

Therefore we advise you to use this release of Query Analyzer extensively in
development, test and stage environments under load for an extended period of
time before considering usage in a production environment. For all deployments:

1. Carefully monitor the Agent's resource consumption using the new graph
Memory Usage - Agent graphs available on the Graph tab. You can also
add an SMTP or SNMP notification to the new Heat Chart rule MySQL Agent
Memory Usage Excessive.

2. If the amount of memory consumed is too high, consider sampling queries
during nonpeak hours or monitoring only a subset of queries on this system.

If you experience any problems with Query Analyzer, we're interested in working
with you closely and quickly to resolve them. Please open a Support issue right
away. We're already working hard on optimizing Agent/proxy RAM usage and
are planning a series of rapid releases to quickly distribute these and other
improvements to you.

Note that you must have enabled Query Analyzer within the agent/proxy during installation. If you did not
enable Query Analyzer during the installation of the agent/proxy, check the following elements within the
main nmysqgl - moni t or - agent . i ni configuration file:

e Add the pr oxy plugin to the pl ugi ns parameter:
pl ugi ns=pr oxy, agent

» Ensure that the quan. | ua items file is enabled in the agent -i t em fi | es configuration property:
agent-itemfiles = share/ mysql - proxy/itens/quan. | ua, share/ mysql - proxy/itens/itens-nmnysql-nonitor.xm

e Check and set the pr oxy- addr ess, proxy- backend- addr esses, and pr oxy-| ua- scri pt settings
are configured:

pr oxy- addr ess=: 4040
pr oxy- backend- addr esses
proxy-| ua-scri pt

127.0.0. 1: 3306
shar e/ mysql - proxy/ quan. | ua

For more information on these configuration options, see Section 2.3.6.1, “MySQL Enterprise Monitor
Agent (mysqgl - noni t or - agent . i ni ) Configuration”.

Note

The Query Analyzer functionality may show as being enabled on a server, even
though the modules within MySQL Enterprise Monitor Agent may not have been
enabled.

You may also need to make some additional changes to the security configuration on your server to ensure
that queries are correctly reported to MySQL Enterprise Service Manager:

* You must ensure that each user configured within your MySQL client application that connects through
the agent/proxy and is required to report query analyzer information is allowed to connect to the server
from the host on which the agent/proxy is running. When the user connects to the agent/proxy, and the
agent/proxy connects to the server the host of the agent/proxy will be used as the identifying client host
name during the connection.
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Warning

Because the proxy is providing the immediate connectivity to the MySQL server,
authentication must use the proxy hostname, not the client hostname.

To update your user credentials, you need to use the GRANT statement. For example:

nysql > GRANT SELECT, UPDATE, | NSERT on dat abase.* to 'user' @I ocal host' | DENTI Fl ED BY ' password';

* The MySQL client application user must have SELECT privileges on the nysql . i nvent ory table.
This table contains the server UUID and is required to report the query analyzer data to the MySQL
Enterprise Service Manager. To enable this, use the GRANT option:

mysql > GRANT SELECT on nysqgl.inventory to 'user' @l ocal host' |DENTIFIED BY ' password' ;

8.1.1 Enabling Query Analyzer by Changing the MySQL Client Application

Generally, changing your MySQL client application is the easiest and recommended method. For example,
given a typical structure like the one shown in the figure below, the client application would need to be
modified so that it no longer communicated directly with the MySQL server, but to the agent/proxy.

Figure 8.2 MySQL Enterprise Monitor User Interface: Standard Agent/Monitor Topology

MySOL Server  [<—— Port 3306 —®| Client Application

MySOL Monitor  [s———————  MyS0OL Agent

You can see an example of the structure when communicating using the agent/proxy below.

Figure 8.3 MySQL Enterprise Monitor User Interface: Query Analyzer Agent/Monitor Topology

MySOL Server Cllient Application

MySOL Monitor  |[s——— MyS0OL Agemt [-——  Port 6446

To enable query analyzer within your MySQL client application:
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1.

Make sure that the MySQL Enterprise Service Manager and your MySQL Enterprise Monitor Agent are
configured and running.

Confirm the configuration of your agent by examining the contents of the et ¢/ nysql - noni t or -
agent . i ni file within your installed Agent directory.

Queries will be sent to the host specified in the pr oxy- backend- addr esses parameter, and the
agent will listen for connections to be redirected to the server on the host name and port configured in
the pr oxy- addr ess parameter.

Now modify your MySQL client application to communicate with the address specified in the pr oxy-
addr ess parameter.

Alternatively, if you do not want to modify your application directly, you can use iptables or firewall rules
to redirect queries from the original host/port combination to the agent's port.

Because connections to the MySQL server will be coming from the agent/proxy, not the original host,
the user credentials used must be have a suitable GRANT statement for connections from | ocal host ,
or the host on which the agent/proxy is executing. The user name and password information will be
passed on directly through the agent/proxy from the client to the server.

Confirm that your MySQL client application still operates normally. There should be no difference
between communicating directly with the MySQL server and communicating using the agent/proxy.

Note

If you are using the mysql client to connect to the agent/proxy and your backend
servers, make sure that you are communicating with the proxy over the right port.
By default, if you specify | ocal host as the host name, then mysql will connect
using the local Unix domain socket, rather than the TCP/IP socket.

You can enforce nysql to use the right port either by explicitly requesting the
protocol type, or by using the IP address rather than | ocal host . For example,
both of these command lines will start the client using the right protocol:

shel | > mysqgl --port=4040 --protocol =tcp
shel | > mysqgl --port=4040 --host=127.0.0.1

Note

It is recommended that you use one agent/proxy per MySQL server instance. The
agent/proxy is not able to forward queries to multiple MySQL server backends.

8.1.2 Enabling Query Analyzer by Changing MySQL Server

When enabling Query Analyzer by changing the MySQL Server, you need to shutdown your server, edit
the MySQL configuration file, and then restart MySQL. You will also need to change your Agent/proxy
configuration so that the Agent/proxy is listening on the original MySQL TCP/IP port. To use this method:

1.

Edit the / et ¢/ ny. cnf or other MySQL configuration file and change or add the port setting from it's
current value (default 3306), to another value. For example:

por t = 3307
Shutdown your MySQL Server.

Startup your MySQL Server and confirm that is running.
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4. Edit your MySQL Enterprise Monitor Agent configuration so that the agent/proxy is listening for
connections on the original MySQL port:

pr oxy- addr ess=: 3306
pr oxy- backend- addresses = 127.0.0. 1: 3307

5. Stop and restart MySQL Enterprise Monitor Agent.

You should now be able to connect to your MySQL server through the MySQL Enterprise Monitor Agent by
connecting on the original port;

shel | > nmysqgl --host=127.0.0.1

8.2 Getting Detailed Query Information

If you click an individual query, a pop-up window will provide more detailed information about the individual
guery. You can see an example of this in the figure below. The available tabs within this window will
depend on whether you have configured the more detailed query information. By default, you will always
be provided the Summary Details page. If enabled, you may also view Example Details, which provide
more detailed data about a specific query, including the data and parameters submitted. In addition, you
may also enable Example Explain, which provides you with the ability to remotely execute an EXPLAI N
statement with the specified query and view the resulting information.

e The Canonical Query tab:
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Figure 8.4 MySQL Enterprise Monitor User Interface: Canonical Query Tab for a Query

" Canonical Query | Example Query | Explain Query B08 B 165B 1

Owverview of information collected and aggregated for gueries of this form.

Alias
Mone specified.

Canonical Form
trumcated | full | fermatted

SELECT
COUNT{ message_id ) AE cnt,
DATE FORMAT{FROM UNIXTIME (datetime)}, 7)) AS
fmtdate
, brocess_mode, process_type

FROM
logs_amavis
WHERE
datetime »>= 7 AND datetime <= 7
GROUP BY
process_mode ASC, process_type ASC, fmtdate
ASC

Execution Time Statistics
Max Time | MinTime |[&vg Time |Teotal Time | Standard Deviation

11.123 0,274 2.140 12,838

RAow Statistics

Max Min Avg Total Standard Total Max

Ronwis Ronwis Raonsis Raonsis Drewviation SiEe Size
408 ar 1259 T7E BE | 2421 KB |12.8 KB

Number of Executions
G

Time Span
From Oct 27, 2008 10:16:07 AM to Oct 27, 2008 10:46:07 AM.

_hide |

gxpand »

e -

In addition to the summary information given in the table, you will get detailed execution statistics,
including the minimum time, maximum time, average time, total time and the standard deviation. The
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standard deviation will enable you to determine whether a particular invocation of a query is outside the
normal distribution of times for the given query.

Row statistics provide more detailed contents on the maximum, minimum, average, total, and standard
deviation for the number of rows returned by the query, and the total size and maximum size of the data
returned. The time period for the total and average figures is shown under the Summary Time Span.

The detailed view for a query also provides three different views of the query. The t r uncat ed version
is a shortened version of the query. The f ul | version of the query is the entire query statement.
Normalization removes the constants from the individual queries so that queries following the same
logical structure are identified as the same basic query.

To close the query detail window, click the Hide button.
To simplify the identification of a given query, you can create a query alias. The alias will be used in
place of the normalized query text within the Query Analyzer table. To create an alias for a query, click

the create alias link against the query. The maximum length for a query alias is 255 characters.

» The Example Query tab:
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Figure 8.5 MySQL Enterprise Monitor User Interface: Example Query Tab for a Query

" Canonical Query | Example Query | Explain Query 808 B 165B 134,

The guery with the lengest execution time during the Time Span (usually the
skwest but not akvays).

Sampled Query
truncated | full | formatted

SELECT
COUNT{ message_id ) AE ent,
date format({from unixtime(datetime), "%Y¥-%m-%d")
AS fmtdate
;, process_mode, process_type
FROMH
logs _amavis
WHERE
datetime »>= 1224498843 and datetime <= 1225080000
GROUP BY
process_mode ASC, process_type ASC, fmtdate ASC

Execution Time
11,122 ms

Date
Oct 27, 2008 10:35:01 AM

User
oot

Thread ID
298107

From Host
142680222717

To Host
187.0.0.1:3306

Comments
hide |

gxpand »

L -

The Example Details tab provides detailed information about the most expensive query executed, as
determined by the execution time.
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In addition to the full query, with data, that was executed, the tab shows the execution time, data, user,
thread ID, client host and execution host for the given query.

* The Explain Query tab:

Figure 8.6 MySQL Enterprise Monitor User Interface: Explain Query Tab for a Query

" Canonical Query | Example Query | Explain Query BOBB 1668 13467B  10:37.01 A
Explain of a guery that cccurred during the Time Span [usually the slowest but not akways).

Explain
id | select_type | table type | possible_keys | key key _len | ref | rows extr
1 | SIMPLE kxgs_amavis | index | null mdatetimepmpt | 47 null | 2FE0ET | Usil

The Example Explain tab enables you to view the output from running the query with the EXPLAI N
prefix. For more information, see EXPLAI N Syntax.

8.3 Filtering Query Analyzer Data

You can filter the queries shown within the Query Analyzer table by using the form at the top of the table.
The different fields of the form are used to specify the parameters for the filter process. Once you have
specified a filter, all the queries and related statistics shown within the Query Analyzer table are displayed
in relation to the filter settings. For example, by default, the filter settings show the queries for the last

30 minutes. All the statistics shown are relative to the last 30 minutes, including average, maximum and
execution counts.

The filter fields are:

» Search Type and Query Search support text searching of the normalized query. For the search type
you can specify either a basic text match, or a regular expression match. In addition to the basic text
match, you can also search for a query that does not contain a particular string. For regular expression
searches, you can specify whether the regular expression should match, or not match (negative regexp)
the queries. Regular expressions are parsed using the standard MySQL REGEXP() function. For more
information, see Regular Expressions.

Note

The search is performed against the canonical version of the query. You cannot
search against specific text or values within the parameters of the query itself.

» Database: Limit the queries to those executed within a specific database. The database match is
performed using the LI KE match from the MySQL database, hence you can use the %and _ characters
to multiple and single character matches. For more information, see Pattern Matching.

« The Time Display menu selects whether the time selection for filtering should be based on the time
interval (only queries recorded within the displayed time period are shown, using the Hours and
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Minutes pop-up), or whether the selection should be based on a time period (From/To), where you can
select the time range to be displayed.

Using the Interval mode shows queries within the given time period from the point the graph was
updated. For example, if you select 30 minutes, then the queries shown were captured within the last
30 minutes. If you updated the display at 14:00, then the queries displayed would have been captured
between 13:30 and 14:00. Using interval mode limits the timespan for the filter selection to a maximum
of 23 hours and 59 minutes.

Using the From/To mode enables you to show queries between specific dates and times. Using this
mode you can show only the queries received during a specific time span, and you can display the query
history for a much longer time period, for as long as you have been recording query analysis information.

The View selection determines whether the information should be returned on a group basis, where an
aggregate of the same query executed on all monitored servers is shown, or on a Server basis, where
queries are summarized by individual server. If the latter option has been selected, the table includes an
additional column showing the server.

Query Type lets you select the type of query on which to filter queries. Selecting All will show all
queries. Additional query types you can select include SELECT, | NSERT, UPDATE and other main SQL

query types.

Limit specifies the number of queries to be displayed within each page.

When you have set your filter parameters, you can update the Query Analysis display by clicking the filter
button. To reset the fields to the default settings click the reset button.

8.4 Using Query Analyzer Data

The information provided by Query Analyzer can be complex to understand and resolve into simple targets
and resolutions for your MySQL client application. The information can be used in different ways to find
problems in your queries or your servers, or both. Provided below are some tips on how to get the best
out of the Query Analyzer interface, and how to identify different queries and problems based on the
information shown by the Query Analyzer system.

First, consider the information provided by individual columns by your queries. In particular, the following
columns can highlight specific problems with your queries or database server:

Execution Count: High execution counts, especially for a query that you expect to be executed very
rarely, may indicate that your MySQL client application is either running a simple query to frequently,

or may be running a query multiple times that could otherwise be cached. You should pay particular
attention to queries where the execution count increases significantly in a short period of time compared
to the normal execution rate.

How to find: Use the sort feature to sort the queries by execution count.

New queries: New queries appearing in the Query Analyzer tab, especially if they appear after other
queries have been in the display for a number of hours or days may indicate a number of issues:

Execution times: Long execution times, and a long max execution time compared to the average
execution time may indicate a problem with a specific query and specific parameters.

How to find: Use the sort feature to sort the queries by execution count.

You can also use the filtering and sort options to get specific information about potential problem queries.
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8.5 Troubleshooting Query Analyzer

If you are having trouble with Query Analyzer, either because the information is not being shown or the full
range of queries that you expect are not appearing in the Query Analyzer page then there are a number of
systems you can check.

To confirm that your system is correctly configured for Query Analysis, check the following:

» Confirm that the agent is running by checking the Agent log and the status of the server within MySQL
Enterprise Service Manager

» Check the configuration of the agent. You must confirm the following:

e The pl ugi ns parameter within the main configuration file, nysql - noni t or - agent . i ni , must
contain the pr oxy plugin:

pl ugi ns=pr oxy, agent

e« Theagent-itemfil es parameter within the main configurationfile, mysql - noni t or - agent . i ni ,
must specify the shar e/ nmysql - proxy/ it ens/ quan. | ua script:

agent-itemfiles = share/ nysql -proxy/itens/quan.|lua, »
shar e/ mysqgl - proxy/itens/itens-nysql -nonitor.xm

« The proxy configuration parameters must point to the MySQL server where you want your queries to
be sent. For example, if you are running your agent on the same host as your MySQL server then you
might have the following lines in your nysql - noni t or - agent . i ni file:

pr oxy- addr ess=: 4040
pr oxy- backend- addr esses
proxy- | ua-script

127.0.0. 1: 3306
shar e/ nysql - proxy/ quan. | ua

The above configuration can means:
« The agent/proxy will listen on the current machine, using port 4040 (pr oxy- addr ess).

» The agent/proxy will send all queries received on to the host 127. 0. 0. 1 on port 3306 (the
standard MySQL port), as per the pr oxy- backend- addr esses parameter.

You can see a sample complete configuration file (mysql - noni t or - agent . i ni ), using the
127. 0. 0. 1 as the MySQL backend server, and reporting to a MySQL Enterprise Service Manager
called nmoni t or:

[ mysal - proxy]

pl ugi ns=pr oxy, agent
agent - ngnt - host nane = http://agent: passwor d@mni t or: 18080/ heart beat

nysql d-i nst ance-di r= etc/instances

agent-itemfiles = share/ nysql -proxy/itens/quan.| ua, share/ nysql-proxy/itens/itens-nysql-nonitor.xmn
pr oxy- addr ess=: 4040

pr oxy- backend- addr esses
proxy- | ua-scri pt

127.0. 0. 1: 3306
shar e/ mysql - pr oxy/ quan. | ua

agent -uui d = a3113263- 4993- 4890- 8235- cadef 9617c4b
log-file = nysqgl-nonitor-agent.|og
pi d-file=/opt/nysql/enterpriselagent/ nysql -nonitor-agent.pid
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» Confirm that you can connect through the agent proxy to your backend MySQL server. You can do
this by checking with the MySQL client. You must specify the same options as you would if you were
connecting to the original server, including specifying the same user and password information:

shell > mysql -h 127.0.0.1 --port 4040 --user=root -p

Ent er password:

Wel comre to the MYSQL nonitor. Conmands end with ; or \g.
Your MySQL connection id is 299239

Server version: 5.0.60-10g Gentoo Linux mysqgl-5.0.60-r1

Type 'help;' or '"\h' for help. Type '\c' to clear the buffer.
nysql >

shel | > nysqgl -h 127.0.0.1 --port 6446 --user=root -p

Ent er password:

Wel come to the MYSQL nonitor. Comands end with ; or \g.
Your MySQL connection id is 299239

Server version: 5.0.60-10g Gentoo Linux nmysqgl-5.0.60-r1

Type 'help;' or '"\h' for help. Type '\c' to clear the buffer.
nysql >

» Check that your MySQL client application is configured to use the configured proxy port, instead of the
real MySQL port when sending queries.

» Confirm that Query Analyzer enabled for your host. For more information, see Section 8.6, “Query
Analyzer Settings”.

8.6 Query Analyzer Settings

There are a number of settings related to the Query Analyzer data. You can configure the query analyzer
operation by using the configure query analyzer link within the Query Analyzer tab, or through the
configure query analyzer button within the Manage Servers tab within the Settings tab. Both methods
provide you with the same dialog:
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Figure 8.7 MySQL Enterprise Monitor User Interface: Query Analyzer Configuration

 Lonngure Luery Analyzaer

Configure query analyzer for "phoenix:3306".

Impeortant: before vou enable...

Setting Important Information

This will impact guery performance. Before
Enable Query AnalyZer o..bing see "Important: before you enable.,.”
This may expose sensitive data (shows actual
-------- queries with actual parameters). Will increase
menitoring overhead [including RAM used by
the agent’proxy).

Mot collected until requested, but some explains
can be very expensive. Wil increase monitoring
overhead (including RAM used by the
agentiproxy).

[] Enable Example Explain

[] Make this the default for all new servers. Save cancel

Through either solution, the configuration options that you select are applied to the individual server or
server group selected within the Serversnavigation panel.

There are three configuration options available through either method:

« Enable Query Analyzer configures whether query analyzer should be enabled for this server or server
group. If selected, query analyzer will be enabled. To disable, delect the check box.

If Query Analyzer has been enabled, then you can additional configure the Example Query function by
selecting the Enable Example Query check box. Enabling this option provides an additional tab when
you open the Canonical Query window when clicking a query.

» Enable Example Query allows the Query Analyzer to display more information about individual queries.
When enabled, queries and their data items (rather than the canonical form shown by default) will
be provided. Enabling this option may expose the full query statements and therefore may present a
security issue.

With the Example Query option enabled, an additional tab within the query summary details is made
available. For more information, see Section 8.2, “Getting Detailed Query Information”.

If you have enabled Example Query, then you can additional enable Example Explain, To enable this
tab, select the Enable Example Explain check box.

* Enable Example Explain provides another tab when viewing a query where you can view the output
from EXPLAI N output from MySQL for the selected query. This will show the full query and how the
query was executed within the servers.

Enabling this option may add overhead to the execution of your server, as the server will run an
EXPLAI N statement each time it identifies a long running query. For more information, Appendix B,
MySQL Enterprise Monitor Frequently Asked Questions.
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To enable or disable query analyzer for an individual server, go to the Settings page and click the Manage
Servers link. To configure all the properties, click the configure query analyzer link next to server you
want modify.

Alternatively, for each server, the Query Analyzer column shows the current setting, On or Off, and
whether the Example and Explain functionality is enabled. To change any setting, click the current status
to toggle between the On/Off position.

To disable or enable Query Analyzer for the selected servers, use the disable query analyzer or enabl e
query anal yzer buttons within the Settings page. You must have selected one or more servers from
the list of available servers before selecting these buttons.

You can use the options that you have just selected as the default for all new servers that register with
MySQL Enterprise Service Manager by using select the Make this the default for all new servers check
box. By default, when a new server registers with MySQL Monitor, the server is automatically configured
to supply Query Analyzer data. This can have impact on the performance of your monitor and agent as it
increases the amount of information supplied to the MySQL Monitor.

Configuration of Query Analyzer occurs through the configure defaults button from within the Query
Analyzer page.
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Chapter 9 The Replication Page

Table of Contents

9.1 Replication Page DELAIIS .........coouuiiiiiiiiieiii et 152
Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication
Monitor, and MySQL Query Analyzer are only available to commercial customers.
To learn more, see: http://www.mysgl.com/products/enterprise/features.html.

Navigate to the Repl i cat i on page by choosing the Replication tab. This page provides a quick
summary view of the state of your replication servers or, if you wish, you can drill down and determine
specifics about any master or slave.

Note

Servers, whether masters or slaves, must be monitored for them to appear on this
page.

Note

There will be no Repl i cat i on page if your subscription level does not support this
feature.

The Repl i cat i on page groups all master servers with their slaves. Masters and their slaves are
autodiscovered and a grouping is created. This grouping shows up on the replication page and also in the
Heat Chart onthe Monit or page. Scans run on a five minute interval, so depending upon the order of
discovery, it can take as long as 2 polling intervals to create a complete group.
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Figure 9.1 MySQL Enterprise Monitor User Interface: Replication Groups

) T

| Undvisors | (¥ Events LRSS Settings |

Replication Monitoring
4 SErvers Type Shave (O Shve SOL  Time Behind  Binlog
=] Replication 1 (5) TREE Running = Stopped
locaktree-master: 10001 master master-bin.0
iocaktree-master-slave: 10002 | master’slave | Running | Running 00000 master-skave
locaktree-shave 310008 shve Running = Running 000000
locaktree-shave 2 10007 shve Running = Running 00000
kcaktree-shve: 10003 shve Running = Stopped
=] Replication 4 (4) MIXED Running =~ Running
ring 1: 10004 master’slave Running Running 00000 master-bin.0
ring 2: 10005 master’slave Running = Running 00000 master-bin.0
ring2-slave: 10009 shve Running = Running 000000
ring 3: 10006 master’slave Running = Running 00000 master-bin.0

Discovery events are logged to the Repl i cat i on log. To view this log navigate to the Set t i ngs page
and choose the Logs link. View all replication-related events by clicking the Replication link. This log can
be a useful tool should you need to debug the replication topology discovery process.

Warning

The agent must be installed on the same machine as the server you are monitoring
for discovery to work properly. Do not use remote monitoring.

Replication groups can be managed from the Manage Ser ver s page in the same way as other groups.
However, any slaves removed from a server group will automatically be restored to that group. It is also
possible to add nonslaves to a replication grouping. For more information about server groupings see
Section 4.3.2, “Grouping Servers”.

9.1 Replication Page Details

Choose a value from the refresh drop-down list box to set the rate at which information is updated. This
refresh rate applies only to the information presented on this page: It is independent of the rate set for the
Moni t or page.

The following columns describe replication servers and their slaves:
» Servers: Displays the group name and any master servers and slaves

» Type: Indicates the topology of a server group or in the case of individual servers, whether a server is a
master, a master/slave, or a slave
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» Slave 10: Reports the status of the slave I/O thread
» Slave SQL: Reports the status of the slave SQL thread

» Seconds Behind: The number of seconds the slave is behind the master. This column is blank if a server
is a master.

 Binlog: The binary log file name

» Binlog Pos: The current position in the binary log file

» Master Binlog: The master binary log file name

» Master Binlog Pos: The current position in the master binary log file

 Last Error: The most recent error

* Unlabeled Column: Use the rename group link on the server group line to edit the server group name

Levels of indentation in the Ser ver s column show the relationship between master servers and their
slaves. Most column headings are active links that allow you to change the order of display by clicking the
header. Sorting works differently for different column groupings. Click the Seconds Behi nd header to
order servers by the number of seconds they are behind their master. However, in all cases, the server
topology is respected. For example, in a TREE topology, ordering occurs within branches only.

If the agent is down, servers show in bold red in the Ser ver s column. The Sl ave | Oand the S| ave
SQL columns display st opped in red text if these threads are not running. If an agent is down, italics is
used to display the last know status of the 1/O or SQL threads.

Clicking a master server opens a dialog box that displays information about the server. The information
shown includes:

* The number of slave servers

* The binary log file name

» The binary log position

» Which databases are replicated and which not

The dialog box also includes a link that allows the user to hide or show the slave servers.

Clicking a slave server opens a dialog window showing extensive information about the slave.
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» Section A.54, “sbjson License”
» Section A.55, “Simple Logging Facade for Java (SLF4J) License”

» Section A.56, “SNMP4J License”

» Section A.57, “StringTemplate Template Engine License
» Section A.58, “TEA License”
e Section A.59, “XWork 2.0.4 License”

* Section A.60, “zl i b License”

A.1 Ant-Contrib License

The following software may be included in this product: Ant-Contrib

Ant-Contrib
Copyright (c) 2001-2003 Ant-Contrib project. Al rights reserved.
Li censed under the Apache 1.1 License Agreenment, a copy of which is reproduced bel ow

The Apache Software License, Version 1.1
Copyright (c) 2001-2003 Ant-Contrib project. Al rights reserved.

Redi stri bution and use in source and binary forms, with or w thout
nmodi fication, are permtted provided that the follow ng conditions
are net:

1. Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

2. Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in
t he docunentation and/or other materials provided with the
di stribution.

3. The end-user docunentation included with the redistribution, if
any, must include the follow ng acknow egenent:
"Thi s product includes software devel oped by the
Ant - Contrib project (http://sourceforge.net/projects/ant-contrib)."
Alternately, this acknow egenent may appear in the software itself,
if and wherever such third-party acknow egenents nornmal |y appear.

4. The nane Ant-Contrib must not be used to endorse or pronote
products derived fromthis software without prior witten
perm ssion. For witten perm ssion, please contact
ant -contri b-devel opers@i sts. sour cef or ge. net ..

5. Products derived fromthis software may not be called "Ant-Contrib"
nor may "Ant-Contrib" appear in their names wi thout prior witten
permi ssion of the Ant-Contrib project.

THI'S SOFTWARE | S PROVIDED ""AS IS ' AND ANY EXPRESSED OR | MPLI ED
WARRANTI ES, | NCLUDI NG, BUT NOT LIMTED TO, THE | MPLI ED WARRANTI ES
OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE ARE

DI SCLAI MED. I N NO EVENT SHALL THE ANT- CONTRI B PRQJECT OR I TS
CONTRI BUTCRS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL,

SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT
LIM TED TO PROCUREMENT CF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF
USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND
ON ANY THEORY OF LI ABILITY, WHETHER I N CONTRACT, STRICT LI ABILITY,
OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG | N ANY WAY QUT
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OF THE USE OF TH S SOFTWARE, EVEN | F ADVI SED OF THE PGSSI BI LI TY OF
SUCH DAMAGE.

A.2 ANTLR 2 License

The followi ng software may be included in this product:
ANTLR 2
ANTLR 2 License

We reserve no legal rights to the ANTLR--it is fully in the
publ i c domain. An individual or conmpany may do whatever they
wi sh with source code distributed with ANTLR or the code
generated by ANTLR, including the incorporation of ANTLR, or
its output, into comrerical software.

We encourage users to devel op software with ANTLR However,
we do ask that credit is given to us for devel opi ng ANTLR.
By "credit", we nmean that if you use ANTLR or incorporate
any source code into one of your progranms (commercial product,
research project, or otherw se) that you acknow edge this
fact sonewhere in the docunentation, research report, etc...
If you |li ke ANTLR and have devel oped a nice tool with the
out put, please nention that you devel oped it using ANTLR

In addition, we ask that the headers renain intact in our
source code. As long as these guidelines are kept, we
expect to continue enhancing this system and expect to nake
other tools available as they are conpl et ed.

A.3 ANTLR 3 License

The followi ng software may be included in this product:
ANTLR 3

ANTLR 3 License

[ The BSD Li cense]

Copyright (c) 2003-2007, Terence Parr
Al rights reserved.

Redi stri bution and use in source and binary forms, with or w thout
nmodi fication, are permtted provided that the follow ng conditions
are net:

* Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

* Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in
t he docunentation and/or other materials provided with the
di stribution.

* Neither the name of the author nor the names of its contributors
may be used to endorse or pronote products derived fromthis
sof tware without specific prior witten permni ssion.

TH S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND CONTRI BUTORS
"AS | S" AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT
LIMTED TO THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS
FOR A PARTI CULAR PURPOSE ARE DI SCLAI MED. I N NO EVENT SHALL THE
COPYRI GHT OWNER OR CONTRI BUTCORS BE LI ABLE FOR ANY DI RECT, | NDI RECT,
| NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAVAGES (| NCLUDI NG,
BUT NOT LI M TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES;
LOSS OF USE, DATA, OR PRCFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER
CAUSED AND ON ANY THECRY OF LI ABILITY, WHETHER | N CONTRACT, STRI CT
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LI ABI LI TY, OR TORT (| NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SING I N
ANY WAY QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED CF THE
PGSSI BI LI TY OF SUCH DAMAGE.

A.4 Apache Commons BeanUtils v1.6 License

The followi ng software may be included in this product:

Apache Commons BeanUtils version 1.6

The Apache Software License, Version 1.1

Copyright (c) 1999-2003 The Apache Software Foundation. Al rights reserved.

Redi stri bution and use in source and binary forms, with or w thout
nmodi fication, are permtted provided that the foll ow ng conditions
are net:

1. Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

2. Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in
the docunentation and/or other materials provided with the
di stribution.

3. The end-user docunentation included with the redistribution, if
any, must include the follow ng acknow egenent:
"Thi s product includes software devel oped by the
Apache Software Foundation (http://ww.apache.org/)."
Alternately, this acknow egenent nmay appear in the software itself,
if and wherever such third-party acknow egenents normal |y appear.

4. The nanes "The Jakarta Project", "Comons", and "Apache Software
Foundati on" nust not be used to endorse or pronote products derived
fromthis software without prior witten perm ssion. For witten
per m ssi on, please contact apache@pache. org.

5. Products derived fromthis software may not be called "Apache"
nor may "Apache" appear in their nanmes w thout prior witten
permi ssi on of the Apache G oup.

THI'S SOFTWARE | S PROVIDED ""AS |S'' AND ANY EXPRESSED OR | MPLI ED
WARRANTI ES, | NCLUDI NG BUT NOT LIM TED TO, THE | MPLI ED WARRANTI ES
OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE ARE

DI SCLAI MED. I N NO EVENT SHALL THE APACHE SOFTWARE FOUNDATI ON OR

I TS CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL,
SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT
LI M TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF
USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND
ON ANY THEORY OF LI ABILITY, WHETHER | N CONTRACT, STRICT LI ABI LI TY,
OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG | N ANY WAY OUT
OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE PCSSI Bl LI TY OF
SUCH DAMAGE.

This software consists of voluntary contributi ons made by many

i ndi vidual s on behal f of the Apache Software Foundati on. For nore
informati on on the Apache Software Foundation, please see

<htt p://ww. apache. or g/ >.

A.5 Apache Commons Chain

The following software may be included in this product:
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Apache Commons Chai n
Conmponent's NOTICE. txt file:

Thi s product includes software devel oped by
The Apache Sof tware Foundation (http://ww.apache.org/).

This component is licensed under Section A.17, “Apache License Version 2.0, January 2004”.

A.6 Apache Commons Collections License

The following software may be included in this product:

Apache Commons Col | ecti ons

Conmponent's NOTICE. txt file:

Apache Commons Col | ecti ons

Copyri ght 2001-2008 The Apache Software Foundati on

Thi s product includes software devel oped by
The Apache Sof tware Foundation (http://ww. apache.org/).

This component is licensed under Section A.17, “Apache License Version 2.0, January 2004".

A.7 Apache Commons DBCP License

The following software may be included in this product:

Apache Conmons DBCP

Conmponent's NOTICE. txt file:

Apache Conmons DBCP

Copyri ght 2001-2010 The Apache Software Foundati on

Thi s product includes software devel oped by
The Apache Software Foundation (http://ww:.apache.org/).

This component is licensed under Section A.17, “Apache License Version 2.0, January 2004".

A.8 Apache Commons Digester License

The following software may be included in this product:

Apache Commons Di gester

Conmponent's NOTICE. txt file:

Apache Jakarta Commons Di gester

Copyri ght 2001-2006 The Apache Software Foundati on

Thi s product includes software devel oped by
The Apache Software Foundation (http://ww:.apache.org/).

This component is licensed under Section A.17, “Apache License Version 2.0, January 2004”.

A.9 Apache Commons FileUpload License

The following software may be included in this product:
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Apache Commons Fi | eUpl oad

Conmponent's NOTICE. txt file:

Apache Jakarta Commons Fi |l eUpl oad

Copyri ght 2002-2006 The Apache Software Foundati on

Thi s product includes software devel oped by
The Apache Sof tware Foundation (http://ww. apache.org/).

This component is licensed under Section A.17, “Apache License Version 2.0, January 2004".

A.10 Apache Commons IO License

The following software may be included in this product:

Apache Commons | O

Conmponent's NOTICE. txt file:

Apache Jakarta Comons | O

Copyri ght 2001-2007 The Apache Software Foundati on

Thi s product includes software devel oped by
The Apache Sof tware Foundation (http://ww.apache.org/).

This component is licensed under Section A.17, “Apache License Version 2.0, January 2004".

A.11 Apache Commons Lang License

The following software may be included in this product:

Apache Commons Lang

Conmponent's NOTICE.txt file (ol der version):
Apache Jakarta Commons Lang

Copyri ght 2001-2007 The Apache Software Foundati on

Thi s product includes software devel oped by
The Apache Sof tware Foundation (http://ww.apache.org/).

Conmponent's NOTICE.txt file (newer version):
Apache Commons Lang
Copyri ght 2001-2008 The Apache Software Foundati on

Thi s product includes software devel oped by
The Apache Sof tware Foundation (http://ww.apache.org/).

This component is licensed under Section A.17, “Apache License Version 2.0, January 2004".

A.12 Apache Commons Logging License

The following software may be included in this product:

Apache Commons Loggi ng

Conmponent's NOTICE. txt file:
Apache Commons Loggi ng
Copyri ght 2003-2007 The Apache Software Foundati on
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Thi s product includes software devel oped by
The Apache Sof tware Foundation (http://ww.apache.org/).

This component is licensed under Section A.17, “Apache License Version 2.0, January 2004”.

A.13 Apache Commons Math License

The following software may be included in this product:

Apache Conmons Mat h

Conmponent's NOTICE. txt file:
Apache Conmons Mat h
Copyri ght 2001-2008 The Apache Software Foundati on

Thi s product includes software devel oped by The Apache Software
Foundation (http://ww. apache. org/).

Thi s product includes software translated fromthe | nder, | npar
and grsolv Fortran routines fromthe M npack package and
distributed under the follow ng disclainmer:

M npack Copyright Notice (1999) University of Chicago. Al rights reserved

Redi stri bution and use in source and binary fornms, with or
wi t hout nodification, are permtted provided that the foll ow ng
conditions are met:

1. Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.
2. Redistributions in binary form nmust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in
t he docunentation and/or other materials provided with the
di stribution.
3. The end-user docunentation included with the redistribution,
if any, must include the follow ng acknow edgnent :
"Thi s product includes software devel oped by the University
of Chicago, as Operator of Argonne National Laboratory.

Alternately, this acknow edgnent may appear in the software itself,
if and wherever such third-party acknow edgnents normal |y appear.

4. WARRANTY DI SCLAI MER. THE SOFTWARE | S SUPPLIED "AS | S" W THOUT
WARRANTY OF ANY KI ND. THE COPYRI GHT HOLDER, THE UNI TED STATES,
THE UNI TED STATES DEPARTMENT OF ENERGY, AND THEI R EMPLOYEES:
(1) DI SCLAI M ANY WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG BUT
NOT LI M TED TO ANY | MPLI ED WARRANTI ES OF MERCHANTABI LI TY, FI TNESS
FOR A PARTI CULAR PURPOSE, TI TLE OR NON- | NFRI NGEMENT, (2) DO NOT
ASSUME ANY LEGAL LI ABILITY OR RESPONSI Bl LI TY FOR THE ACCURACY,
COWPLETENESS, OR USEFULNESS OF THE SOFTWARE, (3) DO NOT REPRESENT
THAT USE OF THE SOFTWARE WOULD NOT | NFRI NGE PRI VATELY OANED RI GHTS,
(4) DO NOT WARRANT THAT THE SOFTWARE W LL FUNCTI ON UNI NTERRUPTED,
THAT I T | S ERROR- FREE OR THAT ANY ERRORS W LL BE CORRECTED.

5. LIMTATION OF LIABILITY. IN NO EVENT WLL THE COPYRI GHT HOLDER,
THE UNI TED STATES, THE UNI TED STATES DEPARTMENT OF ENERGY, OR THEIR
EMPLOYEES: BE LI ABLE FOR ANY | NDI RECT, | NCI DENTAL, CONSEQUENTI AL,
SPECI AL OR PUNI TI VE DAMAGES OF ANY KI ND OR NATURE, | NCLUDI NG BUT NOT
LIM TED TO LOSS OF PROFI TS OR LOSS OF DATA, FOR ANY REASON WHATSOEVER,
WHETHER SUCH LI ABI LI TY | S ASSERTED ON THE BASI S OF CONTRACT, TORT
(1 NCLUDI NG NEGLI GENCE OR STRICT LIABILITY), OR OTHERW SE, EVEN | F
ANY OF SAlI D PARTI ES HAS BEEN WARNED OF THE PCSSI BI LI TY OF SUCH LCSS
OR DAMAGES.

Thi s product includes software translated fromthe odex Fortran
routine devel oped by E. Hairer and G Wanner and distri buted under
the follow ng |icense:
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Copyright (c) 2004, Ernst Hairer

Redi stri bution and use in source and binary fornms, with or w thout
nodi fication, are permtted provided that the foll ow ng conditions
are net:
- Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.
- Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in
t he docunentation and/or other materials provided with the
di stribution.
TH S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND CONTRI BUTORS
"AS |S" AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT
LIMTED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS
FOR A PARTI CULAR PURPOSE ARE DI SCLAI MED. I N NO EVENT SHALL THE REGENTS
OR CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL,
EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT LIM TED TO,
PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE, DATA, OR
PROFI TS; OR BUSI NESS | NTERRUPTI ON) HOWNEVER CAUSED AND ON ANY THEORY
OF LI ABILITY, WHETHER | N CONTRACT, STRICT LIABILITY, OR TORT (| NCLUDI NG
NEGLI GENCE OR OTHERW SE) ARI SING I N ANY WAY QUT OF THE USE OF THI S
SOFTWARE, EVEN | F ADVI SED OF THE PCSSI BI LI TY OF SUCH DAMAGE.

This component is licensed under Section A.17, “Apache License Version 2.0, January 2004”.

A.14 Apache Commons Pool License

The following software may be included in this product:

Apache Conmmons Pool

Conmponent's NOTICE. txt file:
Apache Commons Pool
Copyri ght 1999-2009 The Apache Software Foundati on

Thi s product includes software devel oped by
The Apache Sof tware Foundation (http://ww.apache.org/).

This component is licensed under Section A.17, “Apache License Version 2.0, January 2004”.

A.15 Apache Commons Validator License

The following software may be included in this product:

Apache Commons Val i dat or

Conmponent's NOTICE. txt file:
Thi s product includes software devel oped by
The Apache Sof tware Foundation (http://ww.apache.org/).

This component is licensed under Section A.17, “Apache License Version 2.0, January 2004”.

A.16 Apache Jakarta ORO License

The following software may be included in this product:

Apache Jakarta ORO

The Apache Sof tware License, Version 1.1
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Copyright (c) 2000-2002 The Apache Software Foundation. All rights
reserved.

Redi stri bution and use in source and binary forms, with or w thout
nodi fication, are permtted provided that the follow ng conditions
are net:

1. Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

2. Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in
t he docunentation and/or other materials provided with the
di stribution.

3. The end-user docunentation included with the redistribution,
if any, must include the follow ng acknow edgnent :
"Thi s product includes software devel oped by the
Apache Software Foundation (http://ww.apache.org/)."
Alternately, this acknow edgnment may appear in the software
itself,
if and wherever such third-party acknow edgnents nornmal |y appear.

4. The nanes "Apache" and "Apache Software Foundation", "Jakarta-COro"

must not be used to endorse or pronote products derived fromthis
software without prior witten perm ssion. For witten
per m ssi on, please contact apache@pache. org.

5. Products derived fromthis software may not be called "Apache"
or "Jakarta-O 0", nor may "Apache" or "Jakarta-Oro" appear in their

name, w thout prior witten perm ssion of the Apache Software
Foundat i on.

TH S SOFTWARE | S PROVI DED "AS | S" AND ANY EXPRESSED CR | MPLI ED
WARRANTI ES, | NCLUDI NG, BUT NOT LIMTED TGO, THE | MPLI ED WARRANTI ES
OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE ARE

DI SCLAI MED. I N NO EVENT SHALL THE APACHE SCFTWARE FOUNDATI ON COR

I TS CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL,
SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT
LIM TED TO PROCUREMENT COF SUBSTI TUTE GOODS OR SERVI CES; LGOSS OF
USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER | N CONTRACT, STRI CT LI ABILITY,
OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG | N ANY WAY OUT
OF THE USE OF TH S SOFTWARE, EVEN | F ADVI SED OF THE PGSSI BI LI TY OF
SUCH DAMAGE.

This software consists of voluntary contributi ons made by many

i ndi vidual s on behal f of the Apache Software Foundati on. For nore
informati on on the Apache Sof tware Foundation, pl ease see

<htt p://ww. apache. or g/ >.

A.17 Apache License Version 2.0, January 2004

The followi ng applies to all products |icensed under the Apache 2.0

Li cense: You may not use the identified files except in conpliance
with the Apache License, Version 2.0 (the "License.") You nay obtain a
copy of the License at http://ww. apache.org/licenses/LI CENSE-2.0. A
copy of the license is also reproduced bel ow. Unless required by
applicable law or agreed to in witing, software distributed under the
License is distributed on an "AS | S" BASIS, W THOUT WARRANTI ES OR
CONDI TI ONS OF ANY KIND, either express or inplied. See the License for
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the specific | anguage governi ng permissions and |imtations under the
Li cense

Apache License Version 2.0, January 2004 http://ww. apache. org/licenses/
TERMS AND CONDI TI ONS FOR USE, REPRODUCTI ON, AND DI STRI BUTI ON
1. Definitions

"License" shall nean the terns and conditions for use, reproduction
and distribution as defined by Sections 1 through 9 of this docunent.

"Licensor" shall mean the copyright owner or entity authorized by the
copyright owner that is granting the License

"Legal Entity" shall nean the union of the acting entity and all other
entities that control, are controlled by, or are under comon contro
with that entity. For the purposes of this definition, "control" neans
(i) the power, direct or indirect, to cause the direction or
managenent of such entity, whether by contract or otherw se, or (ii)
ownership of fifty percent (50% or nore of the outstanding shares, or
(iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising
permi ssions granted by this License

"Source" formshall mean the preferred formfor nmaking nodifications
including but not limted to software source code, docunentation
source, and configuration files.

"Cbject" formshall mean any formresulting from nechanica
transformati on or translation of a Source form including but not
limted to conpil ed obj ect code, generated docunmentation, and
conversions to other nedia types

"Work" shall mean the work of authorship, whether in Source or Object
form nade avail abl e under the License, as indicated by a copyright
notice that is included in or attached to the work (an exanple is
provided in the Appendi x bel ow).

"Derivative Wrks" shall nmean any work, whether in Source or Object
form that is based on (or derived from) the Wrk and for which the
editorial revisions, annotations, elaborations, or other nodifications
represent, as a whole, an original work of authorship. For the

pur poses of this License, Derivative Wrks shall not include works
that remain separable from or nerely link (or bind by nane) to the
interfaces of, the Wirk and Derivative Wrks thereof.

"Contribution" shall nean any work of authorship, including the
original version of the Work and any nodifications or additions to
that Work or Derivative Wrks thereof, that is intentionally subnmitted
to Licensor for inclusion in the Wirk by the copyright owner or by an
i ndi vidual or Legal Entity authorized to submit on behal f of the
copyright owner. For the purposes of this definition, "submtted"
means any form of electronic, verbal, or witten conmunication sent to
the Licensor or its representatives, including but not linmted to
conmuni cation on electronic mailing |ists, source code contro

systens, and issue tracking systems that are managed by, or on behal f
of , the Licensor for the purpose of discussing and inproving the Wrk,
but excl udi ng comuni cation that is conspi cuously marked or otherw se
designated in witing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behal f of whom a Contribution has been received by Licensor and
subsequent |y incorporated within the Wrk

2. Gant of Copyright License. Subject to the terns and conditions of
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thi s License, each Contributor hereby grants to You a perpetual,

wor | dwi de, non-excl usive, no-charge, royalty-free, irrevocable
copyright |license to reproduce, prepare Derivative Wrks of, publicly
di splay, publicly perform sublicense, and distribute the Wrk and
such Derivative Wirks in Source or Cbject form

3. Gant of Patent License. Subject to the terns and conditions of

thi s License, each Contributor hereby grants to You a perpetual,

wor | dwi de, non-excl usive, no-charge, royalty-free, irrevocabl e (except
as stated in this section) patent |icense to make, have made, use,
offer to sell, sell, inport, and otherw se transfer the Work, where
such license applies only to those patent clains |icensable by such
Contributor that are necessarily infringed by their Contribution(s)

al one or by conbination of their Contribution(s) with the Wrk to

whi ch such Contribution(s) was submitted. |If You institute patent
litigation against any entity (including a cross-claimor counterclaim
in alawsuit) alleging that the Work or a Contribution incorporated
within the Wrk constitutes direct or contributory patent
infringement, then any patent |icenses granted to You under this

Li cense for that Work shall terminate as of the date such litigation
is filed.

4. Redistribution. You may reproduce and distribute copies of the Wrk
or Derivative Wrks thereof in any nedium wth or w thout

nmodi fications, and in Source or Object form provided that You neet
the foll owi ng conditions:

(a) You nust give any other recipients of the Work or Derivative Wrks
a copy of this License; and

(b) You nust cause any nodified files to carry prom nent notices
stating that You changed the files; and

(c) You nust retain, in the Source form of any Derivative Wrks that
You distribute, all copyright, patent, trademark, and attribution
notices fromthe Source formof the Wrk, excluding those notices that
do not pertain to any part of the Derivative Wrks; and

(d) If the Wirk includes a "NOTICE" text file as part of its
distribution, then any Derivative Wrks that You distribute nust
include a readabl e copy of the attribution notices contained

within such NOTICE file, excluding those notices that do not pertain
to any part of the Derivative Wrks, in at |east one of the follow ng
places: within a NOTICE text file distributed as part of the
Derivative Wrks; within the Source formor docunentation, if provided
along with the Derivative Wrks; or, within a display generated by the
Derivative Wrks, if and wherever such third-party notices normally
appear. The contents of the NOTICE file are for informational purposes
only and do not nodify the License. You may add Your own attribution
notices within Derivative Wrrks that You distribute, alongside or as
an addendumto the NOTICE text fromthe Wrk, provided that such
additional attribution notices cannot be construed as nodifying the

Li cense.

You may add Your own copyright statement to Your nodifications and nay
provide additional or different |icense terns and conditions for use,
reproduction, or distribution of Your nodifications, or for any such
Derivative Wrks as a whol e, provided Your use, reproduction, and
distribution of the Wrk otherwi se conplies with the conditions stated
in this License.

5. Subm ssion of Contributions. Unless You explicitly state otherw se,
any Contribution intentionally submitted for inclusion in the Work by
You to the Licensor shall be under the terms and conditions of this

Li cense, w thout any additional ternms or conditions. Notwithstandi ng
t he above, nothing herein shall supersede or nodify the terns of any
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separate |icense agreenent you may have executed wi th Licensor
regardi ng such Contributions

6. Trademarks. This License does not grant perm ssion to use the trade
names, trademarks, service marks, or product names of the Licensor
except as required for reasonabl e and customary use in describing the
origin of the Wrk and reproduci ng the content of the NOTICE file

7. Disclainer of Warranty. Unless required by applicable | aw or agreed
to in witing, Licensor provides the Wrk (and each Contri butor
provides its Contributions) on an "AS | S" BASIS, W THOUT WARRANTI ES OR
CONDI TI ONS OF ANY KIND, either express or inplied, including, wthout
limtation, any warranties or conditions of TITLE, NON-INFRI NGEMENT
MERCHANTABI LI TY, or FI TNESS FOR A PARTI CULAR PURPCSE. You are solely
responsi bl e for determ ning the appropriateness of using or
redistributing the Work and assune any risks associated with Your
exerci se of perm ssions under this License

8. Limtation of Liability. In no event and under no | egal theory,
whether in tort (including negligence), contract, or otherw se, unless
required by applicable | aw (such as deliberate and grossly negligent
acts) or agreed to in witing, shall any Contributor be liable to You
for danmges, including any direct, indirect, special, incidental, or
consequenti al damages of any character arising as a result of this

Li cense or out of the use or inability to use the Wrk (including but
not limted to danages for | oss of goodw ||, work stoppage, conputer
failure or mal function, or any and all other commercial danages or

| osses), even if such Contributor has been advised of the possibility
of such damages

9. Accepting Warranty or Additional Liability. Wile redistributing
the Work or Derivative Wrks thereof, You may choose to offer, and
charge a fee for, acceptance of support, warranty, indemity, or other
liability obligations and/or rights consistent with this

Li cense. However, in accepting such obligations, You may act only on
Your own behal f and on Your sole responsibility, not on behal f of any
other Contributor, and only if You agree to i ndemify, defend, and
hol d each Contributor harm ess for any liability incurred by, or
claims asserted agai nst, such Contributor by reason of your accepting
any such warranty or additional liability.

END OF TERVS AND CONDI Tl ONS
APPENDI X: How to apply the Apache License to your work

To apply the Apache License to your work, attach the follow ng boilerplate
notice, with the fields enclosed by brackets "[]" replaced with your own
identifying information. (Don't include the brackets!) The text should be
encl osed in the appropriate conment syntax for the file format. W al so
recommend that a file or class name and descri ption of purpose be included
on the sane "printed page" as the copyright notice for easier identification
within third-party archives

Copyright [yyyy] [nanme of copyright owner]

Li censed under the Apache License, Version 2.0 (the "License")
you may not use this file except in conpliance with the License
You may obtain a copy of the License at
http://ww. apache. org/ | i censes/ LI CENSE- 2. 0

Unl ess required by applicable aw or agreed to in witing, software

di stributed under the License is distributed on an "AS | S" BASI S

W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KI ND, either express or

inmplied. See the License for the specific | anguage governi ng perni ssions
and |limtations under the License
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A.18 Apache log4j License

The following software may be included in this product:

Apache | 0g4j

Conmponent's NOTICE. txt file:

Apache | 0g4j

Copyri ght 2007 The Apache Software Foundation

Thi s product includes software devel oped at
The Apache Software Foundation (http://ww:.apache.org/).

This component is licensed under Section A.17, “Apache License Version 2.0, January 2004".

A.19 Apache Struts License

The followi ng software may be included in this product:

The followi ng software may be included in this product:
Apache Struts 2 v2.0.6

Conmponent's NOTICE. txt file:
Thi s product includes software devel oped by
The Apache Sof tware Foundation (http://ww. apache.org/).

Thi s conmponent is |icensed under
Section A 17, “Apache License Version 2.0, January 2004”.

A.20 Apache Tiles

The followi ng software may be included in this product:
Apache Til es

Conmponent's NOTICE. txt file:

Apache Til es

Copyri ght 1999-2007 The Apache Software Foundation

Thi s product includes software devel oped at
The Apache Software Foundation (http://ww:.apache.org/).

Thi s conponent is |icensed under
Section A 17, “Apache License Version 2.0, January 2004".

A.21 Apache Tomcat License

The following software may be included in this product:

Apache Tontat

Conmponent's NOTICE. txt file:

Apache Tontat

Copyri ght 1999-2013 The Apache Software Foundati on

Thi s product includes software devel oped by
The Apache Sof tware Foundation (http://ww. apache.org/).

This component is licensed under Section A.17, “Apache License Version 2.0, January 2004”.
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A.22 Code Generation Library License

The following software may be included in this product:

cglib (Code Generation Library)

Conmponent's NOTICE. txt file:
Thi s product includes software devel oped by
The Apache Software Foundation (http://ww.apache.org/).

This conponent is |icensed under Section A 17, “Apache License Version 2.0, January 2004".

A.23 cURL (I i bcurl) License

The following software may be included in this product:

cURL (libcurl)
Use of any of this software is governed by the terns of the |icense bel ow
COPYRI GHT AND PERM SSI ON NOTI CE

Copyright (c) 1996 - 2009, Daniel Stenberg, <daniel @axx.se>.
Al'l rights reserved.

Perm ssion to use, copy, nodify, and distribute this software for any purpose
with or without fee is hereby granted, provided that the above copyri ght
notice and this permi ssion notice appear in all copies.

THE SOFTWARE | S PROVIDED "AS | S", W THOUT WARRANTY OF ANY KI ND, EXPRESS OR

| MPLI ED, | NCLUDI NG BUT NOT LIM TED TO THE WARRANTI ES OF MERCHANTABI LI TY,

FI TNESS FOR A PARTI CULAR PURPOSE AND NONI NFRI NGEMENT OF THI RD PARTY

RIGHTS. I N NO EVENT SHALL THE AUTHORS OR COPYRI GHT HOLDERS BE LI ABLE FOR

ANY CLAIM DAMAGES OR OTHER LI ABILITY, WHETHER I N AN ACTI ON OF CONTRACT, TORT
OR OTHERW SE, ARI SING FROM OUT OF OR I N CONNECTI ON W TH THE SOFTWARE OR

THE USE OR OTHER DEALINGS I N THE SOFTWARE.

Except as contained in this notice, the nane of a copyright hol der shall not
be used in advertising or otherwise to pronote the sale, use or other
dealings in this Software without prior witten authorization of the copyright
hol der.

A.24 DOM4J License

The following software may be included in this product:

Copyri ght 2001-2005 (C) MetaStuff, Ltd.
Al R ghts Reserved.

Redi stri bution and use of this software and
associ ated docunentation ("Software"), with

or without nodification, are permitted provided
that the follow ng conditions are net:

1. Redistributions of source code nust retain
copyright statenents and notices. Redistributions
must al so contain a copy of this docunent.

2. Redistributions in binary form nust reproduce
t he above copyright notice, this list of conditions
and the follow ng disclainmer in the documentation
and/or other materials provided with the distribution.
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3. The nane "DOWJ" nust not be used to endorse or pronote
products derived fromthis Software without prior witten
perm ssion of MetaStuff, Ltd. For witten permni ssion,
pl ease contact don#j-info@retastuff.com

4. Products derived fromthis Software may not be called
"DOWAJ" nor may "DOWAJ" appear in their names without
prior witten perm ssion of MetaStuff, Ltd. DOWMJ is a
regi stered trademark of MetaStuff, Ltd.

5. Due credit should be given to the DOWMJ Proj ect
http://ww. domdj . or g/

TH S SOFTWARE | S PROVI DED BY METASTUFF, LTD. AND CONTRI BUTCRS

"AS | S" AND ANY EXPRESSED CR | MPLI ED WARRANTI ES, | NCLUDI NG

BUT NOT LIM TED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY

AND FI TNESS FOR A PARTI CULAR PURPCSE ARE DI SCLAI MED. I N NO
EVENT SHALL METASTUFF, LTD. OR I TS CONTRI BUTORS BE LI ABLE FOR

ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR

CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT

COF SUBSTI TUTE GOODS OR SERVI CES; LOSS COF USE, DATA, OR PRCFITS;

OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY THEORY OF
LI ABI LI TY, WHETHER I N CONTRACT, STRICT LIABILITY, OR TORT

(1 NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG | N ANY WAY OUT

CF THE USE OF THI S SCFTWARE, EVEN | F ADVI SED OF THE PCSSI Bl LI TY

OF SUCH DAMAGE.

A.25 dt oa. c License

The following software may be included in this product:

dtoa. c

The author of this software is David M Gay.
Copyright (c) 1991, 2000, 2001 by Lucent Technol ogi es.

Perm ssion to use, copy, nodify, and distribute this software for

any purpose without fee is hereby granted, provided that this entire
notice is included in all copies of any software which is or includes
a copy or nodification of this software and in all copies of the
supporting docunentation for such software.

TH' S SOFTWARE | S BEI NG PROVIDED "AS | S, W THOUT ANY EXPRESS OR
I MPLI ED WARRANTY. | N PARTI CULAR, NEI THER THE AUTHOR NOR LUCENT
MAKES ANY REPRESENTATI ON OR WARRANTY OF ANY KI ND CONCERNI NG THE

MERCHANTABI LI TY OF THI S SOFTWARE OR | TS FI TNESS FOR ANY PARTI CULAR
PURPCSE.

A.26 Editline Library (I i bedi t) License

The following software may be included in this product:

Editline Library (libedit)

Some files are:

Copyright (c) 1992, 1993

The Regents of the University of California. Al rights reserved.

This code is derived fromsoftware contributed to
Ber kel ey by Christos Zoul as of Cornell University.

Redi stri bution and use in source and binary fornmns,
with or without nodification, are permitted provi ded
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that the follow ng conditions are net:

1. Redistributions of source code nmust retain the
above copyright notice, this list of conditions
and the fol |l owi ng disclai nmer.

2. Redistributions in binary form nust reproduce the
above copyright notice, this list of conditions and
the follow ng disclainer in the docunmentation and/ or
other materials provided with the distribution.

3. Neither the name of the University nor the nanes of
its contributors may be used to endorse or pronote
products derived fromthis software without specific
prior witten perm ssion.

TH S SOFTWARE | S PROVI DED BY THE REGENTS AND CONTRI BUTORS

"AS | S" AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG,

BUT NOT LIM TED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY
AND FI TNESS FOR A PARTI CULAR PURPCSE ARE DI SCLAI MED. I N NO
EVENT SHALL THE REGENTS OR CONTRI BUTCRS BE LI ABLE FOR ANY

DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR
CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT LIM TED TO,
PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS COF USE,
DATA, OR PRCFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED
AND ON ANY THEORY OF LI ABILITY, WHETHER I N CONTRACT, STRICT
LI ABI LI TY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARl SI NG
I'N ANY WAY QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED
OF THE PCSSI Bl LI TY OF SUCH DAMVAGE.

Some files are:

Copyright (c) 2001 The Net BSD Foundation, Inc.
Al'l rights reserved.

This code is derived fromsoftware contri buted to The Net BSD Foundati on
by Ant hony Ml |l et.

Redi stri bution and use in source and binary forns,
with or without nodification, are permtted provi ded
that the follow ng conditions are net:

1. Redistributions of source code nust retain the
above copyright notice, this list of conditions
and the foll ow ng disclainer.
2. Redistributions in binary form nmust reproduce the
above copyright notice, this list of conditions and the
foll owi ng disclainer in the docunentati on and/ or
other materials provided with the distribution.

TH' S SOFTWARE | S PROVI DED BY THE NETBSD FOUNDATI ON, | NC.
AND CONTRI BUTORS "AS |S" AND ANY EXPRESS OR | MPLI ED
WARRANTI ES, | NCLUDI NG BUT NOT LIMTED TO, THE | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A

PARTI CULAR PURPOSE ARE DI SCLAI MED. | N NO EVENT SHALL
THE FOUNDATI ON OR CONTRI BUTORS BE LI ABLE FOR ANY

DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR
CONSEQUENTI AL DAMAGES (| NCLUDI NG BUT NOT LI M TED TO,
PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF
USE, DATA, OR PRCFITS; OR BUSI NESS | NTERRUPTI ON) HONEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER | N
CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE
OR OTHERW SE) ARI SING I N ANY WAY QUT OF THE USE OF THI S
SOFTWARE, EVEN | F ADVI SED OF THE PGCSSI Bl LI TY OF SUCH
DAVAGE.

Some files are:
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Copyright (c) 1997 The Net BSD Foundation, Inc.
Al rights reserved.

This code is derived fromsoftware contri buted to The Net BSD Foundati on
by Jarom r Dol ecek.

Redi stri bution and use in source and binary forns,
with or without nodification, are permtted provided
that the follow ng conditions are net:

1. Redistributions of source code nmust retain the
above copyright notice, this list of conditions
and the foll owi ng disclainer.
2. Redistributions in binary form nmust reproduce
t he above copyright notice, this list of conditions
and the follow ng disclainmer in the docunmentation
and/or other materials provided with the distribution.

TH S SOFTWARE | S PROVI DED BY THE NETBSD FOUNDATI ON, | NC.
AND CONTRI BUTORS "AS | S" AND ANY EXPRESS OR | MPLI ED
WARRANTI ES, | NCLUDI NG, BUT NOT LIMTED TO THE | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A

PARTI CULAR PURPOSE ARE DI SCLAI MED. | N NO EVENT SHALL
THE FOUNDATI ON OR CONTRI BUTORS BE LI ABLE FOR ANY

DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR
CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT LI M TED TO,
PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF
USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER
CAUSED AND ON ANY THECRY OF LIABILITY, WHETHER I N
CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE
OR OTHERW SE) ARI SING | N ANY WAY QUT OF THE USE OF TH S
SOFTWARE, EVEN | F ADVI SED OF THE PGSSI Bl LI TY OF SUCH
DAMAGE.

Some files are:

Copyright (c) 1998 Todd C. MIler <Todd.M || er @ourtesan. con>

Perm ssion to use, copy, nodify, and distribute this
software for any purpose with or without fee is hereby
granted, provided that the above copyright notice and
this perm ssion notice appear in all copies.

THE SOFTWARE |'S PROVIDED "AS | S* AND TODD C. M LLER

DI SCLAIMS ALL WARRANTI ES W TH REGARD TO THI S SOFTWARE

I NCLUDI NG ALL | MPLI ED WARRANTI ES OF MERCHANTABI LI TY
AND FI TNESS. I N NO EVENT SHALL TODD C. M LLER BE LI ABLE
FOR ANY SPECI AL, DI RECT, | NDI RECT, OR CONSEQUENTI AL
DAMAGES OR ANY DANMAGES WHATSCEVER RESULTI NG FROM

LCSS OF USE, DATA OR PROFITS, WHETHER I N AN ACTI ON

OF CONTRACT, NEGLI GENCE OR OTHER TORTI QUS ACTI ON,
ARI'SING QUT OF OR I N CONNECTI ON W TH THE USE OR
PERFORVANCE OF THI S SOFTWARE.

A.27 EZMorph License

The following software may be included in this product:

EZMor ph

Thi s conponent is |licensed under Section A 17, “Apache License Version 2.0, January 2004".
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A.28 Fred Fish's Dbug Library License

The following software may be included in this product:

Fred Fish's Dbug Library

NOTI CE
Copyri ght Abandoned, 1987, Fred Fi sh

This previously copyrighted work has been placed into the public
domain by the author and may be freely used for any purpose,

private or conmmerci al .

Because of the nunmber of inquiries | was receiving about the use
of this product in commercially devel oped works | have decided to
sinply make it public domain to further its unrestricted use. |
specifically would be nost happy to see this nmaterial becone a
part of the standard Unix distributions by AT&T and the Berkeley
Conput er Science Research Group, and a standard part of the GNU

system fromthe Free Software Foundati on.

I would appreciate it, as a courtesy, if this notice is left in

all copies and derivative works. Thank you.

The author makes no warranty of any kind with respect to this
product and explicitly disclains any inplied warranti es of mer-
chantability or fitness for any particul ar purpose.

The dbug_anal yze.c file is subject to the foll owi ng notice:

Copyri ght June 1987, Bi nayak Banerjee
Al'l rights reserved.

This program may be freely distributed under the same terms and
conditions as Fred Fish's Dbug package.

A.29 FreeMarker License

The followi ng software may be included in this product:

Fr eeMar ker
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Copyright (c) 2003 The Visigoth Software Society. Al rights reserved.

Redi stri bution and use in source and binary fornmns,
with or without nodification, are permitted provi ded
that the follow ng conditions are net:

1. Redistributions of source code nust retain the
above copyright notice, this list of conditions
and the fol |l owi ng disclai nmer.

2. The end-user docunentation included with the
redistribution, if any, nust include the follow ng
acknow egenent :

"Thi s product includes software devel oped by the

Vi si goth Software Society (http://wwm. visigoths.org/)."
Alternately, this acknow egement may appear in the
software itself, if and wherever such third-party
acknow egenents normal |y appear.

3. Neither the nanme "FreeMarker", "Visigoth", nor any of
the nanes of the project contributors may be used to
endorse or pronote products derived fromthis software
without prior witten permi ssion. For witten perm ssion,
pl ease contact visigoths@:i sigoths. org.

4. Products derived fromthis software may not be called
"FreeMarker" or "Visigoth" nor may "FreeMarker" or
"Visigoth" appear in their nanes without prior witten
perm ssion of the Visigoth Software Society.

TH S SOFTWARE | S PROVI DED "AS | S" AND ANY EXPRESSED CR

I MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LIM TED TO, THE

I MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A
PARTI CULAR PURPOCSE ARE DI SCLAI MED. | N NO EVENT SHALL THE

VI SI GOTH SOFTWARE SOCI ETY OR | TS CONTRI BUTORS BE LI ABLE FOR
ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR
CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT LIM TED TO,
PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS COF USE,
DATA, OR PRCFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED
AND ON ANY THEORY OF LI ABILITY, WHETHER I N CONTRACT, STRICT
LI ABI LI TY, OR TORT (| NCLUDI NG NEGLI GENCE OR OTHERW SE) ARl SI NG
I'N ANY WAY QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED
CF THE PGSSI BI LI TY OF SUCH DAVAGE.

This software consists of voluntary contributi ons nmade
by many individual s on behal f of the Visigoth Software
Society. For nore information on the Visigoth Software
Soci ety, please see http://wwv. visigoths. org/

A.30 get ar g License

The following software may be included in this product:

get ar g Function (get ar g. h, get ar g. c files)

Copyright (c) 1997 — 2000 Kungliga Tekni ska Hogskol an
(Royal Institute of Technol ogy, Stockhol m Sweden).
Al rights reserved.

Redi stri bution and use in source and binary forns, with
or without nodification, are permitted provided that the
following conditions are net:
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1. Redistributions of source code nust retain the above
copyright notice, this list of conditions and the
foll owi ng disclaimer.

2. Redistributions in binary form nust reproduce the above
copyright notice, this list of conditions and the foll ow ng
di sclaimer in the docunmentati on and/or other materials
provided with the distribution.

3. Neither the name of the Institute nor the names of its
contributors may be used to endorse or pronote products
derived fromthis software without specific prior witten
per mi ssi on.

TH S SOFTWARE | S PROVI DED BY THE | NSTI TUTE AND CONTRI BUTORS

"AS | S" AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG,

BUT NOT LIM TED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY
AND FI TNESS FOR A PARTI CULAR PURPCSE ARE DI SCLAI MED. I N NO

EVENT SHALL THE | NSTI TUTE OR CONTRI BUTORS BE LI ABLE FOR ANY

DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL
DAVAGES (| NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE
GOCDS OR SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS

| NTERRUPTI ON) HOWEVER CAUSED AND ON ANY THEORY OF LI ABILITY,
VWHETHER | N CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG

NEGLI GENCE OR OTHERW SE) ARI SING | N ANY WAY OUT OF THE USE OF

TH S SOFTWARE, EVEN | F ADVI SED OF THE PCSSI Bl LI TY OF SUCH

DAMAGE.

A.31 GNU Libtool License (for MySQL Enterprise Monitor)

The following software may be included in this product:

GNU Libtool (The GNU Portable Library Tool)

If you are receiving a copy of the Oracle software in
source code, you are also receiving a copy of two files
(I'tmain.sh and I1tdl.h) generated by the GNU Libtool in
source code. |If you received the Oracle software under
a license other than a comrercial (non-GPL) |icense,
then the terns of the Oracle |license do NOT apply to
these files from G\NU Li btool; they are |licensed under
the followi ng |icenses, separately fromthe Oracle
prograns you receive.

Oracle elects to use G\NU General Public License version
2 (GPL) for any software where a choice of GPL or G\U
Lesser/Li brary General Public License (LGPL) |icense
versions are nade available with the | anguage indicating
that GPL/LGPL or any |later version may be used, or where
a choi ce of which version of the GPL/LGPL is applied is
unspeci fi ed.

From G\U Li bt ool :

I tmain.sh - Provide generalized |ibrary-buildi ng support
servi ces.

NOTE: Changing this file will not affect anything until

you rerun configure.

Copyright (C) 1996, 1997, 1998, 1999, 2000, 2001, 2003, 2004,
2005, 2006, 2007 Free Software Foundation, |nc.

Oiginally by Gordon Matzigkeit, 1996

This programis free software; you can redistribute it
and/or nodify it under the ternms of the GNU General

Public License as published by the Free Software Foundati on;
either version 2 of the License, or (at your option) any
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| at er version.

This programis distributed in the hope that it will be
useful, but WTHOUT ANY WARRANTY; w t hout even the inplied
warranty of MERCHANTABI LI TY or FI TNESS FOR A PARTI CULAR
PURPOSE. See the GNU CGeneral Public License for nore
details. You should have received a copy of the GNU Genera
Public License along with this program if not, wite to
the Free Software Foundation, Inc., 51 Franklin Street,
Fifth Fl oor, Boston, MA 02110-1301, USA

As a special exception to the GNU General Public License
if you distribute this file as part of a program that
contains a configuration script generated by Autoconf,
you may include it under the sane distribution terns that
you use for the rest of that program

This component is licensed under GNU General Public License Version 2.0, June 1991:

GNU GENERAL PUBLI C LI CENSE
Version 2, June 1991

Copyright (C 1989, 1991 Free Software Foundation, Inc.

51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permtted to copy and distribute verbatim copies
of this |icense document, but changing it is not allowed.

Pr eanbl e

The |icenses for npbst software are designed to take away your
freedomto share and change it. By contrast, the GNU General Public
Li cense is intended to guarantee your freedomto share and change free
software--to make sure the software is free for all its users. This
General Public License applies to nost of the Free Software
Foundation's software and to any ot her program whose authors comit to
using it. (Some other Free Software Foundation software is covered by
the GNU Lesser General Public License instead.) You can apply it to
your prograns, too

When we speak of free software, we are referring to freedom not
price. Qur General Public Licenses are designed to make sure that you
have the freedomto distribute copies of free software (and charge for
this service if you wish), that you receive source code or can get it
if you want it, that you can change the software or use pieces of it
in new free prograns; and that you know you can do these things

To protect your rights, we need to nake restrictions that forbid
anyone to deny you these rights or to ask you to surrender the rights
These restrictions translate to certain responsibilities for you if you
distribute copies of the software, or if you nodify it.

For exanple, if you distribute copies of such a program whether
gratis or for a fee, you nust give the recipients all the rights that
you have. You must nake sure that they, too, receive or can get the
source code. And you nust show themthese terms so they know their
rights.

We protect your rights with two steps: (1) copyright the software,
and (2) offer you this |icense which gives you | egal permission to
copy, distribute and/or nodify the software.

Al so, for each author's protection and ours, we want to make certain
that everyone understands that there is no warranty for this free

software. |If the software is nodified by sonmeone el se and passed on
we want its recipients to know that what they have is not the original
so that any problens introduced by others will not reflect on the
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original authors' reputations

Finally, any free programis threatened constantly by software
patents. W wish to avoid the danger that redistributors of a free
programw | | individually obtain patent |icenses, in effect making the
program proprietary. To prevent this, we have made it clear that any
patent nust be |icensed for everyone's free use or not |icensed at all

The precise terns and conditions for copying, distribution and
nodi fication follow

GNU GENERAL PUBLI C LI CENSE
TERVS AND CONDI TI ONS FOR COPYI NG, DI STRI BUTI ON AND MODI FI CATI ON

0. This License applies to any program or other work which contains
a notice placed by the copyright holder saying it may be distributed
under the terms of this General Public License. The "Progrant, bel ow,
refers to any such programor work, and a "work based on the Progrant
means either the Program or any derivative work under copyright |aw
that is to say, a work containing the Programor a portion of it,
either verbatimor with nodifications and/or translated into another
| anguage. (Hereinafter, translation is included without limtation in
the term"nodification".) Each |icensee is addressed as "you"

Activities other than copying, distribution and nodification are not
covered by this License; they are outside its scope. The act of
running the Programis not restricted, and the output fromthe Program
is covered only if its contents constitute a work based on the
Program (i ndependent of havi ng been made by running the Program

Whet her that is true depends on what the Program does

1. You may copy and distribute verbatimcopies of the Programs
source code as you receive it, in any medium provided that you
conspi cuously and appropriately publish on each copy an appropriate
copyright notice and disclainer of warranty; keep intact all the
notices that refer to this License and to the absence of any warranty;
and give any other recipients of the Programa copy of this License
along with the Program

You may charge a fee for the physical act of transferring a copy, and
you may at your option offer warranty protection in exchange for a fee

2. You may nodify your copy or copies of the Program or any portion
of it, thus formng a work based on the Program and copy and
di stribute such nodifications or work under the terms of Section 1
above, provided that you al so neet all of these conditions

a) You nust cause the nodified files to carry promi nent notices
stating that you changed the files and the date of any change

b) You nust cause any work that you distribute or publish, that in
whole or in part contains or is derived fromthe Program or any
part thereof, to be licensed as a whole at no charge to all third
parties under the terms of this License

c) If the nodified program normally reads comrands interactively
when run, you nust cause it, when started running for such
interactive use in the nost ordinary way, to print or display an
announcenent including an appropriate copyright notice and a
notice that there is no warranty (or else, saying that you provide
a warranty) and that users may redistribute the program under
these conditions, and telling the user howto view a copy of this
Li cense. (Exception: if the Programitself is interactive but
does not normally print such an announcenment, your work based on
the Programis not required to print an announcenent.)

These requirements apply to the nodified work as a whole. |f
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identifiable sections of that work are not derived fromthe Program
and can be reasonably consi dered i ndependent and separate works in
thensel ves, then this License, and its ternms, do not apply to those
sections when you distribute them as separate works. But when you
distribute the same sections as part of a whole which is a work based
on the Program the distribution of the whole nust be on the terns of
thi s License, whose permi ssions for other |icensees extend to the
entire whole, and thus to each and every part regardl ess of who wote
it.

Thus, it is not the intent of this section to claimrights or contest
your rights to work witten entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or

col l ective works based on the Program

In addition, nere aggregation of another work not based on the Program
with the Program (or with a work based on the Progran) on a vol une of
a storage or distribution medi um does not bring the other work under
the scope of this License

3. You may copy and distribute the Program (or a work based on it,
under Section 2) in object code or executable formunder the terns of
Sections 1 and 2 above provided that you al so do one of the follow ng

a) Acconpany it with the conpl ete correspondi ng nachi ne-readabl e
source code, which nust be distributed under the terms of Sections
1 and 2 above on a nmedium customarily used for software

i nt erchange; or

b) Acconmpany it with a witten offer, valid for at |east three
years, to give any third party, for a charge no nore than your
cost of physically perform ng source distribution, a conplete
machi ne-r eadabl e copy of the correspondi ng source code, to be

di stributed under the ternms of Sections 1 and 2 above on a medi um
customarily used for software interchange; or

c) Acconpany it with the informati on you received as to the offer
to distribute correspondi ng source code. (This alternative is

al l oned only for noncommercial distribution and only if you
received the programin object code or executable formw th such
an offer, in accord with Subsection b above.)

The source code for a work neans the preferred formof the work for
maki ng nodi fications to it. For an executable work, conplete source
code neans all the source code for all nodules it contains, plus any
associ ated interface definition files, plus the scripts used to
control conpilation and installation of the executable. However, as
a speci al exception, the source code distributed need not include
anything that is normally distributed (in either source or binary
form with the maj or conponents (conpiler, kernel, and so on) of the
operating system on which the executabl e runs, unless that conponent
itsel f acconpani es the executabl e

If distribution of executable or object code is made by offering
access to copy from a designated place, then offering equival ent
access to copy the source code fromthe sane place counts as
distribution of the source code, even though third parties are not
conpel l ed to copy the source along with the object code

4. You may not copy, nodify, sublicense, or distribute the Program
except as expressly provided under this License. Any attenpt
otherwi se to copy, nodify, sublicense or distribute the Programis
void, and will autonatically termi nate your rights under this License
However, parties who have received copies, or rights, fromyou under
this License will not have their licenses term nated so | ong as such
parties remain in full conpliance
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5. You are not required to accept this License, since you have not
signed it. However, nothing else grants you perm ssion to nodify or
distribute the Programor its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
nmodi fyi ng or distributing the Program (or any work based on the
Progranm), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or nodifying
the Program or works based on it.

6. Each tine you redistribute the Program (or any work based on the
Progranm), the recipient automatically receives a license fromthe
original licensor to copy, distribute or nodify the Program subject to
these terms and conditions. You may not inpose any further
restrictions on the recipients' exercise of the rights granted herein
You are not responsible for enforcing conpliance by third parties to
this License

7. If, as a consequence of a court judgnment or allegation of patent
infringement or for any other reason (not limted to patent issues)
condi tions are inposed on you (whether by court order, agreenent or
ot herwi se) that contradict the conditions of this License, they do not
excuse you fromthe conditions of this License. |f you cannot
distribute so as to satisfy simultaneously your obligations under this
Li cense and any other pertinent obligations, then as a consequence you
may not distribute the Programat all. For exanple, if a patent
license would not permt royalty-free redistribution of the Program by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely fromdistribution of the Program

If any portion of this section is held invalid or unenforceabl e under
any particul ar circunstance, the bal ance of the section is intended to
apply and the section as a whole is intended to apply in other

ci rcumst ances

It is not the purpose of this section to induce you to infringe any
patents or other property right clains or to contest validity of any
such clains; this section has the sol e purpose of protecting the
integrity of the free software distribution system which is

i mpl emented by public |license practices. Mny peopl e have nmade
generous contributions to the wi de range of software distributed
through that systemin reliance on consistent application of that
system it is up to the author/donor to decide if he or she is willing
to distribute software through any other system and a |icensee cannot

i npose that choice

This section is intended to nake thoroughly clear what is believed to
be a consequence of the rest of this License

8. If the distribution and/or use of the Programis restricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright hol der who places the Program under this License
may add an explicit geographical distribution Iimtation excluding
those countries, so that distribution is pernmitted only in or anpng
countries not thus excluded. |n such case, this License incorporates
the limtation as if witten in the body of this License

9. The Free Software Foundation may publish revised and/or new
versions of the CGeneral Public License fromtine to tinme. Such new
versions will be simlar in spirit to the present version, but may
differ in detail to address new probl ems or concerns

Each version is given a distinguishing version nunber. If the Program
speci fies a version nunber of this License which applies to it and
"any later version", you have the option of follow ng the terns and
condi tions either of that version or of any l|later version published by
the Free Software Foundation. |If the Program does not specify a
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versi on nunber of this License, you may choose any version ever
publ i shed by the Free Software Foundati on.

10. If you wish to incorporate parts of the Programinto other free
prograns whose distribution conditions are different, wite to the
aut hor to ask for permission. For software which is copyrighted by the
Free Software Foundation, wite to the Free Software Foundation; we
soneti mes make exceptions for this. Qur decision will be guided by the
two goals of preserving the free status of all derivatives of our free
software and of pronoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM | S LI CENSED FREE OF CHARGE, THERE IS NO
WARRANTY FOR THE PROGRAM TO THE EXTENT PERM TTED BY APPLI CABLE LAW
EXCEPT WHEN OTHERW SE STATED I N WRI TI NG THE COPYRI GHT HOLDERS AND/ OR
OTHER PARTI ES PROVI DE THE PROGRAM "AS | S" W THOUT WARRANTY OF ANY Kl ND,
El THER EXPRESSED CR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO, THE | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE.

THE ENTIRE RI SK AS TO THE QUALI TY AND PERFORVMANCE OF THE PROGRAM | S
WTH YOQU. SHOULD THE PROGRAM PROVE DEFECTI VE, YOU ASSUME THE COST OF
ALL NECESSARY SERVI CI NG REPAI R OR CORRECTI ON.

12. I N NO EVENT UNLESS REQUI RED BY APPLI CABLE LAW OR AGREED TO I N
VWRI TI NG WLL ANY COPYRI GHT HOLDER, OR ANY OTHER PARTY WHO MAY MODI FY
AND/ OR REDI STRI BUTE THE PROGRAM AS PERM TTED ABOVE, BE LI ABLE TO YQU
FOR DAVAGES, | NCLUDI NG ANY GENERAL, SPECI AL, | NCI DENTAL OR
CONSEQUENTI AL DAMAGES ARI SI NG OQUT OF THE USE OR I NABI LITY TO USE THE
PROGRAM (| NCLUDI NG BUT NOT LIM TED TO LOSS OF DATA OR DATA BEI NG
RENDERED | NACCURATE OR LOSSES SUSTAI NED BY YOU OR THI RD PARTIES OR A
FAI LURE OF THE PROGRAM TO OPERATE W TH ANY OTHER PROGRAMS), EVEN | F
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVI SED OF THE PGSSI Bl LI TY OF SUCH
DAMAGES.

END OF TERVS AND CONDI Tl ONS
How to Apply These Ternms to Your New Prograns

If you devel op a new program and you want it to be of the greatest
possi bl e use to the public, the best way to achieve this is to nmake it
free software which everyone can redistribute and change under these
terns.

To do so, attach the following notices to the program It is safest
to attach themto the start of each source file to nost effectively
convey the exclusion of warranty; and each file should have at |east
the "copyright" line and a pointer to where the full notice is found.

<one line to give the program s name and a brief idea of what it
does. >
Copyright (C <year> <nane of author>

This programis free software; you can redistribute it and/or
modi fy it under the terns of the GNU General Public License as
publ i shed by the Free Software Foundation; either version
2 of the License, or (at your option) any |ater version.

This programis distributed in the hope that it will be useful,
but W THOUT ANY WARRANTY; wi thout even the inplied warranty of
MERCHANTABI LI TY or FI TNESS FOR A PARTI CULAR PURPOSE. See the
G\U General Public License for nore details.

You shoul d have received a copy of the GNU General Public License
along with this program if not, wite to the Free Software
Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA
02110- 1301 USA
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Al so add informati on on how to contact you by el ectronic and paper
mai | .

If the programis interactive, make it output a short notice like this
when it starts in an interactive node:

Gnhonovi si on version 69, Copyright (C year nanme of author

Gnhonovi si on conmes with ABSOLUTELY NO WARRANTY; for details
type 'show w . This is free software, and you are wel cone

to redistribute it under certain conditions; type 'show c'
for details.

The hypot heti cal comrands 'show w and 'show c¢' shoul d show t he
appropriate parts of the General Public License. O course, the
conmands you use may be cal |l ed sonet hi ng other than 'show w and
‘show c'; they could even be nouse-clicks or nenu itens--whatever
suits your program

You shoul d al so get your enployer (if you work as a programrer) or your
school, if any, to sign a "copyright disclainmer" for the program if
necessary. Here is a sanple; alter the nanes:

Yoyodyne, Inc., hereby disclains all copyright interest in the
program ' Ghonovi si on' (whi ch nmakes passes at conpilers) witten
by Janmes Hacker.

<signature of Ty Coon>, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your program

into proprietary prograns. |f your programis a subroutine library,
you may consider it nore useful to pernmit |inking proprietary
applications with the library. |If this is what you want to do, use

the GNU Lesser Ceneral Public License instead of this License.

A.32 JDOM Project License

The following software may be included in this product:

JDOM

Thi s product includes software devel oped by the
JDOM Project (http://ww.jdomorg/).

Copyright (C) 2000-2004 Jason Hunter & Brett MLaughlin.
Al rights reserved.

Redi stri bution and use in source and binary forms, with or w thout

nodi fication, are permtted provided that the follow ng conditions

are net:

1. Redistributions of source code nust retain the above copyright notice,
this list of conditions, and the follow ng disclainmer.

2. Redistributions in binary form nust reproduce the above copyright notice,
this list of conditions, and the disclainer that follows these conditions
in the docunentation and/or other materials provided with the distribution.

3. The nane "JDOM' nust not be used to endorse or pronote products derived
fromthis software without prior witten perm ssion. For witten perm ssion,
pl ease contact <request_AT_j dom DOT_or g>.

4. Products derived fromthis software may not be called "JDOM', nor may
"JDOM' appear in their name, without prior witten perm ssion fromthe
JDOM Pr oj ect Managenent <request_AT_j dom DOT_or g>.

In addition, we request (but do not require) that you include in the end-user

docunent ation provided with the redistribution and/or in the software itself

an acknow edgenent equivalent to the foll ow ng:
"Thi s product includes software devel oped by the
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JDOM Project (http://ww.jdomorg/)."
Alternatively, the acknow edgnent may be graphical using the |ogos avail able
at http://ww.jdom org/i mages/| ogos.

TH S SCFTWARE |'S PROVI DED "AS | S" AND ANY EXPRESSED COR | MPLI ED WARRANTI ES, | NCLUDI NG BUT
NOT LIM TED TGO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR
PURPCSE ARE DI SCLAI MED. I N NO EVENT SHALL THE JDOM AUTHORS OR THE PRQJECT CONTRI BUTORS BE
LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES
(I'NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE,
DATA, OR PRCFITS; OR BUSI NESS | NTERRUPTI ON) HOAEVER CAUSED AND ON ANY THEORY OF LI ABILITY,
VWHETHER | N CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARl SI NG
I'N ANY WAY QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE PGSSI Bl LI TY OF SUCH
DAMAGE.

This software consists of voluntary contributions made by many i ndivi dual s
on behal f of the JDOM Project and was originally created by Jason Hunter
and Brett MLaughlin. For nmore informati on on the JDOM Proj ect, please see
<http://ww.jdomorg/>."

A.33 jQuery License

The following software may be included in this product:

J Query

Copyright 2012 j Query Foundati on and ot her contributors
http://jquery. com

Perm ssion is hereby granted, free of charge, to any person obtai ni ng
a copy of this software and associ ated docunentation files (the
"Software"), to deal in the Software w thout restriction, including
without limtation the rights to use, copy, nodify, nerge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
pernmit persons to whomthe Software is furnished to do so, subject to
the foll owi ng conditions:

The above copyright notice and this perm ssion notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE | S PROVIDED "AS | S", WTHOUT WARRANTY COF ANY KI ND,
EXPRESS OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO THE WARRANTI ES OF
MERCHANTABI LI TY, FI TNESS FOR A PARTI CULAR PURPCSE AND

NONI NFRI NGEMENT. | N NO EVENT SHALL THE AUTHORS OR COPYRI GHT HOLDERS BE
LI ABLE FOR ANY CLAIM DAVAGES CR OTHER LI ABILITY, WHETHER I N AN ACTI ON
OF CONTRACT, TORT OR OTHERW SE, ARI SING FROM OUT OF OR | N CONNECTI ON
W TH THE SOFTWARE OR THE USE OR OTHER DEALI NGS | N THE SCFTWARE.

A.34 jQuery Ul License

The following software may be included in this product:

j Query Ul
Copyright (c) 2009 Paul Bakaus, http://jqueryui.com

This software consists of voluntary contributions made by many i ndivi dual s
(AUTHORS. t xt, http://jqueryui.conl about) For exact contribution history,
see the revision history and | ogs, avail able at

http://jquery-ui.googl ecode. com svn/

Perm ssion is hereby granted, free of charge, to any person obtaining a
copy of this software and associ ated docunentation files (the "Software"),
to deal in the Software wi thout restriction, including without limitation
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the rights to use, copy, nodify, nerge, publish, distribute, sublicense,
and/or sell copies of the Software, and to pernit persons to whomthe
Software is furnished to do so, subject to the follow ng conditions:

The above copyright notice and this perm ssion notice shall be included
in all copies or substantial portions of the Software.

THE SOFTWARE | S PROVIDED "AS |S", W THOUT WARRANTY CF ANY KI ND,
EXPRESS OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO THE WARRANTI ES OF
MERCHANTABI LI TY, FI TNESS FOR A PARTI CULAR PURPCSE AND NONI NFRI NGEMENT.
I'N NO EVENT SHALL THE AUTHORS CR COPYRI GHT HOLDERS BE LI ABLE FOR

ANY CLAIM DAMAGES OR OTHER LI ABILITY, WHETHER I N AN ACTI ON OF
CONTRACT, TORT OR OTHERW SE, ARI SI NG FROM OUT OF OR | N CONNECTI ON

W TH THE SOFTWARE OR THE USE OR OTHER DEALI NGS | N THE SCFTWARE.

A.35 JSON-lib License

The following software may be included in this product:

JSON-1i b

Thi s conmponent is |icensed under Section A 17, “Apache License Version 2.0, January 2004".

A.36 11 b sqgl.cc License

The following software may be included in this product:

lib_sql.cc

Copyright (c) 2000
SWsof t conpany

This material is provided "as is", with absolutely no warranty
expressed or inplied. Any use is at your own ri sk.

Perm ssion to use or copy this software for any purpose is hereby
granted without fee, provided the above notices are retained on

all copies. Permission to nodify the code and to distribute nodified
code is granted, provided the above notices are retained, and a
notice that the code was nodified is included with the above copyri ght
noti ce.

This code was nodified by the MySQL team

A.37 | 1 bevent License

The following software may be included in this product:

Copyright (c) 2000-2007 Niels Provos <provos@iti.um ch. edu>
Copyright (c) 2007-2012 Niels Provos and N ck Mat hewson

Redi stri bution and use in source and binary forms, with or w thout

nodi fication, are permtted provided that the follow ng conditions

are net:

1. Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

2. Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in the
docunent ati on and/or other naterials provided with the distribution.

3. The nane of the author may not be used to endorse or pronote products

184



Libxml2 License

derived fromthis software without specific prior witten perm ssion.

THI' S SOFTWARE | S PROVI DED BY THE AUTHOR "“AS I S'' AND ANY EXPRESS OR

I MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LIM TED TO THE | MPLI ED WARRANTI ES
OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPOSE ARE DI SCLAI MED.
I'N NO EVENT SHALL THE AUTHOR BE LI ABLE FOR ANY DI RECT, | NDI RECT,

I NCl DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DANMAGES (| NCLUDI NG, BUT
NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE,
DATA, OR PRCFITS; OR BUSI NESS | NTERRUPTI ON) HONEVER CAUSED AND ON ANY
THEORY OF LI ABILITY, WHETHER I N CONTRACT, STRICT LIABILITY, OR TORT

(1 NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG | N ANY WAY QUT OF THE USE OF
TH S SOFTWARE, EVEN | F ADVI SED OF THE PGSSI Bl LI TY OF SUCH DAMAGE.

Porti ons of Libevent are based on works by others, also made avail abl e by
them under the three-clause BSD |icense above. The copyright notices are
available in the corresponding source files; the license is as above. Here's
a list:

| og. c:
Copyright (c) 2000 Dug Song <dugsong@monkey. or g>
Copyright (c) 1993 The Regents of the University of California.

strlcpy.c:
Copyright (c) 1998 Todd C. MIler <Todd.M || er @ourtesan. con>

wi n32sel ect . c:
Copyright (c) 2003 M chael A. Davis <m ke@lat anerds. net >

ht-internal. h:
Copyright (c) 2002 Christopher d ark

m nheap-internal . h:
Copyright (c) 2006 Maxi m Yegorushki n <maxi m yegor ushki n@mai | . con»

The arc4nodul e is avail abl e under the follow ng, sonetines called the
" QpenBSD' |i cense:

Copyright (c) 1996, David Mazi eres <dm@aun. or g>
Copyright (c) 2008, Damien M| er <dj m@penbsd. org>

Perm ssion to use, copy, nodify, and distribute this software for any
purpose with or without fee is hereby granted, provided that the above
copyright notice and this permi ssion notice appear in all copies.

THE SOFTWARE | S PROVIDED "AS | S" AND THE AUTHCOR DI SCLAI M5 ALL WARRANTI ES
W TH REGARD TO THI S SOFTWARE | NCLUDI NG ALL | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY AND FI TNESS. | N NO EVENT SHALL THE AUTHOR BE LI ABLE FOR
ANY SPECI AL, DI RECT, | NDI RECT, OR CONSEQUENTI AL DAMAGES CR ANY DAMAGES
WHATSCEVER RESULTI NG FROM LCSS CF USE, DATA COR PROFI TS, WHETHER I N AN
ACTI ON OF CONTRACT, NEGLI GENCE OR OTHER TORTI QUS ACTI ON, ARI SI NG QUT OF
OR I N CONNECTI ON W TH THE USE OR PERFORVMANCE OF THI S SCOFTWARE.

A.38 Libxml2 License

The following software may be included in this product:

Li bxm 2

Except where otherw se noted in the source code (e.g.
the files hash.c, list.c and the trio files, which are
covered by a simlar licence but with different Copyright
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notices) all the files are
Copyright (C 1998-2003 Daniel Veillard. Al R ghts Reserved

Perm ssion is hereby granted, free of charge, to any

person obtaining a copy of this software and associ at ed
docunentation files (the "Software"), to deal in the

Sof tware without restriction, including without limtation
the rights to use, copy, nodify, nerge, publish, distribute
subl i cense, and/or sell copies of the Software, and to
pernmit persons to whomthe Software is furnished to do so
subject to the followi ng conditions

The above copyright notice and this perm ssion notice
shall be included in all copies or substantial portions
of the Software.

THE SOFTWARE | S PROVIDED "AS |S", W THOUT WARRANTY OF
ANY KIND, EXPRESS OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED
TO THE WARRANTI ES OF MERCHANTABI LI TY, FI TNESS FOR A
PARTI CULAR PURPOSE AND NONI NFRI NGEMENT. | N NO EVENT
SHALL THE DANI EL VEI LLARD BE LI ABLE FOR ANY CLAI M
DAMAGES OR OTHER LI ABI LI TY, WHETHER | N AN ACTI ON OF
CONTRACT, TORT OR OTHERW SE, ARI SI NG FROM OUT OF OR

I N CONNECTI ON W TH THE SCFTWARE OR THE USE OR OTHER
DEALI NGS | N THE SOFTWARE

Except as contained in this notice, the name of Danie
Veillard shall not be used in advertising or otherw se
to pronote the sale, use or other dealings in this

Sof tware without prior witten authorization from him

A.39 LPeg Library License

The following software may be included in this product:

LPeg
Use of any of this software is governed by the terns of the |icense bel ow
Copyri ght © 2008 Lua.org, PUC Ri o

Perm ssion is hereby granted, free of charge, to any person obtaining a copy of
this software and associ ated docunentation files (the "Software"), to deal in
the Software without restriction, including without limtation the rights to
use, copy, nodify, nmerge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permt persons to whomthe Software is furnished to do so
subject to the follow ng conditions

The above copyright notice and this perm ssion notice shall be included in al
copi es or substantial portions of the Software.

THE SOFTWARE | S PROVIDED "AS |IS", W THOUT WARRANTY OF ANY KI ND, EXPRESS COR

I MPLI ED, | NCLUDI NG BUT NOT LI M TED TO THE WARRANTI ES OF MERCHANTABI LI TY, FI TNESS
FOR A PARTI CULAR PURPCSE AND NONI NFRI NGEMENT. | N NO EVENT SHALL THE AUTHORS CR
COPYRI GHT HOLDERS BE LI ABLE FOR ANY CLAIM DAMAGES OR OTHER LI ABI LI TY, WHETHER

I N AN ACTI ON OF CONTRACT, TORT OR OTHERW SE, ARI SI NG FROM OUT CF OR I N
CONNECTI ON W TH THE SOFTWARE OR THE USE OR OTHER DEALI NGS | N THE SOFTWARE

A.40 Lua (liblua) License

The following software may be included in this product:
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Lua (li bl ua)
Copyri ght © 1994-2008 Lua.org, PUC Rio.

Perm ssion is hereby granted, free of charge, to any person obtai ni ng
a copy of this software and associ ated docunmentation files (the
"Software"), to deal in the Software w thout restriction, including
without limtation the rights to use, copy, nodify, nerge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
pernmit persons to whomthe Software is furnished to do so, subject

to the followi ng conditions:

The above copyright notice and this perm ssion notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE | S PROVIDED "AS | S", W THOUT WARRANTY CF ANY KI ND,
EXPRESS OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO THE WARRANTI ES
OF MERCHANTABI LI TY, FITNESS FOR A PARTI CULAR PURPGCSE AND

NONI NFRI NGEMENT. | N NO EVENT SHALL THE AUTHORS OR COPYRI GHT
HOLDERS BE LI ABLE FOR ANY CLAIM DAMAGES OR OTHER LI ABI LI TY,
WHETHER I N AN ACTI ON OF CONTRACT, TORT OR OTHERW SE, ARl SI NG
FROM OUT CF OR | N CONNECTI ON W TH THE SOFTWARE OR THE USE OR
OTHER DEALI NGS I N THE SOFTWARE.

A.41 LuaFi | eSyst emLibrary License

The following software may be included in this product:

LuaFi | eSyst em
Copyright © 2003 Kepl er Project.

Perm ssion is hereby granted, free of charge, to any person obtai ni ng
a copy of this software and associ ated docunentation files (the
"Software"), to deal in the Software w thout restriction, including
without limtation the rights to use, copy, nodify, nerge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
pernmit persons to whomthe Software is furnished to do so, subject

to the followi ng conditions:

The above copyright notice and this perm ssion notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE | S PROVIDED "AS | S", WTHOUT WARRANTY CF ANY KI ND,
EXPRESS OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO THE WARRANTI ES OF
MERCHANTABI LI TY, FI TNESS FOR A PARTI CULAR PURPCSE AND NONI NFRI NGEMENT.
I'N NO EVENT SHALL THE AUTHORS CR COPYRI GHT HOLDERS BE LI ABLE FCR

ANY CLAIM DAMAGES OR OTHER LI ABILITY, WHETHER I N AN ACTI ON OF
CONTRACT, TORT OR OTHERW SE, ARI SI NG FROM OUT OF OR | N CONNECTI ON

W TH THE SOFTWARE OR THE USE OR OTHER DEALI NGS | N THE SCFTWARE.

A.42 md5 (Message-Digest Algorithm 5) License

The following software may be included in this product:

md5 (Message-Di gest Al gorithm 5)

This code i nplenents the MD5 nessage-di gest al gorithm

The algorithmis due to Ron Rivest. This code was

witten by Colin Plunb in 1993, no copyright is clained.
This code is in the public domain; do with it what you wi sh.

Equi val ent code is available from RSA Data Security, Inc.
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This code has been tested against that, and is equival ent,
except that you don't need to include two pages of |egal ese
with every copy.

The code has been nodified by Mkael Ronstroemto handl e
cal culating a hash value of a key that is always a multiple
of 4 bytes long. Word O of the cal cul ated 4-word hash val ue
is returned as the hash val ue.

A.43 nt_servc (Windows NT Service class library) License

The following software may be included in this product:

nt_servc (Windows NT Service class library)

W ndows NT Service class library
Copyri ght Abandoned 1998 Irena Pancirov - Irnet Snc
This file is public domain and comes with NO WARRANTY of any ki nd

A.44 OGNL (Object-Graph Navigation Language) License

The followi ng software may be included in this product:
OG\L (nj ect- Graph Navi gati on Language)

The OGNL packages are not available for direct, independent downl oad -
they are packaged with Struts rel eases, and nmintai ned as part of that
proj ect under Apache v2.0 |icense.

This component is licensed under Section A.17, “Apache License Version 2.0, January 2004”.

A.45 OpenSSL v0.9.8 License

The following software may be included in this product:

OpenSSL vO0. 9. 8

Copyright (c) 1998-2008 The OpenSSL Proj ect.
Al rights reserved.

Redi stri bution and use in source and binary fornms, with or w thout
nmodi fication, are permtted provided that the foll ow ng conditions
are net:

1. Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

2. Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in
t he docunentation and/or other materials provided with the
di stribution.

3. Al advertising materials nentioning features or use of this
sof tware nust display the foll ow ng acknow edgnent :

"Thi s product includes software devel oped by the OpenSSL
Project for use in the OpenSSL Tool ki t.
(http://ww. openssl.org/)"

4. The nanes "OpenSSL Tool kit" and "OpenSSL Project" nmust not be
used to endorse or pronote products derived fromthis software
without prior witten perm ssion. For witten perm ssion, please
cont act openssl - core@penssl . org.

5. Products derived fromthis software may not be called "OpenSSL"
nor may "QOpenSSL" appear in their nanes w thout prior witten
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perm ssion of the OpenSSL Proj ect.
6. Redistributions of any form whatsoever nust retain the foll ow ng
acknow edgnent :
"Thi s product includes software devel oped by the OpenSSL
Project for use in the OpenSSL Tool ki t
(http://ww. openssl.org/)"

TH' S SOFTWARE | S PROVI DED BY THE QpenSSL PROJECT " "AS |S'' AND ANY
EXPRESSED OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LIM TED TO, THE

I MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR
PURPCSE ARE DI SCLAI MED. | N NO EVENT SHALL THE OpenSSL PRQJIECT OR I TS
CONTRI BUTCRS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL,
EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT LI M TED TGO,
PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE, DATA, OR
PROFI TS; OR BUSI NESS | NTERRUPTI ON) HOAEVER CAUSED AND ON ANY THECRY
OF LIABILITY, WHETHER | N CONTRACT, STRICT LIABILITY, OR TORT (| NCLUDI NG
NEGLI GENCE OR OTHERW SE) ARI SING I N ANY WAY QUT OF THE USE OF THI S
SOFTWARE, EVEN | F ADVI SED OF THE PGSSI Bl LI TY OF SUCH DAMAGE.

Thi s product includes cryptographic software witten by Eric Young
(eay@ryptsoft.con). This product includes software witten by Tim
Hudson (tjh@ryptsoft.com.

A.46 PCRE License

The following software may be included in this product:

PCRE (Perl Compatible Regular Expressions) Library

PCRE LI CENCE

PCRE is a library of functions to support regul ar expressions
whose syntax and senantics are as cl ose as possible to those
of the Perl 5 |anguage.

Rel ease 7 of PCRE is distributed under the terns of the "BSD'
I'i cence, as specified bel ow. The docunentation for PCRE,
supplied in the "doc" directory, is distributed under the sane
terms as the software itself.

The basic library functions are witten in C and are
freestanding. Also included in the distribution is a set
of C++ wapper functions.

THE BASI C LI BRARY FUNCTI ONS

Witten by: Philip Hazel
Emai|l |ocal part: phl0
Emai | domai n: cam ac. uk

Uni versity of Canbridge Conputing Service,
Canbri dge, England. Phone: +44 1223 334714.

Copyright (c) 1997-2006 University of Canbridge
Al rights reserved.

THE C++ WRAPPER FUNCTI ONS

Contri buted by: Googl e I nc.

Copyright (c) 2006, Google Inc.
Al rights reserved.

THE "BSD' LI CENCE
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PersistJS License

Redi stri bution and use in source and binary fornmns,
with or without nodification, are permtted provi ded
that the follow ng conditions are net:

* Redistributions of source code nust retain the above
copyright notice, this list of conditions and the
foll owi ng discl ai mer.

* Redistributions in binary form nmust reproduce the
above copyright notice, this list of conditions and
the follow ng disclainer in the docunmentation and/ or
other materials provided with the distribution.

* Neither the nanme of the University of Canbridge nor
the nane of Google Inc. nor the nanmes of their contributors
may be used to endorse or pronote products derived from
this software without specific prior witten permnission.

TH S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND

CONTRI BUTCRS "AS |'S" AND ANY EXPRESS OR | MPLI ED WARRANTI ES,

I NCLUDI NG, BUT NOT LIMTED TO, THE | MPLI ED WARRANTI ES OF

MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE ARE

DI SCLAI MED. | N NO EVENT SHALL THE COPYRI GHT OANER OR CONTRI BUTCRS

BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY,
OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT
COF SUBSTI TUTE GOODS OR SERVI CES; LOSS COF USE, DATA, OR PRCFITS;

OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY THEORY OF

LI ABI LI TY, WHETHER | N CONTRACT, STRICT LIABILITY, OR TORT (| NCLUDI NG
NEGLI GENCE OR OTHERW SE) ARI SI NG I N ANY WAY OUT OF THE USE OF

TH S SOFTWARE, EVEN | F ADVI SED OF THE PGSSI Bl LI TY OF SUCH DAMAGE.

End

A.47 PersistJS License

The following software may be included in this product:

Persi stJS
Copyright (c) 2008 Paul Duncan (paul @abl otron. org)

Perm ssion is hereby granted, free of charge, to any person obtaining a copy
of this software and associ ated docunentation files (the "Software"), to deal
in the Software without restriction, including without limtation the rights
to use, copy, nodify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to pernmit persons to whomthe Software is
furnished to do so, subject to the follow ng conditions:

The above copyright notice and this perm ssion notice shall be included in
al |l copies or substantial portions of the Software.

THE SOFTWARE | S PROVIDED "AS |S", W THOUT WARRANTY OF ANY KI ND, EXPRESS COR

I MPLI ED, | NCLUDI NG BUT NOT LI M TED TO THE WARRANTI ES OF MERCHANTABI LI TY,

FI TNESS FOR A PARTI CULAR PURPOSE AND NONI NFRI NGEMENT. | N NO EVENT SHALL THE
AUTHORS OR COPYRI GHT HOLDERS BE LI ABLE FOR ANY CLAIM DAMAGES CR OTHER

LI ABILITY, WHETHER I N AN ACTI ON OF CONTRACT, TORT CR OTHERW SE, ARI SI NG FROM
QUT OF OR I N CONNECTI ON W TH THE SOFTWARE OR THE USE OR OTHER DEALINGS I N
THE SOFTWARE.

A.48 PNG Behavior License

The following software may be included in this product:

PNG Behavi or
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Notice that the PNG Behavi or does not require any license. You may use it in
any way you see fit as long as credit is given where credit is due. In other
words, don't claimyou create it and don't try to make nmoney directly fromit.

A.49 PxtoEM License

The following software may be included in this product:

Pxt oEM

Thi s conmponent is dual |icensed under the MT and GPL |icenses.
For the avoi dance of doubt, Oracle elects to use only the MT
Li cense at this time for this conponent.

The M T License
Copyright (c) 2008, Filanent Goup, Inc

Perm ssion is hereby granted, free of charge, to any person obtaining a copy
of this software and associ ated docunentation files (the "Software"), to deal
in the Software without restriction, including without limtation the rights
to use, copy, nodify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to pernmt persons to whomthe Software is
furnished to do so, subject to the follow ng conditions:

The above copyright notice and this perm ssion notice shall be included in
al | copies or substantial portions of the Software.

THE SOFTWARE | S PROVIDED "AS |S", W THOUT WARRANTY OF ANY KI ND, EXPRESS CR

I MPLI ED, | NCLUDI NG BUT NOT LI M TED TO THE WARRANTI ES OF MERCHANTABI LI TY,

FI TNESS FOR A PARTI CULAR PURPCSE AND NONI NFRI NGEMENT. | N NO EVENT SHALL THE
AUTHORS OR COPYRI GHT HOLDERS BE LI ABLE FOR ANY CLAIM DAMAGES OR OTHER

LI ABILITY, WHETHER I N AN ACTI ON OF CONTRACT, TORT COR OTHERW SE, ARI SI NG FROM
QUT OF OR I N CONNECTI ON W TH THE SOFTWARE OR THE USE OR OTHER DEALINGS | N
THE SOFTWARE.

The end-user docunentation included with the redistribution, if any,
must include the followi ng acknow edgnent :
"Thi s product includes software devel oped by Filanment G oup, Inc
(http://ww.filanmentgroup.com) and its contributors",
in the same place and formas other third-party acknow edgnents.
Alternately, this acknow edgnent may appear in the software itself,
in the same formand | ocation as other such third-party
acknow edgnent s.

A.50 RegEX-Spencer Library License

The following software may be included in this product: Henry Spencer's Regular-Expression Library
(RegEX-Spencer)

Copyright 1992, 1993, 1994 Henry Spencer. Al rights reserved.
This software is not subject to any |icense of the American Tel ephone
and Tel egraph Conpany or of the Regents of the University of California.

Perm ssion is granted to anyone to use this software for any purpose on
any conputer system and to alter it and redistribute it, subject
to the following restrictions:

1. The author is not responsible for the consequences of use of this
software, no matter how awmful, even if they arise fromflaws in it.

2. The origin of this software nust not be mi srepresented, either by
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RFC 3174 - US Secure Hash Algorithm 1 (SHA1) License

explicit claimor by om ssion. Since few users ever read sources,
credits nust appear in the docunmentation.

3. Altered versions nust be plainly marked as such, and nmust not be
m srepresented as being the original software. Since few users
ever read sources, credits nust appear in the docunentation.

4. This notice may not be renopved or altered.

A.51 RFC 3174 - US Secure Hash Algorithm 1 (SHA1) License

The following software may be included in this product:

RFC 3174 - US Secure Hash Algorithm 1 (SHA1)

RFC 3174 - US Secure Hash Al gorithm 1 (SHA1)
Copyright (C) The Internet Society (2001). Al R ghts Reserved.

Thi s docunent and transl ations of it may be copied and furnished to
others, and derivative works that conment on or otherw se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of

devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The |limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SCOClI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPOSE

Acknow edgenent
Fundi ng for the RFC Editor function is currently provided by the
I nternet Society.

A.52 Richard A. O'Keefe String Library License

The following software may be included in this product:

Richard A. O'Keefe String Library

The Richard O Keefe String Library is subject to the follow ng notice

These files are in the public domain. This includes getopt.c, which
is the work of Henry Spencer, University of Toronto Zool ogy, who
says of it "None of this software is derived fromBell software.

had no access to the source for Bell's versions at the time | wote
it. This software is hereby explicitly placed in the public domain
It may be used for any purpose on any nachi ne by anyone." | woul d
greatly prefer it if *ny* material received no mlitary use
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The t_ctype.h file is subject to the foll owi ng notice:

Copyright (C 1998, 1999 by Pruet Boonmm, all rights reserved.
Copyright (C 1998 by Theppitak Karoonboonyanan, all rights reserved.

Perm ssion to use, copy, nodify, distribute and sell this software and its
docunentation for any purpose is hereby granted without fee, provided that the above
copyright notice appear in all copies.

Smaphan Raruenrom and Pruet Boonma makes no representati ons about
the suitability of this software for any purpose. It is provided
"as is" without express or inplied warranty.

A.53 ROME License

The following software may be included in this product:

ROVE

Thi s conmponent is |icensed under
Section A 17, “Apache License Version 2.0, January 2004".

A.54 sbjson License

The following software may be included in this product:

sbj son
JSON Encoder and Parser for Lua 5.1

Copyright © 2007 Shaun Brown (http://ww. chi pmunkav. com .
Al R ghts Reserved.

Perm ssion is hereby granted, free of charge, to any person

obtai ning a copy of this software to deal in the Software w thout
restriction, including without limtation the rights to use,

copy, nodify, nerge, publish, distribute, sublicense, and/or

sell copies of the Software, and to permt persons to whomthe
Software is furnished to do so, subject to the follow ng conditions:

The above copyright notice and this perm ssion notice shall be

included in all copies or substantial portions of the Software.

If you find this software useful please give ww. chi pnunkav. com
a mention.

THE SOFTWARE | S PROVIDED "AS | S", WTHOUT WARRANTY CF ANY KI ND,
EXPRESS OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO THE WARRANTI ES
OF MERCHANTABI LI TY, FI TNESS FOR A PARTI CULAR PURPGCSE AND

NONI NFRI NGEMENT.

I'N NO EVENT SHALL THE AUTHORS CR COPYRI GHT HOLDERS BE LI ABLE FOR
ANY CLAIM DAMAGES OR OTHER LI ABILITY, WHETHER I N AN ACTI ON OF
CONTRACT, TORT OR OTHERW SE, ARl SI NG FROM OUT CF OR I N

CONNECTI ON W TH THE SCFTWARE OR THE USE OR OTHER DEALI NGS | N THE
SOFTWARE.

A.55 Simple Logging Facade for Java (SLF4J) License

The following software may be included in this product:
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Si npl e Loggi ng Facade for Java (SLF4J)

Copyright (c) 2004-2008 QOS.ch
Al rights reserved.

Perm ssion is hereby granted, free of charge,

to any person obtaining a copy of this software

and associ ated docunmentation files (the "Software"),
to deal in the Software w thout restriction, including
without limtation the rights to use, copy, nodify,
merge, publish, distribute, sublicense, and/or sell
copi es of the Software, and to permit persons to whom
the Software is furnished to do so, subject to the
foll owi ng conditions:

The above copyright notice and this perm ssion notice
shall be included in all copies or substantial portions
of the Software.

THE SOFTWARE | S PROVIDED "AS | S", W THOUT WARRANTY

CF ANY KIND, EXPRESS OR | MPLI ED, | NCLUDI NG BUT NOT

LIM TED TO THE WARRANTI ES OF MERCHANTABI LI TY, FI TNESS
FOR A PARTI CULAR PURPOSE AND NONI NFRI NGEMENT. | N NO
EVENT SHALL THE AUTHORS CR COPYRI GHT HOLDERS BE LI ABLE
FOR ANY CLAIM DAMAGES OR OTHER LI ABILITY, WHETHER I N
AN ACTI ON OF CONTRACT, TORT OR OTHERW SE, ARI SI NG FROM
QUT OF OR I N CONNECTI ON W TH THE SOFTWARE OR THE USE
OR OTHER DEALI NGS | N THE SCFTWARE.

A.56 SNMP4J License

The following software may be included in this product:

SNVP4J (The Object Oiented SNWP APl for Java Managers and Agents)

Conponent's NOTICE. txt file:

== NOTICE file corresponding to the section 4 d of ==
== the Apache License, Version 2.0, ==
== in this case for the SNMP4J distribution. ==

Thi s product includes software devel oped by
SNVP4J. org (http://ww. snnp4j.org/).

Pl ease read the different LICENSE files present in the
root directory of this distribution.

The nanmes "SNWP4J" and "Apache Sof tware Foundation"
must not be used to endorse or pronote products derived
fromthis software without prior witten perm ssion.
For witten perm ssion, please contact

info@nnp4j .org (SNWP4J) or apache@pache. org.

This component is licensed under Section A.17, “Apache License Version 2.0, January 2004".

A.57 StringTemplate Template Engine License

The following software may be included in this product:

StringTenpl ate Tenpl ate Engi ne
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Copyright (c) 2008, Terence Parr
Al rights reserved.

Redi stri bution and use in source and binary fornms, with or w thout

nodi fication, are permtted provided that the foll ow ng conditions

are net:

1. Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

2. Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in
the docunentation and/or other materials provided with the distribution.

3. Neither the name of the author nor the names of its contributors may
be used to endorse or pronote products derived fromthis software
Wi thout specific prior witten perm ssion.

TH S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND CONTRI BUTORS
"AS | S" AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT
LIMTED TO THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS
FOR A PARTI CULAR PURPOSE ARE DI SCLAI MED. I N NO EVENT SHALL THE
COPYRI GHT OAWNER OR CONTRI BUTCRS BE LI ABLE FOR ANY DI RECT, | NDI RECT,
| NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAVAGES (| NCLUDI NG,
BUT NOT LI M TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES;
LOSS OF USE, DATA, OR PRCFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER
CAUSED AND ON ANY THECRY OF LI ABILITY, WHETHER | N CONTRACT, STRI CT
LI ABI LI TY, OR TORT (| NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SING I N
ANY WAY QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED CF THE
PGSSI BI LI TY OF SUCH DAMAGE.

A.58 TEA License

The following software may be included in this product:

TEA (a Tiny Encryption Al gorithm
Tiny Encryption Algorithmv2.0, fromLecture Notes in Conputer Science
(Leuven, Belgium Fast Software Encryption: Second |nternational Workshop) -

presented by David Wheel er and Roger Needham of the Canbri dge Conputer
Laboratory in 1995.

A.59 XWork 2.0.4 License

The followi ng software may be included in this product:

XWork version 2.0.4

The OpenSynphony Sof tware License, Version 1.1

(this license is derived and fully conpatible with the

Apache Software License - see

http://ww. apache. or g/ LI CENSE. t xt )

Copyright (c) 2001-2004 The OpenSynphony Group. Al rights reserved.

Redi stri bution and use in source and binary fornmns,

with or without nodification, are permtted provided

that the follow ng conditions are net:

1. Redistributions of source code nust retain the above
copyright notice, this list of conditions and the

foll owi ng disclaimer.

2. Redistributions in binary form nust reproduce the
above copyright notice, this list of conditions and
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the follow ng disclainer in the docunmentation and/ or
other materials provided with the distribution.

3. The end-user docunentation included with the
redistribution, if any, nust include the follow ng
acknow edgnent :

"Thi s product includes software devel oped by the
OpenSynphony G oup (http://ww. opensynphony. com')."
Alternately, this acknow edgment may appear in the
software itself, if and wherever such third-party
acknow edgnents normal |y appear.

4. The nanes " OpenSynphony" and "The OpenSynphony G oup"
must not be used to endorse or pronote products derived
fromthis software without prior witten perm ssion. For
witten perm ssion, please contact |icense@pensynphony.com

5. Products derived fromthis software may not be called
" OpenSynphony" or "XWrk", nor may "OpenSynphony" or
"XWor k" appear in their name, without prior witten
per mi ssi on of the OpenSynphony G oup.

TH S SOFTWARE | S PROVI DED "AS | S" AND ANY EXPRESSED CR

I MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LIM TED TO, THE

I MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A
PARTI CULAR PURPCSE ARE DI SCLAI MED. I N NO EVENT SHALL THE
APACHE SOFTWARE FOUNDATI ON OR | TS CONTRI BUTORS BE LI ABLE
FOR ANY DI RECT, | NDI RECT, | NClI DENTAL, SPECI AL, EXEMPLARY,
OR CONSEQUENTI AL DAMAGES (| NCLUDI NG BUT NOT LIM TED TO,
PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS COF USE,
DATA, OR PRCFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED
AND ON ANY THEORY CF LI ABILITY, WHETHER | N CONTRACT,
STRICT LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE)
ARI SI NG I N ANY WAY QUT OF THE USE OF TH S SOFTWARE, EVEN

I F ADVI SED CF THE PGSSI BI LI TY OF SUCH DAMAGE.

A.60 zl i b License

The following software may be included in this product:
zlib

Oracle gratefully acknowledges the contributions of Jean-loup Gailly and Mark Adler in creating the zlib
general purpose compression library which is used in this product.

zlib.h -- interface of the 'zlib' general purpose conpression |library
Copyright (C 1995-2004 Jean-loup Gailly and Mark Adl er

zlib.h -- interface of the 'zlib' general purpose conpression library
version 1.2.3, July 18th, 2005
Copyright (C 1995-2005 Jean-loup Gailly and Mark Adler

zlib.h -- interface of the 'zlib' general purpose conpression library
version 1.2.5, April 19th, 2010
Copyright (C 1995-2010 Jean-loup Gailly and Mark Adler

This software is provided 'as-is', without any express or inplied warranty.
In no event will the authors be held liable for any damages arising fromthe
use of this software. Permission is granted to anyone to use this software
for any purpose,including conmercial applications, and to alter it and
redistribute it freely, subject to the followi ng restrictions:

1. The origin of this software nust not be m srepresented; you nust not
claimthat you wote the original software. If you use this software
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zIl i b License

in a product, an acknow edgnent in the product docunentation would
be appreciated but is not required

2. Altered source versions nust be plainly marked as such, and nust not
be mi srepresented as being the original software.

3. This notice may not be renpved or altered from any source distribution

Jean-loup Gailly jloup@zip.org
Mar k Adl er madl er @l umi . cal t ech. edu
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Appendix B MySQL Enterprise Monitor Frequently Asked
Questions

Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication
Monitor, and MySQL Query Analyzer are only available to commercial customers.
To learn more, see: http://www.mysqgl.com/products/enterprise/features.html.

FAQ Categories

» General Usage [199]

* MySQL Enterprise [202]

* MySQL Monitor [205]

* MySQL Query Analyzer [208]
General Usage

Questions

» B.1: [200] While monitoring my network traffic | have noticed that the agents communicate
information at irregular intervals to the MySQL Enterprise Service Manager. | cannot see anything in my
configuration that would explain this behavior. What is going on?

* B.2: [200] My MySQL Enterprise Service Manager is behind a firewall but it cannot communicate
with the Oracle support web site. | normally use a proxy service to access external web sites. How do |
configure the proxy settings for MySQL Enterprise Monitor User Interface?

» B.3: [200] How do | change the name of a server?

* B.4: [200] | have started a Data Migration of my old data for a server to MySQL Enterprise Service
Manager 2.0, but | have noticed that the performance of the monitor server has degraded significantly.
Can | stop the migration?

« B.5: [200] | have set the graphs to update every 5 minutes, and the page refresh to occur every
minute. The page is refreshing correctly, but the graphs do not seem to update.

e B.6: [201] During query analysis, | am unable to obtain EXAMPLE or EXPLAI N information when
examining the detail of the analyzed query within the Query Analyzer panel.

e B.7: [201] | have enabled EXPLAI N queries for Query Analyzer, but no queries with the EXPLAI N data
are showing up in the display.

» B.8: [201] Does Query Analyzer work with all versions of MySQL and the MySQL Client Libraries?
* B.9: [201] Why do some rules appear to have a Severity of Unknown?

* B.10: [201] What is the relationship between the advisor JAR file and the key?

» B.11: [201] Does the Gold-level key support Silver-level advisors?

* B.12: [202] Can the Trial-level key work with the Gold-level advisors JAR file?

* B.13: [202] Can | run MySQL Enterprise Service Manager on machine with other applications
running?
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e B.14: [202] How frequently is the data purge process executed?

e B.15: [202] Why does the file apache-t ontat/| ogs/t ontat. | og show error messages saying
This is very likely to create a nenory | eak. ? Is that anything to be concerned about?

Questions and Answers

B.1: While monitoring my network traffic | have noticed that the agents communicate information
at irregular intervals to the MySQL Enterprise Service Manager. | cannot see anything in my
configuration that would explain this behavior. What is going on?

Each MySQL Enterprise Monitor Agent periodically sends information to the server about a range of
different information, including the core rule and statistical data, Query Analyzer information and other data
used to monitor the status of your MySQL server.

One element of this is called the MySQL Enterprise Monitor Agent Heartbeat, which is core information
exchange that indicates that the monitored server is still up and running. The heartbeat information is vital
because it tells the MySQL Enterprise Service Manager that the agent and server are still communicating.
This information is sent regularly to the MySQL Enterprise Service Manager, but to prevent multiple agents
from sending the information at the same time, and creating a large network load (or storm), the interval

is randomized with each heartbeat. The randomization ensures that the information is still uploaded
periodically, but without the potential to overload the network with this data.

B.2: My MySQL Enterprise Service Manager is behind a firewall but it cannot communicate with
the Oracle support web site. | normally use a proxy service to access external web sites. How do |
configure the proxy settings for MySQL Enterprise Monitor User Interface?

To configure a proxy service, edit the apache-t ontat/ conf/ cat al i na. properti es file within
the MySQL Enterprise Service Manager installation directory. Change the htt p. pr oxyHost and
htt p. proxyPort properties:

ht t p. pr oxyHost =pr oxy. exanpl e. com
htt p. pr oxyPort =8080

Restart the MySQL Enterprise Service Manager for the change to take effect:
shel | > nysqgl nonitorctl.sh restart

B.3: How do | change the name of a server?

Go to the Manage Servers panel within Settings and click Rename server.

Renaming the server in this way will override all other server naming, including changes to the agent
configuration.

B.4: | have started a Data Migration of my old data for a server to MySQL Enterprise Service
Manager 2.0, but | have noticed that the performance of the monitor server has degraded
significantly. Can | stop the migration?

You can stop the migration of your historical data at any time. Go to the Manage Servers display of the
Settings panel and click Stop next to each server that is being migrated. You can restart the migration at
any point.

B.5: | have set the graphs to update every 5 minutes, and the page refresh to occur every minute.
The page is refreshing correctly, but the graphs do not seem to update.

The graph refresh and page refresh are two different parameters. The graphs are updated according to
their refresh period, regardless of the refresh period set for the main display page.

200



B.6: During query analysis, | am unable to obtain EXAMPLE or EXPLAI Ninformation when
examining the detail of the analyzed query within the Query Analyzer panel.

You must explicitly enable the EXAMPLE and EXPLAI N query functionality. Make sure that you have
enabled both panels. See Section 8.6, “Query Analyzer Settings”.

B.7: | have enabled EXPLAI N queries for Query Analyzer, but no queries with the EXPLAI N data are
showing up in the display.

Query Analyzer only obtains EXPLAI N information when the MySQL Enterprise Monitor Agent identifies a
long running query. If none of your queries exceed the defined threshold, then the EXPLAI N information is
not obtain and provided to the Query Analyze for display.

To change the query duration at which an EXPLAI Nis triggered, you must edit the shar e/ nysql - pr oxy/
guan. | ua file within the MySQL Enterprise Monitor Agent directory on each server. You need to change
the value configured in the aut o_expl ai n_m n_exec_ti me_us. The default is 500ms:

-- configuration

-- SET GLOBAL anal yze_query.auto_filter = 0
if not proxy.global.config.quan then
proxy. gl obal . config. quan = {
anal yze_queries = true, -- track all queries
query_cut of f 160, -- only show the first 160 chars of the query
num wor st _queries = 5,
aut o_expl ai n = true,
aut o_expl ai n_m n_exec_time_us = 500 * 1000

end

The value is expressed in microseconds, which is why the value must be multiplied by 1000. To reduce this
value to 100ms, modify this line:

aut o_expl ai n_m n_exec_time_us = 100 * 1000
These changes take effect without restarting MySQL Enterprise Monitor Agent.
B.8: Does Query Analyzer work with all versions of MySQL and the MySQL Client Libraries?

The MySQL Proxy component, and Query Analyzer, require that clients connecting through MySQL
Enterprise Monitor Agent are using MySQL 5.0 or later. Clients that use the | i bnysql cl i ent library
provided with MySQL 4.1 or earlier do not work with MySQL Enterprise Monitor Agent.

B.9: Why do some rules appear to have a Severity of Unknown?

Due to timing issues, certain rules such as “32-Bit Binary Running on 64-Bit AMD Or Intel System” and
“Key Buffer Size Greater Than 4 GB” do not evaluate correctly due to timing issues. This is a known issue
that is expected to be resolved in future versions of MySQL Enterprise Monitor.

B.10: What is the relationship between the advisor JAR file and the key?

The JAR file contains graph and advisor definitions. The key file contains typical customer validation data
such as contract information, number of servers covered, subscription level and dates.

B.11: Does the Gold-level key support Silver-level advisors?

The Gold-level advisor JAR file will contain Silver-level advisors plus Gold-level advisors. However, you
cannot use the Gold-level key with the Silver-level advisors JAR file. The Gold-level key can only be used
with the Gold-level advisors JAR file.
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B.12: Can the Trial-level key work with the Gold-level advisors JAR file?
The Trial-level key can only be used with the Trial-level advisors JAR file.
B.13: Can | run MySQL Enterprise Service Manager on machine with other applications running?

You can, but Oracle recommends running your MySQL Enterprise Service Manager on a dedicated
machine, especially when monitoring many agents.

B.14: How frequently is the data purge process executed?

A data purge process is started approximately once a minute. If you have changed the purge period then
the data will start to be purged within the next minute.

B.15: Why does the file apache-t ontat /| ogs/tontat .| og show error messages saying This is
very likely to create a nenory | eak. ? Is that anything to be concerned about?

This message is sometimes produced by underlying components of the web stack on web application
reload or shutdown, and is not a cause for concern. It is not practical to shut off these spurious messages
within Tomcat.

MySQL Enterprise
Questions
» B.1: [203] What is MySQL Enterprise?

» B.2: [203] Can | buy MySQL Enterprise subscriptions for multiple years?

B.3: [203] Can | buy MySQL Enterprise subscriptions for only some of my production MySQL
database servers?

e B.4: [203] Do all my MySQL Enterprise subscriptions need to be at the same tier?

* B.5: [203] What if | plan to add more MySQL servers to my MySQL Enterprise subscription?
» B.6: [203] How should | decide between MySQL Enterprise Basic, Silver, Gold and Platinum?
* B.7: [204] What is MySQL Enterprise Server?

* B.8: [204] What is MySQL Production Support?

* B.9: [204] Does MySQL Enterprise include 24x7 Technical Support?

* B.10: [204] Does MySQL Enterprise include Maintenance, Updates, and Upgrades?

* B.11: [204] Does MySQL Enterprise include Emergency Hot Fix Builds?

« B.12: [204] What is MySQL Consultative Support?

» B.13: [204] What is a Technical Account Manager?

e B.14: [204] Does MySQL provide IP (Intellectual Property) Indemnification?

» B.15: [205] What is the list of Supported Platforms?

» B.16: [205] Are there any Demo/Tutorials available for MySQL Enterprise?

e B.17: [205] Are there any MySQL Enterprise White Papers available?
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e B.18: [205] Are there any Webinars available?

* B.19: [205] What is the pricing of MySQL Enterprise?

e B.20: [205] What is MySQL Enterprise Unlimited?

* B.21: [205] How do I get a 30-day trial on MySQL Enterprise?
e B.22: [205] How do | buy MySQL Enterprise?

Questions and Answers

B.1: What is MySQL Enterprise?

The MySQL Enterprise subscription is the most comprehensive offering of MySQL database software,
services and production support to ensure your business achieves the highest levels of reliability, security
and uptime.

MySQL Enterprise includes:

» MySQL Enterprise Server software, the most reliable, secure and up-to date version of the world's most
popular open source database

» MySQL Enterprise Monitor that continuously monitors your database and proactively advises you on how
to implement MySQL best practices

* MySQL 24x7 Production Support with fast response times to assist you in the development, deployment
and management of MySQL applications

B.2: Can | buy MySQL Enterprise subscriptions for multiple years?

MySQL Enterprise subscriptions have duration of at least 1 year. Customers have the flexibility of choosing
terms with multi-year durations. To purchase multi-year contracts, please http://www.mysqgl.com/about/
contact/sales.html?s=corporate

B.3: Can | buy MySQL Enterprise subscriptions for only some of my production MySQL database
servers?

When you choose MySQL Enterprise subscriptions, they must cover all database servers that power
that specific application. To negotiate volume discounts, please http://www.mysqgl.com/about/contact/
sales.html?s=corporate

B.4: Do all my MySQL Enterprise subscriptions need to be at the same tier?

MySQL Enterprise subscriptions must be at the same tier (Basic, Silver, Gold, Platinum) for all database
servers that power that specific application.

B.5: What if | plan to add more MySQL servers to my MySQL Enterprise subscription?

A great option is the MySQL Enterprise Unlimited offering that allows you cover an unlimited number of
MySQL servers for a fixed, low price. http://www.mysqgl.com/products/enterprise/unlimited.html

B.6: How should | decide between MySQL Enterprise Basic, Silver, Gold and Platinum?

MySQL Enterprise subscriptions are available in 4 tiers, providing you the flexibility of choosing the
capabilities and SLA that best meet your requirements. http://www.mysql.com/products/enterprise/
features.html If you have questions and what to discuss your specific requirements, please http://
www.mysgl.com/about/contact/sales.html?s=corporate
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B.7: What is MySQL Enterprise Server?

MySQL Enterprise Server software is the most reliable, secure and up-to-date version of MySQL for
cost-effectively delivering E-commerce, Online Transaction Processing (OLTP), and multi-terabyte Data
Warehousing applications. It is a fully integrated transaction-safe, ACID compliant database with full
commit, rollback, crash recovery and row level locking capabilities. MySQL delivers the ease of use,
scalability, and performance that has made it MySQL the world's most popular open source database.
http://www.mysqgl.com/products/enterprise/server.html

B.8: What is MySQL Production Support?
Production Support consists of 4 components:
» Problem Resolution Support

» Consultative Support

» Knowledge Base

» Technical Account Manager (option)

MySQL Production Support gives you priority access with guaranteed response times to assist you with the
development, deployment and management of your MySQL applications. http://www.mysql.com/products/
enterprise/support.html

B.9: Does MySQL Enterprise include 24x7 Technical Support?

MySQL Enterprise, at the Gold and Platinum tiers, includes 24x7 phone and email access to the MySQL
Support Team. http://www.mysql.com/products/enterprise/problemresolution.html

B.10: Does MySQL Enterprise include Maintenance, Updates, and Upgrades?

Yes. As long as you have a valid contract for MySQL Enterprise, you will receive all new MySQL Enterprise
Server software releases including Software Maintenance, Updates, and Upgrades. The Software Update
Service will automatically notify you of the new releases.

B.11: Does MySQL Enterprise include Emergency Hot Fix Builds?

MySQL Enterprise, at the Gold and Platinum tiers, gives you the ability to request an Emergency Hot Fix
Build to fix issues not already fixed in a MySQL Rapid Update or MySQL Quarterly Service Pack.

B.12: What is MySQL Consultative Support?

MySQL Enterprise, at the Gold and Platinum tiers, includes Consultative Support. This is a proactive
approach to support that is designed to help you avoid critical outages. MySQL Support Engineers advise
you on how to properly design and tune your MySQL servers, schema, queries, and replication set-

up to maximize performance and availability. Also, by taking the initiative to properly design and tune
your MySQL database applications you can avoid having to purchase expensive hardware for your IT
infrastructure. http://www.mysqgl.com/products/enterprise/consultativesupport.html

B.13: What is a Technical Account Manager?

MySQL Enterprise, at the Platinum tier, provides the option for a Technical Account Manager (TAM).
The TAM is your advocate within MySQL, who proactively works to maximize your benefits from MySQL
Support Services. http://www.mysgl.com/products/enterprise/tam.html

B.14: Does MySQL provide IP (Intellectual Property) Indemnification?
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MySQL Enterprise, at the Gold and Platinum tiers, has the option of IP Indemnification, for qualifying
customers at no extra cost. This provides you with legal protection that you expect from enterprise software
providers. http://www.mysql.com/products/enterprise/indemnification.html

B.15: What is the list of Supported Platforms?

MySQL Enterprise provides broad coverage in its list of Supported Platforms. http://www.mysql.com/
support/supportedplatforms/

B.16: Are there any Demo/Tutorials available for MySQL Enterprise?
Yes. Multiple self-running demos are available. http://www.mysql.com/products/enterprise/demo.html
B.17: Are there any MySQL Enterprise White Papers available?

Yes. Detailed architecture, technology, and business white papers are available. http://www.mysql.com/
products/enterprise/whitepapers.html

B.18: Are there any Webinars available?

Yes. MySQL provides regularly scheduled Live Webinars. http://www.mysgl.com/news-and-events/
web-seminars/index.html MySQL also provides On-Demand Webinars to fit your schedule. These are
recordings of previously held Live Webinars that you can replay at any time. http://www.mysql.com/news-
and-events/web-seminars/index.html

B.19: What is the pricing of MySQL Enterprise?

The pricing model for MySQL Enterprise is based on two key components: per server and per year.
MySQL Enterprise does not have artificial restrictions based on CPUs, Memory, Machine Size, or Named
Users. MySQL Enterprise is available in 4 tiers (Basic, Silver, Gold and Platinum). Choose the tier that best
meets your requirements and budget. http://www.mysqgl.com/products/enterprise/features.html

B.20: What is MySQL Enterprise Unlimited?

MySQL Enterprise Unlimited is a unique offering that allows you to deploy an unlimited number of MySQL
Enterprise Servers for the price of a single CPU of Oracle Enterprise Edition. http://Aww.mysql.com/
products/enterprise/unlimited.html

B.21: How do | get a 30-day trial on MySQL Enterprise?

You can experience the MySQL Enterprise Monitor for 30 days by registering to receive an email with login
instructions. http://www.mysql.com/trials/enterprise

B.22: How do | buy MySQL Enterprise?

For pricing and to buy MySQL Enterprise, visit the Online Shop For volume discounts or for more
information, please http://www.mysqgl.com/about/contact/sales.html?s=corporate

MySQL Monitor

Questions

« B.1: [206] What is MySQL Enterprise Monitor?

» B.2: [206] What MySQL Enterprise subscription levels include the MySQL Enterprise Monitor?
» B.3: [206] What are the features and related benefits of the MySQL Enterprise Monitor?

e B.4: [206] What are the immediate benefits of implementing the MySQL Enterprise Monitor?
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» B.5: [206] What are the long-term benefits of the MySQL Enterprise Monitor?

* B.6: [207] How is the MySQL Enterprise Monitor installed and deployed?

e B.7: [207] How is the Enterprise Monitor web application architected?

* B.8: [207] What makes MySQL Enterprise unique?

* B.9: [207] What versions of MySQL are supported by the MySQL Enterprise Monitor?

* B.10: [207] What operating system platforms are supported by the MySQL Enterprise Monitor?
e B.11: [207] How do | get the MySQL Enterprise Monitor?

» B.12: [207] What are the MySQL Enterprise Advisors and Advisor Rules?

» B.13: [208] Which Advisors and features are included under different MySQL Enterprise subscription
levels?

B.14: [208] Which set of Enterprise Advisors, Advisor Rules and features are best for my use of
MySQL?

B.15: [208] How are subscribers notified about the availability of new or updated MySQL Enterprise
Monitor, MySQL Enterprise Advisors and Advisor Rules?

Questions and Answers
B.1: What is MySQL Enterprise Monitor?

Included as part of a MySQL Enterprise subscription, the MySQL Enterprise Monitor is a distributed, web-
based application that helps customers reduce downtime, tighten security and increase throughput of
their MySQL servers by telling them about problems in their database applications before they occur. It is
downloadable from the Oracle Software Delivery Cloud web site and is deployed within the safety of the
customer data center.

B.2: What MySQL Enterprise subscription levels include the MySQL Enterprise Monitor?

The Enterprise Monitor is available under MySQL Enterprise subscription levels Silver, Gold and Platinum.
http://www.mysqgl.com/products/enterprise/features.html

B.3: What are the features and related benefits of the MySQL Enterprise Monitor?

The MySQL Enterprise Monitor is like having a "Virtual DBA Assistant” at your side to recommend best
practices to eliminate security vulnerabilities, improve replication, and optimize performance. For the
complete features and benefits, visit the http://www.mysqgl.com/products/enterprise/monitor-features.html.

B.4: What are the immediate benefits of implementing the MySQL Enterprise Monitor?

Often MySQL installations are implemented with default settings that may not be best suited for specific
applications or usage patterns. The MySQL Advisors go to work immediately in these environments to
identify potential problems and proactively notify and advise DBAs on key MySQL settings that can be
tuned to improve availability, tighten security, and increase the throughput of their existing MySQL servers

B.5: What are the long-term benefits of the MySQL Enterprise Monitor?

Over time, the task of managing even medium-scale MySQL server farms becomes exponentially more
complicated, especially as the load of users, connections, application queries, and objects on each
MySQL server increases. The Enterprise Monitor continually monitors the dynamic security, performance,
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replication and schema relevant metrics of all MySQL servers, so as the number of MySQL continues to
grow, DBAs are kept up to date on potential problems and proactive measures that can be implemented to
ensure each server continues to operate at the highest levels of security, performance and reliability.

B.6: How is the MySQL Enterprise Monitor installed and deployed?

The Enterprise Monitor is powered by a distributed web application that is installed and deployed within the
confines of the corporate firewall.

B.7: How is the Enterprise Monitor web application architected?
The Enterprise Monitor web application comprises three components:

» Monitor Agent: A lightweight C program that is installed on each of the monitored MySQL servers. Its
purpose is to collect MySQL SQL and operating system metrics that allow the DBA to monitor the overall
health, availability and performance of the MySQL server. The Monitor Agent is the only component
within the application that touches or connects to the MySQL Server. It reports the data it collects via
XML over HTTP to the centralized Service Manager.

» Service Manager: The main server of the application. The Service Manager manages and stores the
data collections that come in from each monitor agent. It analyzes these collections using MySQL
provided best practice Advisor rules to determine the health, security, availability and performance
of each of the monitored MySQL Servers. The Service Manager also provides the content for the
Enterprise Dashboard which serves as the client user interface for the distributed web application.

» Repository: A MySQL database that is used to stored data collections and application-level configuration
data.

B.8: What makes MySQL Enterprise unique?

Of the products on the market that monitor MySQL, SQL code and OS specific metrics, the MySQL
Enterprise Monitor is the only solution that is built and supported by the engineers at MySQL. Unlike other
solutions that report on raw MySQL and OS level metrics, the MySQL Enterprise Monitor is designed to
optimize the use of MySQL by proactively monitoring MySQL instances and providing natifications and
'MySQL DBA expertise in a box' advice on corrective measures DBAs can take before problems occur.

B.9: What versions of MySQL are supported by the MySQL Enterprise Monitor?
The MySQL Enterprise Monitor supports MySQL versions 5.1 and above.
B.10: What operating system platforms are supported by the MySQL Enterprise Monitor?

The Enterprise Monitor Service Manager is fully supported on most current versions of Linux, Windows and
Windows Server Editions, Solaris and Mac OS X. The Monitor Agent supports any platform supported by
the MySQL Enterprise server. For the complete list of MySQL Enterprise supported operating systems and
CPUgs, visit the http://www.mysqgl.com/support/supportedplatforms/database.html.

B.11: How do | get the MySQL Enterprise Monitor?

The MySQL Enterprise Monitor is available for download to MySQL Enterprise customers at the Silver,
Gold and Platinum subscription levels.

» To experience the MySQL Enterprise Monitor for 30 days, visit the http://www.mysqgl.com/trials/enterprise
» To buy MySQL Enterprise, visit the Online Shop

B.12: What are the MySQL Enterprise Advisors and Advisor Rules?
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The MySQL Enterprise Advisors are a set of best practice guidelines for the optimal use of MySQL.
Advisors are spread across database specific disciplines and comprise a set of MySQL Advisor Rules that
proactively monitor all MySQL servers and report on database application problems before they occur.
Each Advisor Rule provides a detailed overview of the problem it is designed to identify, advices on how
to correct the problem, specifies commands to implement the recommended fix and links to additional
resources for additional research into the issue at hand. http://www.mysqgl.com/products/enterprise/
advisors.html

B.13: Which Advisors and features are included under different MySQL Enterprise subscription
levels?

For the complete list of the MySQL Enterprise Advisors that are available under each MySQL Enterprise
subscription level, visit the http://www.mysgl.com/products/enterprise/features.html.

B.14: Which set of Enterprise Advisors, Advisor Rules and features are best for my use of MySQL?

The Enterprise Monitor Advisors and Advisor Rules are available at 3 MySQL Enterprise subscription tiers:
Choose MySQL Enterprise Silver if you need:

» Assurance you are running the most current, bug-free version of MySQL across all of your servers.

» Recoverability of your MySQL servers.

The highest level of security for your MySQL servers.

* Monitoring of maximum or disallowed MySQL connections.

» Optimized startup configuration settings.

Choose MySQL Enterprise Gold, when you need everything in Silver, PLUS:

» Easy collection and detection of problematic SQL code running on your production or development
systems.

* Insight and corrective advice on MySQL replication status, sync, and performance related issues.
» Auto detection and documenting of your Replication topologies.

» Advanced monitoring of your Replication and Scale-out environment.

Choose MySQL Enterprise Platinum, when you need everything in Gold, PLUS:

« Identification and advice on unplanned database and object level schema changes (Create, Alter, and
Drop) across your MySQL servers.

» Proactive monitoring and advice on tuning the performance of your MySQL servers.

B.15: How are subscribers notified about the availability of new or updated MySQL Enterprise
Monitor, MySQL Enterprise Advisors and Advisor Rules?

Customers will receive natifications of new and updated MySQL Enterprise Monitor and Advisors as they
become available via the MySQL Enterprise Software Update Service. Notifications will be generated and
sent based on the customer profile and the MySQL Enterprise subscription level.

MySQL Query Analyzer

Questions
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e B.1: [209] What is the MySQL Query Analyzer?

e B.2: [209] How is the MySQL Query Analyzer installed and enabled?

e B.3: [209] What overhead can | expect when the MySQL Query Analyzer is installed and enabled?
e B.4: [209] Can | leave the MySQL Query Analyzer enabled at all times?

e B.5: [210] What are the main features and benefits of the MySQL Query Analyzer?

e B.6: [210] What are the typical use cases of the MySQL Query Analyzer?

e B.7: [210] How are subscribers notified about updates to the MySQL Query Analyzer application
components?

e B.8: [210] What makes the MySQL Query Analyzer unique?

B.9: [210] How can | get the MySQL Query Analyzer?

e B.10: [210] Does Query Analyzer work with MySQL Cluster?

e B.11: [210] Does Query Analyzer capture queries by the root user?

e B.12: [211] Does Query Analyzer enable me to monitor the disk reads and writes during a query?
e B.13: [211] Does Query Analyzer handler prepared statements?

e B.14: [211] How much degradation in performance does mysql-proxy introduce?

e B.15: [211] Does the query analyzer look at all queries? Or only queries which would show up in the in
the slow-queries log?

B.16: [211] Does the "Rows" area show the rows returned/updated or the rows visited by the query?

B.17: [211] Do the MySQL clients have to connect to the port of the mysqgl proxy to enable the QA?
Questions and Answers
B.1: What is the MySQL Query Analyzer?

The MySQL Query Analyzer allows DBAs, developers and system administrators to improve application
performance by collecting, monitoring, and analyzing queries as they run on their MySQL servers. http://
www.mysgl.com/products/enterprise/query.html

B.2: How is the MySQL Query Analyzer installed and enabled?

The Query Analyzer feature is installed with the Monitor Agent. It is enabled during agent installation and
can be toggled between collection and pass-thru modes from the Query Analysis page of the Enterprise
Monitor.

B.3: What overhead can | expect when the MySQL Query Analyzer is installed and enabled?

The average overhead when in active collection mode is in the 15-20% range. In pass-thru mode the
overhead is minimal, weighing in at 1-5% on most MySQL systems of average load.

B.4: Can | leave the MySQL Query Analyzer enabled at all times?

We have customers who have the Query Analyzer enabled and collecting queries on their development
and QA servers so they can tune their code and monitor the fixes as part of the development process.
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For production systems, Query collection and analysis can easily be toggled on when a slowdown occurs.
To avoid collection mode overhead many users are using simple scripts to enable the Query Analyzer

to sample queries during nonpeak hours, typically during 30 minute windows. They can then view the
collected queries using the date/time or interval filter options.

B.5: What are the main features and benefits of the MySQL Query Analyzer?

For the complete features and benefits, visit the http://www.mysqgl.com/products/enterprise/monitor-
features.html

B.6: What are the typical use cases of the MySQL Query Analyzer?
The typical use cases for developers, DBAs and system administrators are:

» Developers — Monitor and tune application queries during development before they are promoted to
production.

» DBAs and System Administrators — Identify problem SQL code as it runs in production and advise
development teams on how to tune. This use case benefits the most from regular sampling of queries as
they are running, most often during nonpeak hours.

B.7: How are subscribers notified about updates to the MySQL Query Analyzer application
components?

Customers will receive natifications of the MySQL Query Analyzer updates as they become available via
the MySQL Enterprise Software Update and Alert Service. Notifications will be generated and sent based
on the customer profile and the MySQL Enterprise subscription level.

B.8: What makes the MySQL Query Analyzer unique?

Other products (free, open source and commercial) that provide MySQL query monitoring are dependent
on the MySQL Slow Query Log being enabled and available for sampling. While this provides some time

savings over the DBA collecting and parsing the Log, the Slow Query Log comes with overhead and does
not capture sub millisecond executions. The log data also grows very large very quickly.

The MySQL Query Analyzer collects queries and execution statistics with no dependence on the SQL
Query Log, it captures all SQL statements sent to the MySQL server and provides an aggregated view into
the most expensive queries in number of executions and total execution time. It is also fully supported as
part of the MySQL Enterprise subscription.

B.9: How can | get the MySQL Query Analyzer?

The MySQL Query Analyzer is available for download to MySQL Enterprise customers at the Gold and
Platinum subscription levels.

» To experience the MySQL Enterprise Monitor for 30 days, visit the http://www.mysqgl.com/trials/enterprise
* To buy MySQL Enterprise, visit the Online Shop
B.10: Does Query Analyzer work with MySQL Cluster?

Yes, providing that exact node is monitored with an agent and query analyzer has been enabled for that
node. Note that you must be accessing your cluster data through a standard MySQL node for this to work.

B.11: Does Query Analyzer capture queries by the root user?

Yes, Query Analyzer captures all queries by all users providing that the queries are sent through the proxy
port configured by the MySQL Enterprise Monitor Agent.
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B.12: Does Query Analyzer enable me to monitor the disk reads and writes during a query?
No, that information is not available to the query analyzer.
B.13: Does Query Analyzer handler prepared statements?

At this time, the query analyzer does not track server-side prepared statements. However the default
configurations for most client-side libraries for MySQL don't use them, they emulate them client-side, and
those will be tracked by the query analyzer.

B.14: How much degradation in performance does mysql-proxy introduce?

At the very least it's equivalent to a network hop in latency. The degradation is directly related to your
average query execution time. If your queries execute in microseconds (which can happen if served from
guery cache) then the degradation will be higher, and noticeable. We've seen some applications that
actually do work when they execute queries, the degradation is much less, and in some limited cases
because of scheduling, the application actually has better throughput.

B.15: Does the query analyzer look at all queries? Or only queries which would show up in the in
the slow-queries log?

The Query Analyzer sees all queries that you route through the agent/proxy that performs the query
analysis and aggregate them directly.

B.16: Does the "Rows" area show the rows returned/updated or the rows visited by the query?

Returned/updated. We don't have visibility into how many rows were touched. at an instance level. Some
of the graphs we provide will show you when you're queries are touching a lot of rows.

B.17: Do the MySQL clients have to connect to the port of the mysql proxy to enable the QA?

Yes, or you can re-direct them in various ways, by reconfiguring mysqld to listen to some other port, and
the proxy to 3306, use iptables redirection, etc. We have some examples in the manual for the product on
how to do it (semi)-transparently.
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Appendix C Files Associated with The MySQL Enterprise Monitor
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Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication
Monitor, and MySQL Query Analyzer are only available to commercial customers.
To learn more, see: http://www.mysql.com/products/enterprise/features.html.

This section details the files associated with the MySQL Enterprise Monitor and shows their default
location.

C.1 Log Files for the MySQL Enterprise Service Manager
This section shows the location of the log and configuration files associated with the various components
that make up the MySQL Enterprise Service Manager. These files can prove useful for debugging

purposes.

Table C.1 MySQL Enterprise Monitor: Log File Locations: Windows

Component File Location

Apache/Tomcat C:\Program Files\MySQL\Enterprise\Monitor\apache-tomcat\logs\catalina.out
Repository C:\Program Files\MySQL\Enterprise\Monitor\mysql\data

Configuration C:\Program Files\MySQL\Enterprise\Monitor\configuration_report.txt

Report

Service Manager C:\Program Files\MySQL\Enterprise\Monitor\apache-tomcat\logs\mysql-monitor.log

Table C.2 MySQL Enterprise Monitor: Log File Locations: Unix

Component File Location

Apache/Tomcat /opt/mysql/enterprise/monitor/apache-tomcat/logs/catalina.out
Repository /opt/mysql/enterprise/monitor/mysqgl/data

Configuration /opt/mysql/enterprise/monitor/configuration_report.txt

Report

Service Manager /opt/mysql/enterprise/monitor/apache-tomcat/logs/mysql-monitor.log

Table C.3 MySQL Enterprise Monitor: Log File Locations: Mac OS X

Component File Location
Apache/Tomcat /Applications/mysgl/enterprise/monitor/apache-tomcat/logs/catalina.out
Repository /Applications/mysgl/enterprise/monitor/mysql/data
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Monitor Agent and Service Manager Installation Log Files

Component File Location

Configuration /Applications/mysqgl/enterprise/monitor/configuration_report.txt

Report

Service Manager /Applications/mysgl/enterprise/monitor/apache-tomcat/logs/mysql-monitor.log

All of these logs are viewable within MySQL Enterprise Monitor User Interface. For more information, see
Section 4.6, “Logs”.

Note

The configuration_report.txt file contains the repository password in plain
text. You may want to store this file in a secure location.

On all operating systems, the Apache/Tomcat, and Repository directories contain both access and error
files.

C.2 Monitor Agent and Service Manager Installation Log Files

These log files are called bi t rock_i nstal |l er. | og.

On Windows these files are stored in the temporary directory defined by the variable %'EVMP% To
determine the value of %' EMP%o0n your system, type echo %I EMP%at the command line. Alternately, you
may open the Run command window, enter %9 EMP%and press OK. To find this file on Unix and Mac OS
X check the value of the environment variable, $TMPDI R. If this variable is not defined, look in the / t np
directory.

If the file bi trock_install er. | og already exists, afile called bi t rock i nstal | er _xxxx. | og
(where xxxx stands for an arbitrary series of numerals) will be created.

To determine if an installation file belongs to the Monitor Agent or the Service Manager you must open the
file in a text editor.

C.3 Agent Log and PID Files

The locations of the agent log files are as follows:

* Windows: C:\ Program Fi | es\ MySQL\ Ent er pri se\ Agent\ nysql - noni t or - agent . | og
e Unix:/ opt/ nysql / ent erpri se/ agent/ nysql - noni t or - agent . | og

e Mac OS X:/ Appl i cations/ nmysql/enterprisel/agent/ nmysql -nonitor-agent.|og

On any platform, the location of the agent log file may be changed. You may also change the name of the
log file. To confirm the location and the name, check the settings in the mysql - noni t or - agent . i ni file.

The maximum size of a log file may be limited to 2GB. If MySQL Enterprise Monitor Agent is unable to add
information to the configured logfile, then information will instead be sent to the standard output.

Because the size of the log files can become quite large, you can use a tool such as | ogr ot at e (Unix/
Linux) or | ogadm(Solaris) to automatically rotate the logs. For example, a sample | ogr ot at e definition is
shown below:

/ opt/ nysql / enterpri se/ agent/ nysql - noni tor-agent. | og {
rotate 5
daily
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The Management Information Base (MIB) File

m nsi ze 1G
postrotate

lusr/bin/killall -HUP nmysql -nonitor-agent
endscri pt

}
The above will rotate the log before it reaches 1GB in size, keeping up to 5 files at a time.

If you want to use your own system, you can copy the log file, flush the contents, and then send the
SI GHUP signal to the agent process. On Windows, you need to shutdown, copy the log, and restart the
agent.

The locations of the agent pi d files are as follows:

» Windows: C. \ Program Fi | es\ MySQL\ Ent er pri se\ Agent\ agent\ nysql - noni tor-agent. pi d
e Unix:/ opt/ nysql / enterprise/ agent/ nysql - noni t or - agent . pi d

e Mac OS X:/ Appl i cations/ nmysql /enterprisel/agent/ nmysql -nonitor-agent. pid

On any platform, the location of the agent log file may be changed. You may also change the name of the
log file. To confirm the location and the name, check the settings in the mysql - noni t or - agent . i ni file.

C.4 The Management Information Base (MIB) File

A MIB file is a requirement for using SNMP traps. A table showing the location of this file follows.

Table C.4 MySQL Enterprise Monitor: MIB File Locations

Operating File Location

System

Windows C:\Program Files\MySQL\Enterprise\Monitor\support-files
\MONITOR.MIB

Unix /opt/mysql/enterprise/monitor/support-files/MONITOR.MIB

Mac OS X /Applications/mysgl/enterprise/monitor/support-files/
MONITOR.MIB

C.5Theconfig. properties File

The repository user name and password are stored in in the confi g. properti es file. A table showing
the location of this file follows:

Table C.5 MySQL Enterprise Monitor: The confi g. properti es File

Operating File Location

System

Windows C:\Program Files\MySQL\Enterprise\Monitor\apache-tomcat
\webapps\ROOT\WEB-INF

Unix /opt/mysql/enterprise/monitor/apache-tomcat/webapps/ROOT/
WEB-INF

Mac OS X IApplications/mysqgl/enterprise/monitor/apache-tomcat/webapps/
ROOT/WEB-INF

You should make sure that the file is secured at the file system level so that it cannot be read by anybody
but the administrator or Enterprise monitor.
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Appendix D Error codes

The following table documents error codes reported by the GUI and the associated message.

Table D.1 MySQL Enterprise Dashboard: GUI Error Codes and Messages

Error Code Message

u0001 "repl aceabl e_val ue" is a required field.

u0002 You must log in to access the requested resource.

uo003 You do not have permissions to access this resource.

uooo4 The user field "r epl aceabl e_val ue" must not be null. Either the submission was
broken or you have accessed this resource improperly.

U0005 A non-numeric value was submitted for the field "r epl aceabl e_val ue". Either the
submission was broken or you have accessed this resource improperly.

uooo7 Unable to connect to verify credentials. r epl aceabl e_val ue

uo008 Your credentials do not appear to be valid.

u0009 The uploaded Advisor jar was invalid.

uo010 The username and password combination was not found.

uo011 The user "r epl aceabl e_val ue" does not exist.

uo012 You may not log into the interface with agent credentials.

u0013 At least one agent is required to use the application.

uoo14 At least one admin is required to use the application.

uo0015 The uploaded product key is invalid.

u0016 You must provide a password for your Enterprise Credentials.

uo017 The Enterprise Credential passwords do not match.

u0018 You must provide an admin password.

uo0019 The admin passwords do not match.

u0020 You must provide an agent password.

u0021 The agent passwords do not match.

u0022 You must provide Enterprise Credentials or upload a product key.

u0023 You must provide a non-zero interval.

u0024 "repl aceabl e_val ue"is an invalid "To" date. Dates are in the format YYYY-MM-DD.

u0025 "r epl aceabl e_val ue" is an invalid "From" date. Dates are in the format YYYY-MM-
DD.

u0026 Your "To" and "From" dates cannot be the same date.

uo027 You must provide a graph id for display.

u0028 You have exceeded the maximum number of graphs for display. You may only select
repl aceabl e_val ue graphs.

u0029 No graphs ids were found.

U0030 You must provide a non-zero interval.

u0031 Your full-sized width must be greater than or equal to r epl aceabl e_val ue.

u0032 "r epl aceabl e_val ue" is not a valid value for full-sized width.
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uU0033 Your full-sized height must be greater than or equal to r epl aceabl e_val ue.

U034 "r epl aceabl e_val ue" is not a valid value for full-sized height.

u0035 Your thumbnail width must be greater than or equal to r epl aceabl e_val ue.

U0036 "repl aceabl e_val ue" is not a valid value for thumbnail width.

u0037 Your thumbnail height must be greater than or equal to r epl aceabl e_val ue.

u0038 "r epl aceabl e_val ue" is not a valid value for thumbnail height.

u0039 You must select one or more events to close.

u0041 "r epl aceabl e_val ue" is an invalid "From" date. Dates are in the format YYYY-MM-
DD.

uo042 "repl aceabl e_val ue"is an invalid "To" date. Dates are in the format YYYY-MM-DD.

u0o043 You must provide a non-zero interval.

uoo44 Your width must be greater than or equal to r epl aceabl e_val ue.

u0045 "r epl aceabl e_val ue" is not a valid value for width.

uU0046 Your height must be greater than or equal to r epl aceabl e_val ue.

uoo47 "r epl aceabl e_val ue" is not a valid value for height.

u0o048 You must provide a hon-zero interval.

u0049 "r epl aceabl e_val ue" is an invalid "To" date. Dates are in the format YYYY-MM-DD.

U0050 "repl aceabl e_val ue"is an invalid "From" date. Dates are in the format YYYY-MM-
DD.

uo0051 Your "To" and "From" dates cannot be the same date.

U0052 Your width must be greater than or equal to r epl aceabl e_val ue.

U0053 "r epl aceabl e_val ue" is not a valid value for width.

uU0054 Your height must be greater than or equal to r epl aceabl e_val ue.

U0055 "r epl aceabl e_val ue" is not a valid value for height.

U0056 You must select one or more adivsors.

u0057 No schedule was found with id "r epl aceabl e_val ue".

u0058 You must select one or more rules to schedule.

U0059 There was a problem scheduling "r epl aceabl e_val ue" against
"r epl aceabl e_val ue".

u0060 No rule was found with the uuid "r epl aceabl e_val ue".

u0061 Advisor name must not be empty.

uU0062 Advisor "r epl aceabl e_val ue" already exists.

U0063 New advisor name must not be empty.

u0064 Advisor id must not be null.

U0065 No advisor was found with the id r epl aceabl e_val ue.

U0066 Rule uuid must not be null.

u0067 No rule was found with the uuid "r epl aceabl e_val ue".

u0068 One or more variables is required to make a functioning rule.
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Message

u0069 Each defined variable must be mapped to an instance. The variable
"repl aceabl e_val ue" is missing the instance to collect against.

uo070 Please choose an existing Advisor or create a new one with a non-empty name.

uoo71 The default frequency must be a non-zero value.

uo0072 You must enter a rule name.

u0073 You must have provided Enterprise credentials to use this feature. See the "MySQL
Enterprise Credentials" section on the "Global Settings" page.

uo074 You must have provided Enterprise credentials to use this feature. Please contact
someone with an Admin account to enter this information for you.

uo075 You must specify a file for upload.

uoo77 You must provide an email address.

u0078 The provided email address appears to be invalid.

uo079 A valid SMTP server address must be given.

uo080 Your passwords do not match.

uo081 A valid SNMP target must be given.

u0082 A valid SNMP port must be given.

uo083 A valid SNMP community string must be given.

uoog4 The given file could not be found.

u0085 The given file is not a valid license file.

U0086 An invalid file name was given.

uoo87 The content of the given key file is invalid.

u0088 An invalid SNMP severity level was given.

u0090 An invalid data life span was given.

u0091 An invalid re-inventory frequency was given.

u0092 Passwords for MySQL Enterprise must not be empty.

u0093 The user name is missing.

uo094 An invalid user role was given.

U0095 An invalid time zone was given.

u0096 An invalid locale was given.

u0097 The group name is invalid.

u0098 The recipients list is empty.

U0099 Cannot find the e-mail target.

u0100 The given target id is invalid.

u0101 The group name must not be empty.

u0102 The server name must not be empty.

u0103 An invalid group id was given.

u0104 The group already exists.

u0105 This group name is already in use. Enter a different name.

u0106 Cannot find group with id r epl aceabl e_val ue.
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u0107 Cannot find server with id r epl aceabl e_val ue.

u0108 An invalid server id was given.

u0109 Invalid Username

uo0110 Invalid user role specified.

uUo111 A user with the given name already exists.

uo112 The password must not be empty.

u0113 The user "r epl aceabl e_val ue" does not exist.

uo114 The log name must not be empty.

u0115 An invalid log level was given.

uo117 An invalid filter was set.

u0118 "r epl aceabl e_val ue"is an invalid "From" date. Dates are in the format YYYY-MM-
DD.

uo0119 "r epl aceabl e_val ue" is an invalid "To" date. Dates are in the format YYYY-MM-DD.

u0120 No event was found with the id "r epl aceabl e_val ue".

uo121 No category was found with the id "r epl aceabl e_val ue".

uo0122 You must select one or more servers to add.

u0123 No log was found with the name "r epl aceabl e_val ue".

uo124 No schedule was found with the id "r epl aceabl e_val ue".

u0125 No natification group was found with the id "r epl aceabl e_val ue".

u0126 Unable to retrieve Advisors at this time.

uo127 Your MySQL Enterprise trial has expired.

u0128 You must specify a file for upload.

u0129 The uploaded Graph XML was invalid.

u0130 The uploaded Graph had an insufficient version number, and was not loaded.

u0131 No group was found with the id "r epl aceabl e_val ue".

u0132 No user was found with the name "r epl aceabl e_val ue".

u0133 No log was found with the key "r epl aceabl e_val ue".

u0134 An invalid e-mail address was given.

u0135 No user was found with the id "r epl aceabl e_val ue".

U0136 No graph was found with the id "r epl aceabl e_val ue".

u0137 You must provide a query summary id for display.

u0138 No query summary was found with the id "r epl aceabl e_val ue".

u0139 "r epl aceabl e_val ue" is not a valid UUID.

u0140 You are not authorized to access this resource.

u0141 No graph was found with the uuid "r epl aceabl e_val ue".

u0142 The target name is already in use.

u0143 No key was provided to sort on.
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uo144 U0121 Unable to import subscription key. You may download the key manually from the
Enterprise website and import it on this page.

u0145 U0120 Unable to import Advisor Jar. You may download the jar manually from the
Enterprise website and import it on this page.

u0146 Unable to schedule rule "r epl aceabl e_val ue" due to
"repl aceabl e_val ue.r epl aceabl e_val ue" data not being collected from server
"repl aceabl e_val ue". It may be an unsupported collection for that server.

uo147 The requested feature, r epl aceabl e_val ue, has not been implemented.

u0148 You must select one or more servers.

u0149 You must provide a non-empty alias.

u0150 No server was found with the id "r epl aceabl e_val ue".

u0151 Server already exists with name "r epl aceabl e_val ue".

u0152 No server name provided

u0153 Your subscription has expired and you have exceeded your 30 day grace period.

u0154 Query Analyzer Data purge value cannot be greater than Historic Data purge value.

u0155 A MySQL Enterprise Trial product key has previously been installed. To subscribe
to this service, contact r epl aceabl e_val ue, visit r epl aceabl e_val ue or
call: &lt;blockquote&gt;&lt;table&gt;&lt;tr&gt; &It;td&gt;r epl aceabl e_val ue&lt;/
td&gt;&lt;td&gt;r epl aceabl e_val ue&lt;/td&gt;&lt;/
tr&gt; &It;tr&gt; &It;td&gt;r epl aceabl e_val ueé&lt;/
td&gt;&lt;td&gt;r epl aceabl e_val ued&lt;/td&gt;&It;/tr&gt;&lt;/table&gt;&lt;/
blockquote&gt;

u0156 The database cannot parse the regular expression: r epl aceabl e_val ue.

u0157 Query Explain support requires Query Example capture to be enabled.

u0158 This license has expired. To subscribe to this service, contact
repl aceabl e_val ue, visitr epl aceabl e_val ue or call:
&lt;blockquote&gt;&It;table&gt; &lt;tr&gt; &It;td&gt;r epl aceabl e_val ue&lt;/
td&gt;&lt;td&gt;r epl aceabl e_val ue&lt;/td&gt;&lt;/
tr&gt; &It;tr&gt; &It;td&gt;r epl aceabl e_val ueé&lt;/
td&gt;&lt;td&gt;r epl aceabl e_val ued&lt;/td&gt;&It;/tr&gt;&lt;/table&gt;&lt;/
blockquote&gt;

u0159 This Role does not have permission to configure Query Analyzer. Please contact an
Administrator.

U016l Please import ar epl aceabl e_val ue level Advisor .jar to use with this
repl aceabl e_val ue level product key.

u0162 The admin and agent usernames must be different.

u0163 The requested alias is too long; aliases must be less than r epl aceabl e_val ue
characters.

uoi64 "r epl aceabl e_val ue" is not a DNS resolvable hostname or IP address.

u0165 Heat chart rule "r epl aceabl e_val ue" scheduled against "r epl aceabl e_val ue"
may not be unscheduled. This rule is required for the product to function properly.

u0166 Heat chart rule "r epl aceabl e_val ue" scheduled against "r epl aceabl e_val ue"
may not be disabled. This rule is required for the product to function properly.

uo167 Bad graph identifier.
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u0168 There is no graph with the given identifier.

u0169 Graph width "r epl aceabl e_val ue" is invalid.

uo170 Graph height "r epl aceabl e_val ue" is invalid.

uo171 Graph width "r epl aceabl e_val ue" is below minimum "r epl aceabl e_val ue".

uo172 Graph height "r epl aceabl e_val ue" is below minimum "r epl aceabl e_val ue".

uo173 Interval "r epl aceabl e_val ue" is not valid.

uo175 A HTTP proxy host is required; the port is optional.

u0176 Unable to parse the HTTP host "r epl aceabl e_val ue".

uo177 Unable to parse the HTTP proxy port number "r epl aceabl e_val ue".

u0178 An invalid hostname or port was given.

u0179 The HTTP proxy passwords must match.

u0180 You cannot change the role of the logged-in user.

uo0181 No updates are available to install at this time.

u0182 There was an error formatting the Advisor Readme.

u0183 You must provide a primary hostname.

uo184 Invalid value for LDAP encryption.

u0185 Invalid value for LDAP referrals.

u0186 You must provide a login when using comparison mode.

u0187 You must provide a password attribute when using comparison mode.

u0188 You must provide a password digest when using comparison mode.

u0189 Unknown password digest provided.

u0190 LDAP passwords do not match.

u0191 User or role pattern required when using role mapping.

u0192 You must provide a role search pattern attribute.

u0193 You must provide at least one mapping for the "admin” role.

u0194 You must provide at least one mapping for the "dba" role.

u0195 You must provide at least one mapping for the "agent" role.

u0196 Disabling LDAP authentication for a user requires a new password to be created.

u0197 LDAP authentication can not be disabled when LDAP is configured to be authoritative.

u0198 The password can not be changed for users authenticated via LDAP.

u0199 The role can not be changed for users with LDAP mapped roles.

u0200 The user name can not be changed when LDAP is authoritative.

u0201 You must provide at least one mapping for the "read-only" role.

u0202 repl aceabl e_val ue heat chart {0,choice,1#rule|1&It;rules} against
repl aceabl e_val ue {1,choice,1#server|1&lt;servers} will not be unscheduled.
{0,choice,1#This rule is|1&lt;These rules are} required for the product to function
properly.

u0203 No schedules were found for the rule.

u0204 Delete without confirmation disallowed.
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u0205 Nothing is selected.

u0206 No file was provided.

u0207 Unable to determine the type of this file.

u0208 Nothing is selected.

u0209 The selection is invalid.

u0210 A version (e.g., "1.0") is required.

u0211 repl aceabl e_val ue heat chart {0,choice,1#rule|1&It;rules} against

repl aceabl e_val ue {1,choice,1#server|1&lt;servers} will not be disabled.
{0,choice,1#This rule is|1&lt;These rules are} required for the product to function

properly.
u0212 You must specify a user search pattern or user search criteria.
u0213 You must choose user search by pattern or by criteria.
uo0214 Script content file does not exist.
u0215 Script runtime does not exist.

The following table documents error codes reported by the Enterprise server and the associated message.

Table D.2 MySQL Enterprise Monitor: Server Codes and Messages

Error Code Message

EO0001 Internal Error: r epl aceabl e_val ue

E0100 Invalid user role "r epl aceabl e_val ue". Only "manager”, "dba", and "agent" are
valid.

EO0101 Invalid user name "r epl aceabl e_val ue". User names must be alphanumeric and
between 1-32 characters in length.

E0102 Invalid user password. Passwords must contain at least one number.

E0103 Can not delete root user.

E0104 User can not change role.

E0105 User "r epl aceabl e_val ue" already exists.

E0106 User "r epl aceabl e_val ue" does not exist.

EO0107 User role "r epl aceabl e_val ue" is not authorized.

E0108 User "r epl aceabl e_val ue" has been previously deleted and is disabled.

E0200 No mapping exists to map the user "r epl aceabl e_val ue" to a MySQL Network user.

E0201 A mapping already exists for the user "r epl aceabl e_val ue" to a MySQL Network
user.

E0202 MySQL Network is currently unavailable or could not be reached.

E0203 MySQL Network reported no alerts.

E0204 MySQL Network Advisor returned no data. Reason: "r epl aceabl e_val ue".

E0205 Your Advisors are currently up to date.

E0206 Your MySQL Enterprise trial expired after "r epl aceabl e_val ue".

E0207 The MySQL Enterprise subscription key is not valid.

E0208 No MySQL Enterprise subscription information is installed.
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E0209 The MySQL Enterprise subscription key has expired.

E0210 User: r epl aceabl e_val ue Requires role: r epl aceabl e_val ue

E0211 You do not have permissions to access this resource.

E0212 The import of a duplicate MySQL Enterprise subscription trial key was rejected.

E0213 Unable to decode key from file: r epl aceabl e_val ue.

E0300 Can not delete default group.

E0301 Group "r epl aceabl e_val ue" already exists.

E0302 Group "r epl aceabl e_val ue" does not exist.

E0303 Invalid group name "r epl aceabl e_val ue". Group name must be alphanumeric and
less than 128 characters.

E0304 Group element "r epl aceabl e_val ue" already exists.

E0305 Group element "r epl aceabl e_val ue" does not exist in the group
"r epl aceabl e_val ue".

E0400 Agent "r epl aceabl e_val ue" does not exist.

E0401 Agent payload parameter NULL.

E0402 Agent task "r epl aceabl e_val ue" does not exist.

E0403 There has been a problem de-serializing this agent"s request. Please ensure all agents
are version r epl aceabl e_val ue or greater.

E0500 Server "r epl aceabl e_val ue" already exists.

EO0501 Server "r epl aceabl e_val ue" does not exist.

E0502 Server "r epl aceabl e_val ue" is actively being monitored and cannot be deleted. The
last agent contact for this server was on r epl aceabl e_val ue.

E0503 Server "r epl aceabl e_val ue" is being migrated and cannot be deleted. Please halt
the active migration first.

E0600 Database "r epl aceabl e_val ue" already exists.

E0601 Database "r epl aceabl e_val ue" does not exist.

EO0700 Threshold "r epl aceabl e_val ue" already exists.

EO0701 Threshold "r epl aceabl e_val ue" does not exist.

E0702 Data collection item does not exist.

EO0703 serverName or groupName have to be set.

EO0800 Data collection item does not exist.

E0801 Data collection is already occuring for "r epl aceabl e_val ue".

E0802 Data collection does not exist for "r epl aceabl e_val ue".

E0803 Invalid lifespan. Data life must be greater than 0 days.

E0804 Invalid namespace. Supported namespaces include "mysql" and "os".
repl aceabl e_val ue

E0805 Invalid instance. The instance must be a valid for data collection.

E0806 Invalid source. The source must be valid for data collection.

E0807 Invalid attribute. The attrib must be valid for data collection.
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E0808 Invalid frequency: "r epl aceabl e_val ue". The frequency must be at least 1 minute
and be in the format HH:MM.

E0809 Invalid port. If the URI uses the MYSQL namespace it must include a server port.

E0810 Invalid server. The server "r epl aceabl e_val ue" must exist in the current inventory.

E0811 Invalid server. For an OS namespace, the server must not include the MySQL server
port.

E0812 A SQL failure occurred while saving the data collection schedule.
"repl aceabl e_val ue" Please see the error logs for details.

E0813 Invalid server id "r epl aceabl e_val ue".

E0814 No data items exist for server "r epl aceabl e_val ue".

E0815 Value "r epl aceabl e_val ue" not valid for "r epl aceabl e_val ue".

E0816 categoryName has to be set

E0817 You must specify either a server or group in the data collection schedule.

E0818 The server "r epl aceabl e_val ue" does not support item(s) "r epl aceabl e_val ue"
required by monitor "r epl aceabl e_val ue".

E0819 Invalid data type: "r epl aceabl e_val ue".

E0900 Advisor id "r epl aceabl e_val ue" does not exist.

E0901 Advisor name "r epl aceabl e_val ue" does not exist.

E0902 Advisor XML is invalid.

E0903 Category "r epl aceabl e_val ue" does not exist.

E0904 Invalid server list.

E0905 SKIPPED "r epl aceabl e_val ue" forrepl aceabl e_val ue because Agent for
repl aceabl e_val ue is down.

E0906 SKIPPED "r epl aceabl e_val ue" for r epl aceabl e_val ue because mysqld on
repl aceabl e_val ue is down.

E0907 Category "r epl aceabl e_val ue" cannot be modified.

E0908 Category "r epl aceabl e_val ue" cannot be deleted.

E0909 Category "r epl aceabl e_val ue" already exists.

E0910 Advisor bundle version r epl aceabl e_val ue is incompatible with server version
repl aceabl e_val ue.

E0911 Heat chart rule "r epl aceabl e_val ue" scheduled against "r epl aceabl e_val ue"
may not be unscheduled.

E0912 Heat chart rule "r epl aceabl e_val ue" scheduled against "r epl aceabl e_val ue"
may not be disabled.

E1100 Graph time format "r epl aceabl e_val ue" is invalid. Must be in the format HH:MM:SS.

E1101 Graph size height and width must be specified.

E1102 Graph "r epl aceabl e_val ue" does not exist.

E1103 Graph "r epl aceabl e_val ue" already exists.

E1104 Graph "r epl aceabl e_val ue" contains a data collection item that can not be
identified.

E1200 Failed to retrieve identity column.
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E1201 Required parameter "r epl aceabl e_val ue" was NULL.

E1202 Only SELECT and SHOW commands are allowed via this interface.

E1203 Invalid timezone "r epl aceabl e_val ue".

E1204 Invalid interval "r epl aceabl e_val ue".

E1205 Could not find object "r epl aceabl e_val ue" in cache "r epl aceabl e_val ue".

E1206 Feature is not implemented. Parameters: r epl aceabl e_val ue

E1300 Advisor "r epl aceabl e_val ue" already exists.

E1301 Advisor "r epl aceabl e_val ue" does not exist.

E1302 Schedule does not exist. "r epl aceabl e_val ue" "repl aceabl e_val ue"

E1303 JEP error: expression : "r epl aceabl e_val ue", message: "r epl aceabl e_val ue".

E1304 Advisor "r epl aceabl e_val ue" contains a data collection item that can not be
identified.

E1305 Alarm level "r epl aceabl e_val ue" is not valid.

E1306 Schedule already exists. "r epl aceabl e_val ue" "r epl aceabl e_val ue".

E1307 Advisor "r epl aceabl e_val ue"is a read only MySQL Network certified Advisor.
Please copy the rule before editing.

E1308 Advisor "r epl aceabl e_val ue" is currently scheduled against one or more monitored
MySQL servers and cannot be removed.

E1309 Could not render text. "r epl aceabl e_val ue".

E1310 No open event for "r epl aceabl e_val ue" on server "r epl aceabl e_val ue".
Perhaps already closed.

E1311 Alarm with id "r epl aceabl e_val ue" does not exist.

E1400 Invalid missed agent heartbeat threshold value.

E1401 Notification entry "r epl aceabl e_val ue" does not exist.

E1402 Agent "r epl aceabl e_val ue" is using session "r epl aceabl e_val ue" but session
"r epl aceabl e_val ue" was requested.

E1403 Server name "r epl aceabl e_val ue" is in use by another agent with uuid
"r epl aceabl e_val ue".

E1500 Notification target "r epl aceabl e_val ue" does not exist.

E1501 Invalid email address "r epl aceabl e_val ue".

E1502 Notification target "r epl aceabl e_val ue" already exists.

E1503 Invalid notification target name "r epl aceabl e_val ue".

E1504 Invalid monitor name, it must not be empty.

E1505 No variable assignments given, you must define at least one.

E1506 SMTP authentication failed.

E1507 SMTP send failed

E1508 Invalid SNMP target "r epl aceabl e_val ue".

E1509 Invalid SNMP trap type "r epl aceabl e_val ue".

E1600 Log "r epl aceabl e_val ue" does not exist.
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E1700 Authentication Mechanism was null

E1701 Unsupported Authentication Mechanism r epl aceabl e_val ue

E1702 Incorrect password for user r epl aceabl e_val ue

E1800 Invalid data type: "r epl aceabl e_val ue", new value: "r epl aceabl e_val ue".

E1801 Invalid value: "r epl aceabl e_val ue" for data type " r epl aceabl e_val ue " for item
"repl aceabl e_val ue".

E1802 Invalid expression: "r epl aceabl e_val ue", exception: "r epl aceabl e_val ue", raw
expression: " r epl aceabl e_val ue". substitute values: "r epl aceabl e_val ue".

E1900 History not found id: "r epl aceabl e_val ue", schedule: "r epl aceabl e_val ue",
expression: "r epl aceabl e_val ue".

E2000 Tag not found, id: "r epl aceabl e_val ue".

E2101 Unable to collect "r epl aceabl e_val ue" on "r epl aceabl e_val ue" for instance
"repl aceabl e_val ue".

E9000 repl aceabl e_val ue

E9001 repl aceabl e_val ue from: repl aceabl e_val ue
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Appendix E MySQL Enterprise Monitor Change History
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This appendix lists the changes to the MySQL Enterprise Monitor product, beginning with the most recent

release. Each release section covers added or changed functionality, bug fixes, and known issues, if
applicable. To find a bug quickly, search by bug number.

E.1 Changes in MySQL Enterprise Monitor 2.0.7 (Not yet released)

This section documents all changes and bug fixes that have been applied since the release of MySQL
Enterprise Monitor, version 2.0.6.

Version 2.0.7 has no changelog entries.

E.2 Changes in MySQL Enterprise Monitor 2.0.6 (2009-08-27)

This section documents all changes and bug fixes that have been applied since the release of MySQL
Enterprise Monitor, version 2.0.5.

Version 2.0.6 has no changelog entries.

E.3 Changes in MySQL Enterprise Monitor 2.0.5 (2009-03-18)

This section documents all changes and bug fixes that have been applied since the release of MySQL
Enterprise Monitor, version 2.0.4.

Version 2.0.5 has no changelog entries.

E.4 Changes in MySQL Enterprise Monitor 2.0.4 (2009-02-05)

This section documents all changes and bug fixes that have been applied since the release of MySQL
Enterprise Monitor, version 2.0.3.

Version 2.0.4 has no changelog entries.

E.5 Changes in MySQL Enterprise Monitor 2.0.3 (2009-01-23)

This section documents all changes and bug fixes that have been applied since the release of MySQL
Enterprise Monitor, version 2.0.2.

Version 2.0.3 has no changelog entries.
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Changes in MySQL Enterprise Monitor 2.0.2 (2009-01-14)

E.6 Changes in MySQL Enterprise Monitor 2.0.2 (2009-01-14)

This section documents all changes and bug fixes that have been applied since the release of MySQL
Enterprise Monitor, version 2.0.1.

Version 2.0.2 has no changelog entries.

E.7 Changes in MySQL Enterprise Monitor 2.0.1 (2008-12-15)

This section documents all changes and bug fixes that have been applied since the release of MySQL
Enterprise Monitor, version 2.0.0.

Version 2.0.1 has no changelog entries.

E.8 Changes in MySQL Enterprise Monitor 2.0.0 (2008-12-11)

This section documents all changes and bug fixes that have been applied since the release of MySQL
Enterprise Monitor, version 1.3.3.

Functionality Added or Changed

« Important Change: The ser ver - nane configuration parameter is deprecated. For compatibility, during
an upgrade, the information will be migrated to a di spl aynane configuration parameter within the
individual instance configuration files. This configuration parameter is provided only for compatibility, as
display name information is now stored within the main repository. Support for di spl aynan® is also
deprecated and will be removed in a future release.

* Important Note: When you start the MySQL Enterprise Monitor 2.0 agent from the command line on
Windows, you get the following error dialog:

"mysql - proxy. exe - Entry Point Not Found"
"The procedure entry point |ibiconv_set_relocation_prefix could not be |located in the
dynamic link library iconv.dll"

If you click OK the agent works fine after that.

This only occurs when starting the agent from the command line, and only when there is another version
of one of the DLLs that the agent uses somewhere on the current path. This error can be avoided by
opening a command prompt, typing SET PATH= to clear the path, and then starting the agent.

» Important Note: The rules “32-Bit Binary Running on 64-Bit AMD Or Intel System” and “Key Buffer Size
Greater Than 4 GB” occasionally do not evaluate correctly due to timing issues. This causes them to
be displayed with the Severity level of “Unknown”. This is a known issue and will be resolved in future
versions of MySQL Enterprise Monitor.

e The agent log file name has changed from nysql - ser vi ce-agent . | og to nysql - noni t or -
agent . | og. The old log file will be retained during a upgrade install.
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This appendix contains reference information for MySQL Enterprise Monitor.

F.1 MySQL Enterprise Monitor Limitations

The following list provides information on known limitations within MySQL Enterprise Monitor
» The maximum size for data stored within the mysql . i nvent or y table is 64 bytes.

e The MySQL Enterprise Monitor Agent when operating for Query Analyzer as a proxy cannot handle
queries greater than 16MB.

» The MySQL Enterprise Monitor Agent when operating for Query Analyzer as a proxy does not support
clients using the MySQL protocol older than MySQL 5.0.

e The MySQL Enterprise Monitor Agent when operating for Query Analyzer as a proxy does not support
clients affects the authentication of clients. As the proxy is the real client connecting to the backend
MySQL server, authentication should use the hostname of the proxy, not the original client.

» When viewing the graphs generated by MySQL Enterprise Service Manager, the fonts used for the
graphs may not be displayed properly if the required font is missing.

You can specify a custom font by setting a custom property within the embedded MySQL Server to a
known working font. To do this, connect to your embedded MySQL sever using the information provided
by the confi guration_report.txt file. Once connected, execute the following statement:

mysql > | NSERT | NTO map_entries VALUES (1,'Helvetica','graph.font');
Replacing Hel vet i ca with the font you want to use.

The font used for graph rendering will be selected as follows, in this order:
1. The user override value.

2. The MySQL Enterprise Service Manager default of Arial.

3. The graph engine default of SansSerif.
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« Itis not possible to monitor more than one MySQL Enterprise Monitor User Interface instance hosted
on the same machine simultaneously within the same browser, even if each MySQL Enterprise Monitor
User Interface uses a different port for access. The effect of this limitation may be more significant on
certain browsers.

» When monitoring multiple MySQL instances with one MySQL Enterprise Monitor Agent, if any of the
MySQL instances are down at the point when the agent is started, the agent will not attempt to reconnect
to the servers. This could lead to indications that MySQL instances were down when in fact they were
running and available. To avoid this problem, ensure all of the monitored instances are available before
starting the agent.

F.2 Supported Browsers

The MySQL Enterprise Monitor User Interface is known to work within the following browser environments:
» Microsoft Internet Explorer 7.x, 8.x
Note

MySQL Enterprise Monitor User Interface is not compatible with the
Compatibility View option within Internet Explorer 8.x. Please make sure this
option is disabled before using MySQL Enterprise Monitor User Interface

e Safari 3.2, 4.x
» Firefox 3.0, 3.5

The MySQL Enterprise Monitor User Interface is known not to work within the following browser
environments:

» Microsoft Internet Explorer 6.x
e Opera

» Google Chrome

F.3 Installation Requirements

The Service Manager is available for Windows, Mac OS X, and a variety of Unix and Linux operating
systems. In most cases, the standard operating system and packages are supported without further
libraries and modules. All the required components are installed automatically.

* Mac OS X Notes

e The Mac OS X Service Manager is only supported on Intel architecture. However, the Mac OS X agent
is supported for both Intel and the PowerPC.

* Installation requires approximately 450MB of disk space for MySQL Enterprise Service Manager
* Windows Notes

« Installation requires approximately 260MB of disk space for MySQL Enterprise Service Manager
* Unix/Linux Notes

* Installation requires approximately 450MB of disk space for MySQL Enterprise Service Manager

¢ On FreeBSD, you must have bi nd8 installed.

232



Creating a new SSL KeyStore

Note

Disk-space usage requirements are approximate for the base application. During
usage, the service manager records detailed information about your MySQL servers
and environment, and disk space usage will increase with time to record this
historical data. You can control how long information is stored once the service
manager has been installed.

The minimum recommended requirements for the service manager are at least a 2GHz CPU, with two
or more CPU cores, and at least 2GB of RAM. If you are monitoring a large number of services, then
there will be an increased load on the server manager. Running the service manager on a machine that
is already running other tasks is only recommended if you are monitoring a small number of agents.
For monitoring five or more agents simultaneously, you should dedicate a machine to the process. For
more information, see Section F.5, “Choosing Suitable MySQL Enterprise Service Manager Hardware
Configurations”.

The Monitor Agent is available for a wide range of operating systems. For an up-to-date list please see
the http://www.mysgl.com/products/enterprise/. The agent can be used to monitor any MySQL server from
version 4.0.x through 5.6.x.

F.4 Creating a new SSL KeyStore

The SSL certificate that is provided with the server during installation is a sample certificate only. If you
want to use SSL for communicating with your MySQL Enterprise Service Manager and MySQL Enterprise
Monitor User Interface you should replace the supplied certificate with your own certificate.

The certificate keystore is located in the apache-t ontat / conf/ nyKeySt or e file within your MySQL
Enterprise Service Manager installation.

To create a new, self-signed, certificate, use the keyt ool command (provided with Java SE Security) to
create a new certificate file:

shel | > keyt ool -genkey -alias tontat -keyalg RSA -validity 1825 -keystore newKkeystore

You will be prompted to fill in the certificate information and to provide a unique password for the
certificate.

The - val i di t y specifies the length of the certificate created, specified in days. The - al i as is required to
ensure that the certificate is associated with t oncat .

Once you have created the new keystore, you should shutdown MySQL Enterprise Service Manager, copy
the new keystore file to apache-t ontat / conf / myKey St or e and restart MySQL Enterprise Service
Manager.

If you have an existing certificate that you would like to import into your keystore, you need to import the
certificate using the following command:

shel | > keytool -inport -alias tontat -keystore newKeystore -file public.pem

For more information on using SSL certificates in Tomcat see Apache Tomcat 6.0: SSL Configuration
HOW-TO.

F.5 Choosing Suitable MySQL Enterprise Service Manager Hardware
Configurations

Running MySQL Enterprise Service Manager places a reasonable load on your system, and this load
increases linearly as you add more agents monitoring more servers. Ideally, you should use a dedicated
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machine for MySQL Enterprise Service Manager, rather than running it alongside other applications and

services.

Minimum System Requirements

e 2 or more CPU cores

* 2 or more GB of RAM

* Disk I/O subsystem applicable for a write-intensive database

Recommended System Requirements (if monitoring 100 or more MySQL servers)

* 4 or more CPU cores

* 8 or more GB of RAM

» Disk I/O subsystem applicable for a write-intensive database (RAID10, RAID 0+1)

F.6 MySQL Enterprise Monitor Agent Reference

The MySQL Enterprise Monitor Agent supports the following configurable options:

Table F.1 nysql - noni t or - agent Help Options

Format Option File Description Introduced
--help [236] Show help options 2.0.0
--help- Show options for the admin-module 2.0.0
admin [237]

--help- Show agent options 2.0.0
agent [237]

--help-all [237] Show all help options 2.0.0
--help- Show monitor options 2.0.0
monitor [237]

--help- Show options for the proxy-module 2.0.0
proxy [237]

Table F.2 nysqgl - noni t or - agent Admin Options

Format Option File Description Introduced
--admin- admin- Defines the listening address and port for the admin |2.0.0
address [237] address [237] module

--admin-lua- admin-lua- Script to execute by the admin module 2.0.0
script [237] script [237]

--admin- admin- Password for authentication for admin module 2.0.0
password [238] password [238]

--admin- admin- Username for authentication for admin module 2.0.0
username [238] username [238]

--proxy- proxy- Listening address:port of the proxy server 2.0.0

address [245]

address [245]
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Table F.3 nysql - noni t or - agent Agent Options

Format Option File Description Introduced
--agent-collector- |agent-collector- Load the specified collector plugins 2.0.0
plugins [238] plugins [238]

--agent-generate- |agent-generate- |Generate a UUID for use with the agent-uuid 2.0.0
uuid [238] uuid [238]

--agent-heartbeat- |agent-heartbeat- |The interval for generating heartbeat operations 2.0.0
interval [239] interval [239]

--agent-host- agent-host- The host ID for the agent 2.0.0
id [239] id [239]

--agent-host-id- agent-host-id- The command to use to generate the agent hostid [2.0.0
commandline [239]| commandline [239]

--agent- agent- Hostname of the agent host 2.0.0
hostname [239] hostname [239]

--agent-item- agent-item- List of data items for additional collections 2.0.0
files [240] files [240]

--agent-mgmt- agent-mgmt- URL of the management server 2.0.0
hostname [240] hostname [240]

--agent-run-os- agent-run-0s- Run the operating system tests and shutdown 2.0.0
tests [240] tests [240]

--agent-sync- agent-sync- Synchronize the attempts to connect at resync 2.0.0
attempts [241] attempts [241]

--agent-track- agent-track- Enable the tracking of the allocation sizes 2.0.0
alloc [241] alloc [241]

--agent- agent-uuid [241] |UUID of this agent 2.0.0
uuid [241]

Table F.4 nysql - noni t or - agent Monitor Options

Format Option File Description Introduced
--monitor- monitor- Interval for executing queries against the backend |2.0.0
interval [244] interval [244]

--monitor-lua- monitor-lua- Script filename for the monitor 2.0.0
script [244] script [244]

--monitor- monitor- Set the password for the monitored MySQL Server (2.0.0
password [244] password [244]

--monitor- monitor- Set the username for the monitored MySQL Server (2.0.0
username [245] username [245]

Table F.5 nysql - noni t or - agent Proxy Options

Format Option File Description Introduced
--No-proxy [245] no-proxy [245] Don't start the proxy module 2.0.0
--proxy-backend- |proxy-backend- Address:port of the remote MySQL server 2.0.0
addresses [246] |addresses [246]

--proxy-fix- proxy-fix- Enable the fix for Bug #25371 (for mysqgld > 2.0.0

bug-25371 [247]

bug-25371 [247]

2.0.0.12) for older libmysqgl versions
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Format Option File Description Introduced
--proxy-lua- proxy-lua- Filename for Lua script for proxy operations 2.0.0
script [247] script [247]
--proxy-pool- proxy-pool- Don't use the protocol CHANGE_USER to reset the |2.0.0
no-change- no-change- connection when coming from the connection pool
user [246] user [246]
--proxy-read- proxy-read- Address:port of the remote MySQL server (read- 2.0.0
only-backend- only-backend- only)
addresses [246] |addresses [246]
--proxy-skip- proxy-skip- Disabled profiling of queries 2.0.0
profiling [247] profiling [247]
Table F.6 mysqgl - noni t or - agent Application Options
Format Option File Description Introduced
--basedir [242] basedir [242] Specify the base directory to prepend to paths in the [2.0.0
config
--daemon [247] daemon [247] Start in daemon-mode 2.0.0
--defaults- defaults- Specify the configuration file 2.0.0
file [242] file [242]
--keepalive [242] |keepalive [242] Try to restart the proxy if a crash occurs 2.0.0
--log-backtrace- log-backtrace-on- |Try to invoke the debug and generate a backtrace |2.0.0
on-crash [242] crash [242] on crash
--log-file [242] log-file [242] Specify the file for logging error messages 2.0.0
--log-level [243] log-level [243] Logging level 2.0.0
--log-use- log-use- Log errors to syslog 2.0.0
syslog [243] syslog [243]
--lua-cpath [243] |lua-cpath [243] Set the LUA_CPATH 2.0.0
--lua-path [244] lua-path [244] Set the LUA_PATH 2.0.0
--max-open- max-open- Specify the maximum number of open files to 2.0.0
files [244] files [244] support
--pid-file [247] pid-file [247] PID file to store the process ID (when in daemon 2.0.0
mode)
--plugin-dir [245] | plugin-dir [245] Path to the plugin files 2.0.0
--plugins [245] plugins [245] List of plugins to load 2.0.0
--user [248] user [248] Specify the user to use when running mysql- 2.0.0
monitor-agent
--version [248] version [248] Show the version information 2.0.0
e --help
Introduced 2.0.0
Command-Line Format |--hel p
-7?

Show available help options.
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e --hel p-all
Introduced 2.0.0
Command-Line Format |--hel p-all

Show all help options.

e --hel p-adnmn

Introduced 2.0.0

Command-Line Format |- - hel p-adni n

Show options for the admin-module.

e --hel p- proxy

Introduced 2.0.0

Command-Line Format |- - hel p- proxy

Show options for the proxy-module.

e --hel p-noni tor

Introduced 2.0.0

Command-Line Format |- - hel p-noni t or

Show options for the monitor module.

* --hel p-agent

Introduced 2.0.0

Command-Line Format |- - hel p- agent

Show options for the agent module.

e --adm n-address=host : port

Introduced 2.0.0
Command-Line Format --adm n- addr ess
Option-File Format adm n- addr ess

Permitted Values

Type string

Default |: 4041

Specify the host name (or IP address) and port for the administration port. The default is

| ocal host: 4041.

e --adm n-lua-script=script

Introduced 2.0.0

Command-Line Format |- -admni n-1 ua-scri pt
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Option-File Format adm n-| ua-scri pt

Permitted Values

Type file name

Default

Specify the script to use for the administration module for the proxy.

e --adm n- passwor d=pass

Introduced 2.0.0
Command-Line Format |- -admi n- password
Option-File Format adm n- passwor d

Permitted Values

Type string

Default

Define the password to use to authenticate users wanting to connect to the administration module of
nysql - moni t or - agent . The administration module uses the MySQL protocol to request a username
and password for connections.

e --adm n-user name=user

Introduced 2.0.0
Command-Line Format --adni n-user nane
Option-File Format adm n- user nane

Permitted Values

Type string

Default |r oot

Define the username to use to authenticate users wanting to connect to the administration module of
nysql - noni t or - agent . The default username is r oot . The administration module uses the MySQL
protocol to request a username and password for connections.

» --agent-collector-plugi ns=user

Introduced 2.0.0
Command-Line Format |- -agent-col | ector-pl ugi ns
Option-File Format agent - col | ect or - pl ugi ns

Permitted Values

Type nuneric

Default |col | ect | ua

A comma-separated list of the plugins to be used and loaded by the agent and used to provide collector
items.

e --agent-generate-uuid

Introduced 2.0.0
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Command-Line Format |- - agent - gener at e- uui d

Option-File Format agent - generate-uui d

Regenerates a UUID for the agent. You can use this to generate a new UUID if you have copied
configuration information for an agent from one machine to another. To use:

shel | > /opt/ nmysql / enterprise/ agent/bi n/ mysql - noni t or - agent --agent - generat e-uui d
ee9296d7- f 7cd- 4f ee- 8b26- ead884ebf 398
2009- 03-05 11:49:37: (critical) shutting down normally

For more information, see Section 2.3.6.3, “Monitoring Multiple MySQL Servers”.

e --agent-heartbeat-interval =#

Introduced 2.0.0
Command-Line Format |- -agent - heartbeat-interval
Option-File Format agent - heart beat -i nt erval

Permitted Values

Type nuneric
Default |3

Specify the heartbeat interval. The agent sends heartbeat messages to MySQL Enterprise Service
Manager to indicate that it is available and still running and monitoring servers. The MySQL Enterprise
Service Manager uses this information to help identify when an agent is available or not.

e --agent - host -i d=HOSTI D

Introduced 2.0.0
Command-Line Format |--agent-host-id
Option-File Format agent - host-id

Define the agent host id. The host id should be a unique identifier for the host on which the agent is
running, and is different to the agent UUID. You can override the host ID for use within HA environments
where you have two identical agent configurations, one on a live server, and one on a backup server

to be brought into use if the primary server fails. The host ID is used to identify the host by the server,
and during failover you want the host ID to remain constant as you monitor either the original or failover

(replacement) server.

e --host-id-conmmandl i ne

Introduced 2.0.0
Command-Line Format |- -agent - host -i d- commandl i ne
Option-File Format agent - host -i d- commandl i ne

Specify the command line to generate the host ID. By default, the host ID is generated by using a
variety of methods configured for a specific platform, including using SSH keys and embedded host ID
information. You can replace this with an alternative command-line

* --agent - host name
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Command-Line Format |- - agent - host nane

Option-File Format agent - host nane

Override the automatically determined hostname. You can use this to specify an alternate hostname for
the agent. This can be useful if your host has multiple hostnames and you want the machine identified by

a specific hostname.

e --agent-itemfiles

Introduced 2.0.0
Command-Line Format |--agent-itemfiles
Option-File Format agent-itemfiles

A comma separated list of the item files used to load data items that are then collected and sent to
MySQL Enterprise Service Manager. For more information, see Section 5.4.8, “Creating a Custom Data

Collection Item”.

e --agent - ngnt - host nane

Introduced 2.0.0
Command-Line Format |- - agent - ngnt - host nane
Option-File Format agent - ngnt - host nane

Set the URL of the MySQL Enterprise Service Manager where collected data is sent. The
URL should include the username and password for the agents, for example: htt p: //
agent : passwor d@menser ver: 18080/ heart beat .

Note

If you have the ht t p_pr oxy environment variable configured within your
environment, you should add the value of agent - ngnt - host nane to the
no_pr oxy variable to ensure that data is correctly transmitted to MySQL
Enterprise Service Manager and not redirected through the configured proxy

address.

e --agent-run-os-tests

Introduced 2.0.0
Command-Line Format |--agent-run-os-tests
Option-File Format agent-run-os-tests

Runs the internal operating system tests, and then exits. Using this option will generate a large body of
information about the various operating system information that can be collected about the host. You can
use this to determine whether the agent is collecting the right amount, quantity and quality of information

to the server.

A truncated sample of the output is provided below:

2010- 01- 22 16: 15:45: (critical) MySQL Mnitor Agent 2.1.1.1138 started
sigar-test-all.c.128 ():

pid = 1353
sigar-test-all.c.110 ():

mem ram = 6080
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nemtotal = 6374154240,

nmem used = 3356090368,

nmem free = 3018063872,

mem act ual _free = 3018063872,
mem act ual _used = 3356090368
gar-test-all.c.143 ():
swap.total = 28523896832,
swap. used 710623232,

swap. free 27813273600
gar-test-all.c.169 ():

cpu. user = 24544920,

cpu. sys = 136764840,

S

S

cpu.nice = 0,
cpu.idle = 1234759920,
cpu.wait =0

cpu.total = 349015500
sigar-test-all.c.194 ():
[0]

cpu. user = 8516770,

cpu. sys = 56838970,

cpu.nice = 0,
cpu.idl e = 283667220,
cpu.wait =0

cpu.total = 349022960
[1]

cpu. user = 6130420,

cpu.sys = 12671090,

cpu.nice = 0,

--agent -sync-attenpts

Introduced 2.0.0
Command-Line Format |--agent-sync-attenpts
Option-File Format agent -sync-attenpts

Attempt to synchronise with the server during the resynchronization.

--agent-track-all oc

Introduced 2.0.0
Command-Line Format |--agent-track-alloc
Option-File Format agent -track-all oc

Track the memory allocation in the various modules of the agent to help monitor the memory usage.

--agent-uui d

Introduced 2.0.0
Command-Line Format |- -agent-uuid
Option-File Format agent - uui d

Permitted Values

Type string

Specify the agent UUID. A UUID is automatically generated for each agent during installation, with
the UUID automatically added to the configuration. You can generate a new UUID using the agent -

gener at e- uui d command line option. 241
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e --basedir

Introduced 2.0.0
Command-Line Format --basedir
Option-File Format basedir

Permitted Values

Type ‘fi I e name

Specify a base directory that will be prepended to all other filename configuration options. The base
name should be an absolute (not relative) directory. If you specify a relative directory, mysql - noni t or -
agent will generate an error during startup.

e --defaults-file

Introduced

2.0.0

Command-Line Format

--defaults-file

Option-File Format

defaul ts-file

Specify a file to use as the file with configuration information. If not specified, configuration options are
only taken from the command line.

e --event-threads=#

Command-Line Format

--event-threads

Option-File Format

event -t hr eads

Permitted Values

Type nuneric

Default |1

Specify the number of event threads reserved to handle incoming requests.

o --keepalive

Introduced 2.0.0
Command-Line Format |- - keepal i ve
Option-File Format keepal i ve

Creates a process surrounding the main mysql - noni t or - agent which will attempt to restart the true
nysql - moni t or - agent process in thr event a crash or other failure.

e --]1 0g-backtrace-on-crash

Introduced

2.0.0

Command-Line Format

--1 og- backtrace-on-crash

Option-File Format

| og- backtrace-on-crash

Logs the backtrace to the error log and tries ygjnitialize the debugger in the event of a failure.

 --log-file=filenane
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Introduced 2.0.0
Command-Line Format |--log-file
Option-File Format log-file

Permitted Values

Type file name

Specify the name of a file to be used to record log information.

--log-file=fil enane

Introduced 2.0.0
Command-Line Format |--1o0g-1| evel
Option-File Format | og- I evel

Permitted Values

Type enuner ati on

Default |criti cal

Valid error (Show error messages)

values |5 ng (Show only warning messages)

i nf o (Show informational messages)

nessage (Show information about agent and basic processing)

critical (Show critical messages highlighting agent problems)

debug (Show detailed information, including info provided to
server)

The log level to be used when outputting error messages. The specification will output that level (or
lower) of a given error message. For example, nessage will also output i nf o, war ni ng, and er r or
messages.

- -1 og-use-sysl og

Introduced 2.0.0
Command-Line Format |--1| og-use-sysl og
Option-File Format | og- use-sysl og

Causes errors to be sent to the syslog (Unix/Linux only).

- -l ua-cpat h=pat h

Introduced 2.0.0
Command-Line Format |--| ua-cpath
Option-File Format | ua-cpath

Permitted Values

Type file name

Specify the LUA CPATH to be used when loading compiled modules or libraries for Lua scripts.

243



MySQL Enterprise Monitor Agent Reference

e --]ua-path=path

Introduced 2.0.0
Command-Line Format |--lua-path
Option-File Format | ua- path

Permitted Values

Type file name

Specify the LUA_CPATH to be used when loading modules for Lua.

o --max-open-fil es=#

Introduced

2.0.0

Command-Line Format

--max-open-files

Option-File Format

max- open-files

Permitted Values

Type numeri c

The maximum number of open files and sockets supported by the nysqgl - noni t or - agent process.

You may need to increase this with certain scripts.

e --noni tor-interval =#

Introduced

2.00

Command-Line Format

--noni tor-interval

Option-File Format

noni t or -i nt er val

Permitted Values

Type nuneric
Default |1

Min 1

Value

Execute queries against the backends at this interval. The default is 1.

e --nonitor-lua-script=SCRI PT

Introduced

2.0.0

Command-Line Format

--noni tor-lua-script

Option-File Format

noni t or -1 ua-scri pt

Permitted Values

Type string

Filename of the Lua script to use for the monitor module.

e --nonitor-passwor d=PASS

244

Introduced

2.00




MySQL Enterprise Monitor Agent Reference

Command-Line Format

--noni t or - passwor d

Option-File Format

nmoni t or - password

Permitted Values

Type string

The password for the monitoring user account.

e --noni t or - user nane=USER

Introduced

2.00

Command-Line Format

--noni t or -user nane

Option-File Format

noni t or - user nane

Permitted Values

Type string

Default [noni t or

The username for the monitoring user account.

s --nNO- proxy

Introduced 2.0.0
Command-Line Format |- - no- pr oxy
Option-File Format no- pr oxy
Disable the proxy module.

e --plugin-dir=path
Introduced 2.0.0
Command-Line Format |--plugin-dir
Option-File Format pl ugi n-dir

Permitted Values

Type file name

The directory to use when loading plugins for nysql - noni t or - agent .

e --plugins=plugin,...

Introduced 2.0.0

Command-Line Format |- - pl ugi ns

Option-File Format pl ugi ns
Permitted Values
Type string

A comma-separated list of the plugins to be loaded.

e --proxy-address=host:

port 245
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Introduced

2.00

Command-Line Format

- - proxy-address

-P

Option-File Format

proxy- addr ess

Permitted Values

Type string

Default |: 4040

The listening host name (or IP address) and port of the proxy server. The default is : 4040 (all IPs on

port 4040).

- - proxy-read-onl y- backend- addr esses=host : port

Introduced

2.0.0

Command-Line Format

- - proxy-read-onl y- backend- addr esses

-r

Option-File Format

proxy-read- onl y- backend- addr esses

Permitted Values

Type ‘st ring

The listening host name (or IP address) and port of the proxy server for read-only connections. The
default is for this information not to be set.

- - pr oxy- backend- addr esses=host : port

Introduced

2.00

Command-Line Format

- - proxy- backend- addr esses

-b

Option-File Format

pr oxy- backend- addr esses

Permitted Values

Type string

Default {127. 0. 0. 1: 3306

The host name (or IP address) and port of the MySQL server to connect to. You can specify multiple
backend servers by supplying multiple options. Clients are connected to each backend server in round-
robin fashion. For example, if you specify two servers A and B, the first client connection will go to server
A; the second client connection to server B and the third client connection to server A.

- - pr oxy- pool - no- change- user

Introduced

2.00

Command-Line Format

- - proxy- pool - no- change- user

Option-File Format

pr oxy- pool - no- change- user

Disables the use of the MySQL protocol CHANGE USER when reusing a connection from the pool of
connections specified by the backend- addr esses list
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e --proxy-skip-profiling

Introduced

2.0.0

Command-Line Format

- - proxy-ski p-profiling

Option-File Format

proxy-ski p-profiling

disables profiling of queries (tracking time statistics). The default is for tracking to be enabled.

e --proxy-fix-bug-25371

Introduced

2.0.0

Command-Line Format

- - proxy-fix-bug-25371

Option-File Format

proxy-fi x-bug-25371

Gets round an issue when connecting to a MySQL server later than 5.1.12 when using a MySQL client

library of any earlier version.

e --proxy-lua-script=file
Introduced 2.0.0
Command-Line Format |- -proxy-| ua-scri pt
-S

Option-File Format

proxy-1lua-scri pt

Permitted Values

Type file nane

specify the Lua script file to be loaded. Note that the script file is not physically loaded and parsed until
a connection is made. Also note that the specified Lua script is reloaded for each connection; if the
content of the Lua script changes while mysql - noni t or - agent is running then the updated content
will automatically be used when a new connection is made.

* --daenon
Introduced 2.0.0
Command-Line Format |- - daenon
Option-File Format daenon
Starts the proxy in daemon mode.

e --pid-file=file
Introduced 2.0.0
Command-Line Format |--pid-file
Option-File Format pid-file

Permitted Values

Type

!file nanme

247

Sets the name of the file to be used to store the process ID.




Configuring Tomcat Parameters

e --user=user

Introduced 2.0.0
Command-Line Format - -user
Option-File Format user

Permitted Values

Type string

Run nysql - noni t or - agent as the specified user .

e --version

Introduced 2.0.0

Command-Line Format |- -version
-V

Option-File Format version

Show the version number.

F.7 Configuring Tomcat Parameters

The parameters for the Tomcat hosting system used to support MySQL Enterprise Service Manager and
MySQL Enterprise Monitor User Interface can have an affect on the performance of the system.

The default settings for Java for Tomcat are as follows:

Initial heap size -Xms 768MB
Maximum heap size -Xmx 768MB
Java stack size -Xss 128MB

You can change these parameters to higher values,by editing the JAVA OPTS setting within the

corresponding platform script.

¢ On Unix/Linux and Mac OS X

Edit the values within apache-t ontat / bi n/ set env. sh file within your MySQL Enterprise Service
Manager directory. You should avoid setting maximum figures higher than the physical memory of your

system as this may reduce, rather than increase the performance.

If you change these parameters, you will need to shutdown and restart MySQL Enterprise Service

Manager for the changes to take effect.

* Windows

Edit the JAVA OPTS settings within the apache-t ontat/ bi n/ set env. bat file.

To enable the changes, you must re-install your service. To do this, shutdown your MySQL Enterprise

Service Manager service and then reinstall the service by running:

shel | > nysql noni torctl.bat uninstall
shel | > nysqgl nonitorctl.bat install
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On all platforms, changes to the JAVA OPTS using the above methods should be retained over an upgrade
of the MySQL Enterprise Service Manager service.

If you change these parameters, you must restart MySQL Enterprise Service Manager for the changes to
take effect.

F.8 Backing up MySQL Enterprise Service Manager

If you want to backup the data stored within your MySQL Enterprise Service Manager, you can use
any of the typical backup solutions, such as nysql dunp, to save your data. All you need to backup the
information is host name, user name and password details that were set during the installation of the
MySQL Enterprise Service Manager

You can locate this information by examining the contents of the confi gurati on_report.txt file that
was generated when MySQL Enterprise Service Manager was installed. A scample of the file is provided
below:

M/SQL Enterprise Mnitor (Version 2.0.0.7088 : 20081031_152749_r 7088)

Here are the settings you specified:

Application hostnane and port: http://127.0.0.1: 18080
Tontat Ports: 18080 - 18443 (SSL)

M/SQL Port : 13306

Repository Credentials (bundled M/SQ):

servi ce_manager / Passwor d

Use the follow ng conmand to login to the MySQL Enterprise Mnitor database:
nysql -uservice_manager -pPassword -P13306 -h127.0.0.1

The last line provides the information about how to connect to the server using the standard nysq|l
command line client.

All the MySQL Enterprise Monitor repository information, including your configuration, rule and historical
data is stored within the memdatabase.

To backup this information using nysql dunp you might use the following command:

shel | > nysql dunp --singl e-transaction »
-uservi ce_manager -pPassword -P13306 -h127.0.0.1 nem >nem dunp

The above command would create a file, mem dunp, containing all of the MySQL Enterprise Monitor data.

To ensure consistency in a recovery situation, you may also want to backup the agent configuration and
metadata stored on each monitored MySQL server. To do this:

» Backup the configuration files of each agent. You should keep a copy of the et c directory for each
agent. This directory contains the main configuration file, mysql - noni t or - agent . i ni, and the
configuration information for each server being monitored, which is stored within the et ¢/ i nst ances
directory.

» On each server being monitored, retain a copy of the nysql . i nvent ory table, which contains the
unique ID of the MySQL server.

F.9 Migrating 1.3.x Historical Data to MySQL Enterprise Monitor 2.0

You can migrate the data generated during a MySQL Enterprise Monitor 1.3.x installation using the Data
Migration functionality of the Server Configuration panel.

249



Migrating 1.3.x Historical Data to MySQL Enterprise Monitor 2.0

To use the data migration feature, you must have installed MySQL Enterprise Service Manager using an
update installer. The update installer performs the initial migration of your configuration, rules, schedule,

and events data. The historical data is not migrated until you explicitly request the migration of information
within the Manage Servers section of the Settings panel.

Data migration works on a single server, allowing you to select on which servers you want to migrate
information. The migration is subject to the following:

You must elect to migrate the data from each server individually.

Migration takes approximately 5-6 hours, for each month, for each server. Therefore, if you have six
months of data on 10 servers it could take between 300 and 360 hours (15 days) to migrate all of your
historical data one server at a time.

To limit the data migration, set the Data Purge Behavior within the Settings page. Only data more
recent than the specified purge period will be migrated. Data older than the purge period will be ignored.

To prevent performance issues, migrate only one or a small number of servers concurrently.

You can start and stop the migration of the data at any time. As a general guide, you should avoid
stopping the data migration process and allow it to complete unless:

* Run out of disk space.
« MySQL Enterprise Service Manager becomes too slow and unresponsive.

« Migration never completes.

With the last item, where the migration never completes, occasionally there are some aspects of the data
that cannot be migrated successfully. This will prevent the migration process completing, but does not
affect the conversion of any data that could be migrated.

Starting Historical Data Migration

To start data migration:

Switch to the Manage Servers display of the Settings panel within MySQL Enterprise Monitor User
Interface.

Ensure that the data migration functionality has been enabled. The Start and Stop buttons next to
Historical Data Migration will be visible.
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Figure F.1 MySQL Enterprise Monitor: Historical Data Migration Availability

% Query Analyzer

Global Sattings | Usar Praferences | Manage Servers | Manage Usars |

create group | configure query analyzer | Historical
Manage Groups & Servers
Query Analyzer
Server L g MySOL Up Since

Enabled Examples Explains
=1 anservers (3)

] bear:3306 (ungroupsa) On Off Off  5060-lg Sep13,2
[ ] gentoo1.vmbear:3306 (ungrouped) On Off Off  5.060-log Nov 17, 2
[ ] gertensvmbeara366 (ungrouped) On Off Off  5.0.80-log Stopped

MyS0L Enterprize & 2005-2008 MyS0L AB, Upda
2008 Sun Microaystems, Inc.. All ights reserved. Enterprise Software | te Service |

Select the servers you want to migrate by using the check box next to each server name. You can select
one or more servers to migrate. Servers that are suitable for migration will show their migration status
within the Migration Status column. If the server is not able to be migrated, N/ A will be shown.

Click Start next to Historical Data Migration.

You will be presented with a confirmation dialog box. To start the migration, click start migration. To
cancel migration, click cancel.

The servers that have been selected for migration will show Queued for M grati on in the Migration
Status column.

Figure F.2 MySQL Enterprise Monitor: Confirming Historical Data Migration

| Confirm? |

Are you sure you want to start historical data migration?

The time and resources reguired to migrate previously collected data will vary
widely depending on the number of servers you have been monitoring, the
purge settings for historical data collection (specified on the Settings page)
and the performance of your hardware. By default, Historical Data Migration is
disabled; we recommend turning it on for only those servers whose historical
data vou need to persist. Learn more.
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Monitoring Historical Data Migration

You can check the migration status of any individual server by examining the Migration Status column for
each server. You can see an example of the migration status below.

Figure F.3 MySQL Enterprise Monitor: Historical Data Migration Progress

Migration Status

MIA

Migrating : 41 variables (509%)
Start: Mov 19, 2008 1:51:28 PM

Migrating : B variables [59%)
Start: Nowv 19, 2008 1:51:27 PM

Note that the migration status is shown according to the state of migration at the time the page was loaded.
The actual migration continues in the background, and the current state may not match the state of the
migration at the time it is viewed.

Servers showing Done in the Migration Status column have already completed their migration.
You can check the overall migration status by examining the Upgrade Status display.
Stopping Historical Data Migration

You can stop the migration process for any server that is still migrating data. The migration can be
restarted at any time without causing any problems.

To stop the historical data migration:

1. Select the servers you want to stop migrating by using the check box next to each server name. You
can select one or more servers to stop migrating.

2. Click Stop next to Historical Data Migration.

Confirmation that the migration has been stopped will be provided. If migration has already completed, you
will be notified.

Removing Old Data

Once data migration has been completed for all the servers you want to migrate, you may want to delete
or remove access to the old data within your MySQL Enterprise Monitor repository. Data for MySQL
Enterprise Monitor 1.3 was stored in a database called ner | i n within the MySQL repository. Data for
MySQL Enterprise Monitor 2.0 is stored within a database called nem

To create a backup of the old information, use nmysql dunp:

shel | > nysql dunp -uservi ce_nmanager -pPassword -P13306 -h127.0.0.1 nerlin >data-1. 3. sql

The above will create a file, dat a- 1. 3. sql containing all of the MySQL Enterprise Monitor 1.3
information.
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If you remove access to the old data, then the data migration options for old servers will be removed from
the Manage Servers panel within MySQL Enterprise Service Manager. To remove access, you need to
REVOKE access to the ner | i n database:

nmysql & REVOKE ALL on merlin.* FROM'service_nanager';
Note that revoking access to the old data will not reclaim any of the disk space used by the old data.

To delete the data from the database and free up the space being used by the historical information, DROP
the ner | i n database:

nysql & DROP DATABASE nerl i n;

Once all the data has been migrated you can hide the migration user interface by clicking the hide
migration interface button.

F.10 Regular MySQL Enterprise Monitor Maintenance

MySQL Enterprise Monitor is generally self managing and does not need excessive maintenance. You
should, however, be aware of certain maintenance tasks that you can automate or will need to manually
perform to keep your MySQL Enterprise Monitor running efficiently.

» Make sure you have set the purge interval for your data to an appropriate value according to duration
and history of data that you want to keep. For more information, see Data Purge Behavior [98].

» Check, and delete, the contents of the temporary directory with your MySQL Enterprise Service Manager
installation directory.

F.11 Advisor/Graph Reference

Basic
* Advisors
e Connection Usage Excessive [261]
e CPU I/O Usage Excessive [261]
¢ CPU Usage Excessive [261]
¢ Lock Contention Excessive [267]
* MylSAM Key Cache Has Sub-Optimal Hit Rate [268]
* MySQL Agent Not Communicating With Database Server [269]
* MySQL Agent Not Reachable [269]
¢ MySQL Server Not Reachable [269]
* Query Cache Has Sub-Optimal Hit Rate [272]
« RAM Usage Excessive [273]
» Table Scans Excessive [278]
e Temporary Tables To Disk Ratio Excessive [278]

* Graphs
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Connections [280]
CPU Utilization [280]
Database Activity [281]

Hit Ratios [282]

Silver

» Advisors

32-Bit Binary Running on 64-Bit AMD Or Intel System [259]

Account Has An Overly Broad Host Specifier [259]

Account Has Global Privileges [259]

Account Has Old Insecure Password Hash [259]

Account Has Strong MySQL Privileges [260]

Attempted Connections To The Server Have Failed [260]

Binary Logging Is Limited [261]

Binary Logging Not Enabled [261]

Binary Logging Not Synchronized To Disk At Each Write [261]

CREATE TABLE LIKE Does Not Require Any Privileges On Source Table [262]
Database May Not Be Portable Due To Identifier Case Sensitivity [262]
Date-Handling Bugs Can Crash The Server [262]

Default Value Being Used For max_prepared_stmt_count [262]

Disabling Next-Key Locking In InnoDB Can Crash The Server [262]

Excessive Percentage Of Attempted Connections To The Server Have Failed [263]
General Query Log Enabled [263]

Improper key_cache_block_size Setting Can Corrupt MyISAM Tables [264]
In-Memory Temporary Table Size Limited By Maximum Heap Table Size [264]
Incorrect InnoDB Flush Method On Windows [264]

InnoDB Redo Logs Not Sized Correctly [265]

InnoDB Tablespace Cannot Automatically Expand [265]

Insecure Password Authentication Option Is Enabled [266]

Insecure Password Generation Option Is Enabled [266]
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Key Buffer Size Greater Than 4 GB [266]

LOCAL Option Of LOAD DATA Statement Is Enabled [267]

Malformed Password Packet In Connection Protocol Can Crash Server [267]
Maximum Connection Limit Nearing Or Reached [267]

Missing Security Improvements In GRANT Options [267]

Multi-Byte Encoding Processing Can Lead To SQL Injection [268]

Multiple Threads Used When Repairing MyISAM Tables [268]

MySQL Agent Memory Usage Excessive [268]

Next-Key Locking Disabled For InnoDB But Binary Logging Enabled [269]
No Limit On Total Number Of Prepared Statements [269]

No Value Set For myisam-recover [269]

Non-Authorized User Has DB, Table, Or Index Privileges On All Databases [270]
Non-Authorized User Has GRANT Privileges On All Databases [270]
Non-Authorized User Has Server Admin Privileges [270]

Query Cache Not Available [272]

Root Account Can Login Remotely [273]

Root Account Without Password [273]

Security Alterations Detected: User Privileges Granted [273]

Security Alterations Detected: User Privileges Revoked [273]

Security Alterations Have Been Detected [273]

Server Contains Default "test" Database [274]

Server Has Accounts Without A Password [274]

Server Has Anonymous Accounts [274]

Server Includes A Root User Account [274]

Stored Routine Runs In Definer"s Rather Than Caller"s Security Context [277]
Symlinks Are Enabled [277]

Table Cache Set Too Low For Startup [278]

Use Of View Overrides Column Update Privileges On Underlying Table [279]
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User Can Gain Privileges By Running Stored Routine Declared Using SQL SECURITY
INVOKER [279]

User Has Rights To Database That Does Not Exist [279]

User With Only ALTER Privilege On Partitioned Table Can Obtain SELECT Privilege
Information [279]

Users Can View All Databases On MySQL Server [280]

XA Distributed Transaction Support Enabled For InnoDB [280]

* Graphs

InnoDB Row Details [283]

KBytes In/Out [284]

Load Average [284]

Memory Usage - Agent [284]
Memory Usage - OS Resident [285]
Row Accesses [287]

Row Writes [288]

Gold

* Advisors

Binary Log File Count Exceeds Specified Limit [260]

Binary Log Space Exceeds Specified Limit [260]

InnoDB Buffer Cache Has Sub-Optimal Hit Rate [264]
INSERT ON DUPLICATE KEY UPDATE Bug May Break Replication [266]
Key Buffer Size May Not Be Optimal For Key Cache [266]
Key Buffer Size May Not Be Optimal For System RAM [266]
Query Cache Potentially Undersized [273]

Slave Detection Of Network Outages Too High [274]

Slave Execution Position Too Far Behind Read Position [275]
Slave Has Been Stopped [275]

Slave Has Experienced A Replication Error [275]

Slave Has Login Accounts With Inappropriate Privileges [275]

Slave Has Problem Communicating With Master [275]
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« Slave Has Stopped Replicating [275]
» Slave I/O Thread Not Running [276]
« Slave Not Configured As Read Only [276]
« Slave Relay Log Space Is Very Large [276]
» Slave Relay Logs Not Automatically Purged [276]
« Slave SQL Thread Not Running [276]
« Slave SQL Thread Reading From Older Relay Log Than I/O Thread [276]
» Slave Too Far Behind Master [276]
» Slave Waiting To Free Relay Log Space [277]
» Slave Without REPLICATION SLAVE Accounts [277]
* Table Cache Not Optimal [278]
* Thread Cache Size May Not Be Optimal [279]
e Graphs
< InnoDB Buffer Pool [282]
* Memory Usage - OS Virtual [285]
* Opened Tables [285]
¢ Query Cache Blocks [286]
¢ Query Cache Memory [286]
* Replication Delay [287]
e Temporary Tables [289]
e Thread Cache [289]
Platinum
* Advisors
» Binary Log Usage Exceeding Disk Cache Memory Limits [260]
« Data Flushed To Disk After Each SQL Statement [262]
« Excessive Disk Temporary Table Usage Detected [263]
¢ Flush Time Set To Non-Zero Value [263]
« Indexes Not Being Used Efficiently [264]

« InnoDB Buffer Pool Writes May Be Performance Bottleneck [264]
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InnoDB Doublewrite Buffer Enabled [265]

InnoDB Flush Method May Not Be Optimal [265]

InnoDB Log Buffer Flushed To Disk After Each Transaction [265]
InnoDB Log Waits May Be Performance Bottleneck [265]
MyISAM Concurrent Insert Setting May Not Be Optimal [268]
Object Changed: Database Has Been Altered [270]
Object Changed: Database Has Been Created [270]
Object Changed: Database Has Been Dropped [270]
Object Changed: Function Has Been Created [270]
Object Changed: Function Has Been Dropped [271]
Object Changed: Index Has Been Created [271]

Object Changed: Index Has Been Dropped [271]

Object Changed: Table Has Been Altered [271]

Object Changed: Table Has Been Created [271]

Object Changed: Table Has Been Dropped [271]

Object Changed: User Has Been Dropped [271]

Object Changes Detected [271]

Prepared Statements Not Being Closed [272]

Prepared Statements Not Being Used Effectively [272]
Query Cache Not Enabled [272]

Server-Enforced Data Integrity Checking Disabled [274]
Server-Enforced Data Integrity Checking Not Strict [274]
Slow Query Log Not Enabled [277]

Stored Procedures Found With SELECT * Syntax [277]
Table Lock Contention Excessive [278]

Thread Cache Not Enabled [279]

Too Many Concurrent Queries Running [279]

Graphs

InnoDB OS File Access [282]
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InnoDB Semaphores [283]
« Query Cache Efficiency [286]

¢ Query Cache Lowmem Prunes [286]

Query Cache Queries [287]

Sort Activity [288]

Table Locks [288]

F.11.1 Advisors

The following items describe individual advisors.

e 32-Bit Binary Running on 64-Bit AMD Or Intel System

The chip architecture and operating system installed on a machine both impact the performance of
software running on the system. While it is possible to run 32-bit software on many 64-bit systems, in
general, software built to run on a 64-bit system will run better on such a system than software built to
run on a 32-bit system.

Default frequency 06:00:00

» Account Has An Overly Broad Host Specifier

The MySQL server has user accounts with overly broad host specifiers. A MySQL account is identified
by both a username and a hostname, which are found in the User and Host columns of the mysql.user
table. The User value is the name that a client must supply when connecting to the server. The Host
value indicates the host or hosts from which the user is allowed to connect. If this is a literal hostname,
the account is limited to connections only from that host. If the hostname contains the '%' wildcard
character, the user can connect from any host that matches the wildcard character and potentially from
any host at all.

From a security standpoint, literal host values are bestand % is worst. Accounts that have Host values
containing wildcards are more susceptible to attack than accounts with literal host values, because
attackers can attempt to connect from a broader range of machines.

For example, if an account has user and host values of r oot and % , it means that you can connect as
the root user from any machine if you know the password. By contrast, if the host name is | ocal host
or127. 0. 0. 1, the attacker can only attempt to connect as the root user from the server host.

Default frequency 00:05:00
» Account Has Global Privileges
A MySQL server may have user accounts with privileges on all databases and tables (*.*). In most cases
global privileges should be allowed only for the MySQL root user, and possibly for users that you trust
or use for backup purposes. Global privileges such as DROP, ALTER, DELETE, UPDATE, | NSERT,

and LOCK TABLES may be dangerous as they may cause other users to be affected adversely.

Default frequency 00:05:00

* Account Has Old Insecure Password Hash
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Prior to MySQL 4.1, password hashes computed by the PASSWORD() function were 16 bytes long.
As of MySQL 4.1 (and later), PASSWORD() was modified to produce a longer 41-byte hash value to
provide enhanced security.

Default frequency 06:00:00

» Account Has Strong MySQL Privileges

Certain account privileges can be dangerous and should only be granted to trusted users when
necessary. For example, the FILE privilege allows a user to read and write files on the database server
(which includes sensitive operating system files), the PROCESS privilege allows currently executing
statements to be monitored, and the SHUTDOWN privilege allows a user to shut down the server. In
addition, the GRANT privilege allows a user to grant privileges to others.

Default frequency 00:05:00

» Attempted Connections To The Server Have Failed

Aborted connection attempts to MySQL may indicate an issue with respect to the server or network,
or could be indicative of DoS or password-cracking attempts against the MySQL Server. The aborted-
connects count is incremented when:

« A client does not have privileges to access a database
< A client uses the wrong password
« A malformed packet is received

« The connect_timeout variable is exceeded

Default frequency 00:05:00

* Binary Log File Count Exceeds Specified Limit

The binary log captures DML, DDL, and security changes that occur and stores these changes in a
binary format. The binary log enables replication as well as point-in-time recovery, preventing data loss
during a disaster recovery situation. It also enables you to review all alterations made to your database.
However, binary logs consume disk space and file system resources, and can be removed from a
production server after they are no longer needed by the slaves connecting to this master server, and
after they have been backed up.

Default frequency 06:00:00

» Binary Log Space Exceeds Specified Limit

The binary log captures DML, DDL, and security changes that occur and stores these changes in a
binary format. The binary log enables replication as well as point-in-time recovery, preventing data loss
during a disaster recovery situation. It also enables you to review all alterations made to your database.
However, binary logs consume disk space and can be removed from a production server after they are
no longer needed by the slaves connecting to this master server, and after they have been backed up.

Default frequency 06:00:00

e Binary Log Usage Exceeding Disk Cache Memory Limits
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When binary log usage exceeds the binary log cache memory limits, it is performing excessive disk
operations. For optimal performance, transactions that move through the binary log should be contained
within the binary log cache.

Default frequency 00:05:00

Binary Logging Is Limited

The binary log captures DML, DDL, and security changes that occur and stores these changes in a
binary format. The binary log enables point-in-time recovery, preventing data loss during a disaster
recovery situation. It also enables you to review all alterations made to your database.

Binary logging can be limited to specific databases with the - - bi nl og- do- db and the - - bi nl og-

i gnor e- db options. However, if these options are used, your point-in-time recovery options are limited
accordingly, along with your ability to review alterations made to your system.

Default frequency 06:00:00

Binary Logging Not Enabled

The binary log captures DML, DDL, and security changes that occur and stores these changes in a
binary format. The binary log enables point-in-time recovery, preventing data loss during a disaster
recovery situation. It also enables you to review all alterations made to your database.

Default frequency 06:00:00

Binary Logging Not Synchronized To Disk At Each Write

By default, the binary log is not synchronized to disk at each write. If the server host, operating system,
or MySQL server crash, there is a chance that the latest statements in the binary log are not written to
disk. To prevent this, you can cause the binary log to be synchronized to disk after every Nth binary log
entry using the sync_bi nl og global variable. 1 is the safest value, but also the slowest.

Default frequency 06:00:00

Connection Usage Excessive

Once the maximum connection limit for the MySQL server has been reached, no other user connections
can be established and errors occur on the client side of the application.

Default frequency 00:01:00
CPU I/O Usage Excessive

CPU 1/O usage should be low on a properly configured and well-tuned system. Excessive CPU 1/O
usage is often indicative of poor disk or network performance.

Default frequency 00:01:00

CPU Usage Excessive

CPU usage should be low-to-moderate on a properly configured and well-tuned system. Excessive CPU
usage can be indicative of many problems: insufficient RAM, fragmented disks, poorly-tuned queries,

etc.

Default frequency 00:01:00
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e CREATE TABLE LIKE Does Not Require Any Privileges On Source Table

Due to bug #25578, a user who does not have any access to a database can still clone the structure of
tables in that database. Knowing the structure of tables in a database may give a determined hacker
insight that allows him or her to proceed with other exploits.

This bug has been fixed in later versions of the MySQL server.
Default frequency 06:00:00
» Data Flushed To Disk After Each SQL Statement

MySQL updates its data files on disk with the write() system call after every SQL statement and lets
the operating system handle the synchronizing to disk. You can force MySQL to flush everything to
disk after every SQL statement with the - - f | ush option, however, this will have an adverse effect on
performance.

Default frequency 06:00:00
» Database May Not Be Portable Due To Identifier Case Sensitivity

The case sensitivity of the underlying operating system determines the case sensitivity of database and
table names. If you are using MySQL on only one platform, you don't normally have to worry about this.
However, depending on how you have configured your server you may encounter difficulties if you want
to transfer tables between platforms that differ in file system case sensitivity.

Default frequency 06:00:00
» Date-Handling Bugs Can Crash The Server

Two bugs related to date-handling operations can crash the server leading to potential Denial of Service
(DoS) attacks:

e STR_TO_DATE(1,NULL) caused a server crash (Bug #15828);
 Invalid arguments to DATE_FORMAT() caused a server crash (Bug #20729).
These bugs have been fixed in later versions of the MySQL server.
Default frequency 06:00:00
» Default Value Being Used For max_prepared_stmt_count

Prepared statements may increase performance in applications that execute similar statements more
than once, primarily because the query is parsed only once. Prepared statements can also reduce
network traffic because it is only necessary to send the data for the parameters for each execution rather
than the whole statement.

However, prepared statements consume memory in the MySQL server until they are closed, so it is
important to use them properly and to limit the number of statements that can be open at any one
time. The default value for max_prepared_stmt_count may not be appropriate for your application and
environment.

Default frequency 06:00:00
» Disabling Next-Key Locking In InnoDB Can Crash The Server

Due to several bugs, the server could crash if next-key locking in InnoDB was disabled.

262



Advisors

These bugs have been fixed in later versions of the MySQL server.

Default frequency 06:00:00

Excessive Disk Temporary Table Usage Detected

If the space required to build a temporary table exceeds eithert np_t abl e_si ze or
max_heap_tabl e_si ze, MySQL creates a disk-based table in the server's tmpdir directory. Also,

tables that have TEXT or BLOB columns are automatically placed on disk.

For performance reasons it is ideal to have most temporary tables created in memory, leaving
exceedingly large temporary tables to be created on disk.

Default frequency 00:05:00
Excessive Percentage Of Attempted Connections To The Server Have Failed
Excess aborted connection attempts to MySQL may indicate an issue with respect to the server or

network, or could be indicative of DoS or password-cracking attempts against the MySQL Server. The
aborted-connects count is incremented when:

A client does not have privileges to access a database
< A client uses the wrong password
« A malformed packet is received

« The connect_timeout variable is exceeded

Default frequency 00:05:00

Flush Time Set To Non-Zero Value

If f 1l ush_tineis setto a non-zero value, all tables are closed every flush_time seconds to free up
resources and synchronize unflushed data to disk. If your system is unreliable and tends to lock up or
restart often, forcing out table changes this way degrades performance but can reduce the chance of
table corruption or data loss. We recommend that this option be used only on Windows, or on systems
with minimal resources.

Default frequency 06:00:00

General Query Log Enabled

The general query log is a general record of what mysqld is doing. The server writes information to
this log when clients connect or disconnect, and it logs each SQL statement received from clients. The
general query log can be very useful when you suspect an error in a client and want to know exactly
what the client sent to mysqld.

However, the general query log should not be enabled in production environments because:
* |t adds overhead to the server;

« It logs statements in the order they were received, not the order they were executed, so it is nhot
reliable for backup/recovery;

It grows fast and can use a lot of disk space;
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« You cannot stop logging to the general query log without stopping the server (for versions previous to
5.1).

You should use the binary log instead.
Default frequency 06:00:00
Improper key_cache_block_size Setting Can Corrupt MyISAM Tables

The server deducts some bytes from the key cache_block_size option value and reduces it to

the next lower 512 byte boundary. The resulting block size is not a power of two. Setting the
key_cache_block_size system variable to a value that is not a power of two results in MyISAM table
corruption.

This bug has been fixed in later versions of the MySQL server.
Default frequency 06:00:00
In-Memory Temporary Table Size Limited By Maximum Heap Table Size

If the space required to build a temporary table exceeds eithert np_t abl e_si ze or

max_heap_t abl e_si ze, MySQL creates a disk-based table in the server's tmpdir directory. For
performance reasons it is ideal to have most temporary tables created in memory, leaving exceedingly
large temporary tables to be created on disk. Many DBAs configure t np_t abl e_si ze appropriately,
but forget that nax_heap_t abl e_si ze also plays a role.

Default frequency 06:00:00
Incorrect InnoDB Flush Method On Windows

Ifi nnodb_file_per_tabl eisenabledandi nnodb_fl ush_net hod is not setto unbuf f er ed on
Windows, MySQL may not start and you may see operating system error code 87.

Default frequency 06:00:00
Indexes Not Being Used Efficiently

The target server does not appear to be using indexes efficiently. The values of Handler_read_rnd_next
and Handler_read_rnd together - which reflect the number of rows read via full table scans - are

high compared to the Handler variables which denote index accesses - such as Handler_read_key,
Handler_read_next etc. You should examine your tables and queries for proper use of indexes.

Default frequency 00:05:00
InnoDB Buffer Cache Has Sub-Optimal Hit Rate

Logical I/O is many times faster than physical I/O, and therefore a DBA should strive to keep physical

I/0O to a minimum. It is true that logical I/O is not free, and that the DBA should work to keep al | 1/0 to
a minimum, but it is best if most data access is performed in memory. When using InnoDB, most data

access should occur in RAM, and therefore the InnoDB buffer cache hit rate should be high.

Default frequency 00:05:00
InnoDB Buffer Pool Writes May Be Performance Bottleneck

For optimal performance, InnoDB should not have to wait before writing pages into the InnoDB buffer
pool.
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Default frequency 00:05:00
InnoDB Doublewrite Buffer Enabled

InnoDB uses a novel file flush technique called doublewrite. It adds safety to recovery following an
operating system crash or a power outage, and improves performance on most varieties of Unix by
reducing the need for fsync() operations.

Doublewrite means that before writing pages to a data file, InnoDB first writes them to a contiguous
tablespace area called the doublewrite buffer. Only after the write and the flush to the doublewrite buffer
has completed does InnoDB write the pages to their proper positions in the data file. If the operating
system crashes in the middle of a page write, during recovery InnoDB can find a good copy of the page
from the doublewrite buffer.

Default frequency 06:00:00
InnoDB Flush Method May Not Be Optimal

Different values for i nnodb_f | ush_net hod can have a marked effect on InnoDB performance. In
some versions of GNU/Linux and Unix, flushing files to disk by invoking fsync() (which InnoDB uses by
default) or other similar methods, can be surprisingly slow. If you are dissatisfied with database write
performance, you might try setting the innodb_flush_method parameter to O_DIRECT or O_DSYNC.

Default frequency 06:00:00
InnoDB Log Buffer Flushed To Disk After Each Transaction

By default, InnoDB's log buffer is written out to the log file at each transaction commit and a flush-to-
disk operation is performed on the log file, which enforces ACID compliance. In the event of a crash, if
you can afford to lose a second's worth of transactions, you can achieve better performance by setting

i nnodb_flush_l og_at_trx_conmit to either O or 2. If you set the value to 2, then only an operating
system crash or a power outage can erase the last second of transactions. This can be very useful on
slave servers, where the loss of a second's worth of data can be recovered from the master server if
needed.

Default frequency 06:00:00
InnoDB Log Waits May Be Performance Bottleneck

For optimal performance, InnoDB should not have to wait before writing DML activity to the InnoDB log
buffer.

Default frequency 00:05:00
InnoDB Redo Logs Not Sized Correctly

To avoid frequent checkpoint activity and reduce overall physical I/0O, which can slow down write-heavy
systems, the InnoDB redo logs should be approximately 50-100% of the size of the InnoDB buffer pool,
depending on the size of the buffer pool.

Default frequency 06:00:00
InnoDB Tablespace Cannot Automatically Expand

If the InnoDB tablespace is not allowed to automatically grow to meet incoming data demands and
your application generates more data than there is room for, out-of-space errors will occur and your
application may experience problems.
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Default frequency 06:00:00

Insecure Password Authentication Option Is Enabled

Prior to MySQL 4.1, password hashes computed by the PASSWORD() function were 16 bytes long.
As of MySQL 4.1 (and later), PASSWORD() was modified to produce a longer 41-byte hash value to
provide enhanced security. However, in order to allow backward-compatibility with user tables that
have been migrated from pre-4.1 systems, you can configure MySQL to accept logins for accounts
that have password hashes created using the old, less-secure PASSWORD() function, but this is not
recommended.

Default frequency 06:00:00

Insecure Password Generation Option Is Enabled

Prior to MySQL 4.1, password hashes computed by the PASSWORD() function were 16 bytes long.

As of MySQL 4.1 (and later), PASSWORD() was modified to produce a longer 41-byte hash value to
provide enhanced security. In order to allow backward-compatibility with older client programs, you can
configure MySQL to generate short (pre-4.1) password hashes for new passwords, however, this is not
recommended.

Default frequency 06:00:00

INSERT ON DUPLICATE KEY UPDATE Bug May Break Replication

For INSERT ... ON DUPLICATE KEY UPDATE statements where some AUTO_INCREMENT values
were generated automatically for inserts and some rows were updated, one auto-generated value was
lost per updated row, leading to faster exhaustion of the range of the AUTO_INCREMENT column.
Affected versions of MySQL include 5.0.24 t0 5.0.34, and 5.1.12 to 5.1.17 (inclusive).

Because the original problem can affect replication (different values on master and slave), it is
recommended that the master and its slaves be upgraded to the current version.

Default frequency 06:00:00

Key Buffer Size Greater Than 4 GB

To minimize disk I/O, the MyISAM storage engine employs a key cache (or key buffer) to keep the most
frequently accessed index blocks in memory. However, prior to MySQL version 5.0.52 this key buffer is
limited in size to 4 GB, even on 64-bit operating systens. If setto a larger value, mysqld may
crash when it tries to increase the actual buffer beyond 4 GB. Note that key buffer_size is limited to 4GB
on both 32-bit and 64-bit Windows systems, even in MySQL version 5.0.52 and later.

Default frequency 06:00:00
Key Buffer Size May Not Be Optimal For Key Cache

The key cache hit ratio represents the proportion of keys that are being read from the key cache in
memory instead of from disk. This should normally be greater than 99% for optimum efficiency.

Default frequency 00:05:00
Key Buffer Size May Not Be Optimal For System RAM

The target server does not appear to have sufficient memory devoted to the key cache. On a dedicated
server, this cache is commonly about 25%-50% of total RAM.
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Default frequency 06:00:00
LOCAL Option Of LOAD DATA Statement Is Enabled

The LOAD DATA statement can load a file that is located on the server host, or it can load a file that is
located on the client host when the LOCAL keyword is specified.

There are two potential security issues with supporting the LOCAL version of LOAD DATA statements:

» The transfer of the file from the client host to the server host is initiated by the MySQL server. In
theory, a patched server could be built that would tell the client program to transfer a file of the server's
choosing rather than the file named by the client in the LOAD DATA statement. Such a server could
access any file on the client host to which the client user has read access.

* In a Web environment where the clients are connecting from a separate web server, a user could use
LOAD DATA LOCAL to read any files that the web server process has read access to (assuming that
a user could run any statement against the SQL server). In this environment, the client with respect
to the MySQL server actually is the web server, not the remote program being run by the user who
connects to the web server.

Default frequency 00:05:00
Lock Contention Excessive

Performance can be degraded if the percentage of table operations that have to wait for a lock is high
compared to the overall number of locks. This can happen when using a table-level locking storage
engine, such as MyISAM, instead of a row-level locking storage engine.

Default frequency 00:05:00
Malformed Password Packet In Connection Protocol Can Crash Server

Due to bug #28984, a malformed password packet in the connection protocol could cause the server to
crash. This can lead to denial of service (DoS) attacks.

This bug has been fixed in later versions of the MySQL server.
Default frequency 06:00:00
Maximum Connection Limit Nearing Or Reached

Once the maximum connection limit for the MySQL server has been reached, no other user connections
can be established and errors occur on the client side of the application.

Default frequency 00:05:00
Missing Security Improvements In GRANT Options

The GRANT statement is used to create MySQL user accounts and to grant rights to accounts. Due to
bugs 15756 and 14385, rights may be granted erroneously in certain circumstances:

* In grant table comparisons, improper use of a latinl collation caused some hostname matches to be
true that should have been false (Bug #15756).

* GRANTS to users with wildcards in their host information could be erroneously applied to similar users
with the same username and similar wildcards. For example, a privilege granted to foo@% is also
applied to user foo@192.% (Bug #14385).
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These bugs have been fixed in later versions of the MySQL server.
Default frequency 06:00:00
Multi-Byte Encoding Processing Can Lead To SQL Injection

Due to bug 8378, the server incorrectly parsed strings escaped with the mysqgl_real_escape_string() C
API function. As a result, even when the character set-aware mysql_real_escape_string() function was
used, SQL injection was possible.

This bug has been fixed in later versions of the MySQL server.
Default frequency 06:00:00
Multiple Threads Used When Repairing MyISAM Tables

Using multiple threads when repairing MylSAM tables can improve performance, but it can also lead to
table and index corruption as reported by several bugs (#11527, #11684, #18874). Even though these
bugs have been fixed, this feature is still considered beta-quality, as noted in the manual.

Default frequency 06:00:00
MyISAM Concurrent Insert Setting May Not Be Optimal

MyISAM uses table-level locking, which can adversely affect performance when there are many
concurrent INSERT and SELECT statements because INSERTSs will block all SELECTSs until the
INSERT is completed. However, MyISAM can be configured to allow INSERT and SELECT statements
to run concurrently in certain situations.

e Ifconcurrent _insert is set to 1 (the default), MySQL allows INSERT and SELECT
statements to run concurrently f or Myl SAM t abl es that have no free blocks in the
m ddl e of the data file.

e Ifconcurrent _insert is set to 2 (available in MySQL 5.0.6 and later), MySQL allows
concurrentinserts for al |l M/ SAM t abl es, even those that have holes. For a table with a hole,
new rows are inserted at the end of the table if it is in use by another thread. Otherwise, MySQL
acquires a normal write lock and inserts the row into the hole.

Note that setting concurrent_insert to 2 allows tables to grow even when there are holes in the
middle. This can be bad for applications that delete large chunks of data but continue to issue many
SELECTS, thus effectively preventing INSERTSs from filling the holes.

Default frequency 06:00:00
MyISAM Key Cache Has Sub-Optimal Hit Rate

The key cache hit ratio represents the proportion of index values that are being read from the key cache
in memory instead of from disk. This should normally be greater than 99% for optimum efficiency.

Default frequency 00:05:00
MySQL Agent Memory Usage Excessive

The memory needed by the MySQL Agent for basic monitoring is fairly small and consistent, and
depends on the number of rules you have enabled. However, when the Query Analyzer is enabled, the
Agent can use significantly more memory to monitor and analyze whatever queries you direct through it.
In this case, the amount of memory used depends on the number of unique normalized queries, example
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queries and example explains being processed, plus the network bandwidth required to send query data
to the Service Manager. In general, the amount of memory used for the Query Analyzer is small and
well-bounded, but under some circumstances it can become excessive, especially on older versions of
Linux.

Default frequency 00:01:00

MySQL Agent Not Communicating With Database Server

The MySQL Enterprise Service Agent must be able to communicate with the local MySQL database
server in order to monitor the server and provide advice on enforcement of best practices.

Default frequency 00:01:00

MySQL Agent Not Reachable

In order to monitor a MySQL server, a Service Agent must be running and communicating with the
Service Manager. If the Agent cannot communicate with the Service Manager, the Service Manager
has no way of knowing if the MySQL database server being monitored is running, and it cannot collect
current statistics to properly evaluate the rules scheduled against that server.

Default frequency 00:00:01
MySQL Server Not Reachable

To perform useful work, it must be possible to connect to the local MySQL database server. If the
MySQL Enterprise Service Agent cannot communicate with the server, it is likely the server is not
running.

Default frequency 00:01:00

Next-Key Locking Disabled For InnoDB But Binary Logging Enabled

Next-key locking in InnoDB can be disabled, which may improve performance in some situations.
However, this may result in inconsistent data when recovering from the binary logs in replication or

recovery situations. Starting from MySQL 5.0.2, this option is even more unsafe than it was in version
4.1.x.

Default frequency 06:00:00

No Limit On Total Number Of Prepared Statements

Due to bug #16365, there is no limit to the number of prepared statements that can be open per
connection. This can lead to a Denial Of Service (DoS) attack, as the server will crash with out-of-
memory (OOM) errors when the amount of statements becomes very large.

This bug has been fixed in later versions of the MySQL server.

Default frequency 06:00:00

No Value Set For myisam-recover

The nyi sam r ecover option enables automatic MyISAM crash recovery should a MyISAM table
become corrupt for some reason. If this option is not set, then a table will be "Marked as crashed" if it

becomes corrupt, and no sessions will be able to SELECT from it, or perform any sort of DML against it.

Default frequency 06:00:00
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Non-Authorized User Has DB, Table, Or Index Privileges On All Databases

Privileges such as SELECT, INSERT, ALTER, and so forth allow a user to view and change data, as
well as impact system performance. Such operations should be limited to only those databases to which
a user truly needs such access so the user cannot inadvertently affect other people's applications and
data stores.

Default frequency 01:00:00
Non-Authorized User Has GRANT Privileges On All Databases

The GRANT privilege, when given on all databases as opposed to being limited to a few specific
databases, enables a user to give to other users those privileges that the grantor possesses on all
databases. It can be used for databases, tables, and stored routines. Such a privilege should be limited
to as few users as possible. Users who do indeed need the GRANT privilege should have that privilege
limited to only those databases they are responsible for, and not for all databases.

Default frequency 01:00:00
Non-Authorized User Has Server Admin Privileges

Certain privileges, such as SHUTDOWN and SUPER, are primarily used for server administration. Some
of these privileges can have a dramatic effect on a system because they allow someone to shutdown the
server or kill running processes. Such operations should be limited to a small set of users.

Default frequency 01:00:00
Object Changed: Database Has Been Altered

For development environments, changes to databases and objects may be a normal occurrence, but not
for production environments. It is wise to know when any changes occur in a production environment
with respect to any database structures and investigate the reasons for the changes.

Default frequency 00:10:00
Object Changed: Database Has Been Created

For development environments, changes to databases and objects may be a normal occurrence, but not
for production environments. It is wise to know when any changes occur in a production environment
with respect to any database structures and investigate the reasons for the changes.

Default frequency 00:10:00
Object Changed: Database Has Been Dropped

For development environments, changes to databases and objects may be a normal occurrence, but not
for production environments. It is wise to know when any changes occur in a production environment
with respect to any database structures and investigate the reasons for the changes.

Default frequency 00:10:00
Object Changed: Function Has Been Created

For development environments, changes to databases and objects may be a normal occurrence, but not
for production environments. It is wise to know when any changes occur in a production environment
with respect to any database structures and investigate the reasons for the changes.

Default frequency 00:10:00
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Object Changed: Function Has Been Dropped

For development environments, changes to databases and objects may be a normal occurrence, but not
for production environments. It is wise to know when any changes occur in a production environment
with respect to any database structures or functions and investigate the reasons for the changes.

Default frequency 00:10:00

Object Changed: Index Has Been Created

For development environments, changes to databases and objects may be a normal occurrence, but not
for production environments. It is wise to know when any changes occur in a production environment
with respect to any database structures and investigate the reasons for the changes.

Default frequency 00:10:00

Object Changed: Index Has Been Dropped

For development environments, changes to databases and objects may be a normal occurrence, but not
for production environments. It is wise to know when any changes occur in a production environment
with respect to any database structures and investigate the reasons for the changes.

Default frequency 00:10:00

Object Changed: Table Has Been Altered

For development environments, changes to databases and objects may be a normal occurrence, but not
for production environments. It is wise to know when any changes occur in a production environment
with respect to database structures and investigate the reasons for the changes.

Default frequency 00:10:00

Object Changed: Table Has Been Created

For development environments, changes to databases and objects may be a normal occurrence, but not
for production environments. It is wise to know when any changes occur in a production environment
with respect to database structures and investigate the reasons for the changes.

Default frequency 00:10:00

Object Changed: Table Has Been Dropped

For development environments, changes to databases and objects may be a normal occurrence, but not
for production environments. It is wise to know when changes occur in a production environment with
respect to database structures and investigate the reasons for the changes.

Default frequency 00:10:00

Object Changed: User Has Been Dropped

For development environments, changes to databases and objects may be a normal occurrence, but not
for production environments. It is wise to know when changes occur in a production environment with

respect to database structures and investigate the reasons for the changes.

Default frequency 00:10:00

Object Changes Detected
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For development environments, changes to databases and objects may be a normal occurrence, but not
for production environments. It is wise to know when any changes occur in a production environment
with respect to any database structures and investigate the reasons for the changes.

Default frequency 00:10:00
Prepared Statements Not Being Closed

Prepared statements may increase performance in applications that execute similar statements more
than once, primarily because the query is parsed only once. Prepared statements can also reduce
network traffic because it is only necessary to send the data for the parameters for each execution rather
than the whole statement.

However, prepared statements take time to prepare and consume memory in the MySQL server until
they are closed, so it is important to use them properly. If you are not closing prepared statements when
you are done with them, you are needlessly tying up memory that could be put to use in other ways.

Default frequency 00:05:00
Prepared Statements Not Being Used Effectively

Prepared statements may increase performance in applications that execute similar statements more
than once, primarily because the query is parsed only once. Prepared statements can also reduce
network traffic because it is only necessary to send the data for the parameters for each execution rather
than the whole statement.

However, prepared statements take time to prepare and consume memory in the MySQL server until
they are closed, so it is important to use them properly. If you are only executing a statement a few
times, the overhead of creating a prepared statement may not be worthwhile.

Default frequency 00:05:00
Query Cache Has Sub-Optimal Hit Rate

When enabled, the query cache should experience a high degree of "hits", meaning that queries

in the cache are being reused by other user connections. A low hit rate may mean that not enough
memory is allocated to the cache, identical queries are not being issued repeatedly to the server, or
that the statements in the query cache are invalidated too frequently by INSERT, UPDATE or DELETE
statements.

Default frequency 00:05:00
Query Cache Not Available

MySQL can cache the results of SELECT statements in memory so that they do not have to constantly
be parsed and executed. If your application often runs the same queries over and over, caching the
results can increase performance significantly. It's important to use a version or binary of MySQL that
supports the query cache.

Default frequency 06:00:00
Query Cache Not Enabled

Enabling the query cache can increase performance by 200% for queries that are executed often and
have large result sets.

Default frequency 00:05:00
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Query Cache Potentially Undersized

When the Query Cache is full, and needs to add more queries to the cache, it will make more room

in the cache by freeing the least recently used queries from the cache, and then inserting the new
queries. If this is happening often then you should increase the size of the cache to avoid this constant
"swapping".

Default frequency 00:05:00

RAM Usage Excessive

A reasonable amount of free memory is required for a system to perform well. Without free memory,
new processes and threads cannot start, and the operating system may do excessive paging (swapping
blocks of memory to and from disk).

Default frequency 00:01:00

Root Account Can Login Remotely

By default, MySQL includes a root account with unlimited privileges that is typically used to administer
the MySQL server. If possible, accounts with this much power should not allow remote logins in order
to limit access to only those users able to login to the machine on which MySQL is running. This helps
prevent unauthorized users from accessing and changing the system.

Default frequency 00:05:00

Root Account Without Password

The root user account has unlimited privileges and is intended for administrative tasks. Privileged
accounts should have strong passwords to prevent unauthorized users from accessing and changing the
system.

Default frequency 00:05:00

Security Alterations Detected: User Privileges Granted

For development environments, changes to database security privileges may be a normal occurrence,
but for production environments it is wise to know when any security changes occur with respect to
database privileges, and to ensure that those changes are authorized and required.

Default frequency 00:05:00

Security Alterations Detected: User Privileges Revoked

For development environments, changes to database security privileges may be a normal occurrence,
but for production environments it is wise to know when any security changes occur with respect to
database privileges, and to ensure that those changes are authorized and required.

Default frequency 00:05:00

Security Alterations Have Been Detected

For development environments, changes to database security privileges may be a normal occurrence,
but for production environments it is wise to know when any security changes occur with respect to

database privileges, and to ensure that those changes are authorized and required.

Default frequency 00:05:00
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Server Contains Default "test" Database

By default, MySQL comes with a database named t est that anyone can access. This database is
intended only for testing and should be removed before moving into a production environment. Because
the default t est database can be accessed by any user and has permissive privileges, it should be
dropped immediately as part of the installation process.

Default frequency 00:05:00
Server Has Accounts Without A Password

Accounts without passwords are particularly dangerous because an attacker needs to guess only a
username. Assigning passwords to all accounts helps prevent unauthorized users from accessing the
system.

Default frequency 00:05:00
Server Has Anonymous Accounts

Anonymous MySQL accounts allow clients to connect to the server without specifying a username. Since
anonymous accounts are well known in MySQL, removing them helps prevent unauthorized users from
accessing the system.

Default frequency 00:05:00
Server Includes A Root User Account

By default, MySQL includes a root account with unlimited privileges that is typically used to administer
the MySQL server. There is no reason this account must be named root. Accounts with this much power
should not be easily discovered. Since the root account is well known in MySQL, changing its name
helps prevent unauthorized users from accessing and changing the system.

Default frequency 00:05:00
Server-Enforced Data Integrity Checking Disabled

SQL Modes define what SQL syntax MySQL should support and what kind of data validation checks

it should perform. If no SQL modes are enabled this means there is no form of server-enforced data
integrity, which means incoming data that is invalid will not be rejected by the server, but instead will be
changed to conform to the target column's default datatype. Note, however, that beginning with MySQL
4.1, any client can change its own session SQL mode value at any time.

Default frequency 06:00:00
Server-Enforced Data Integrity Checking Not Strict

SQL Modes define what SQL syntax MySQL should support and what kind of data validation checks

it should perform. There are many possible options that can be used in conjunction with each other to
specify varying degrees of syntax and data validation checks the MySQL server will perform. However,
to ensure the highest level of confidence for data integrity, at least one of the following should be
included in the list: TRADI TI ONAL, STRI CT_TRANS TABLES, or STRI CT_ALL_TABLES.

Note, however, that beginning with MySQL 4.1, any client can change its own session SQL mode value
at any time.

Default frequency 06:00:00

Slave Detection Of Network Outages Too High
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Slaves must deal with network connectivity outages that affect the ability of the slave to get the latest
data from the master, and hence cause replication to fall behind. However, the slave notices the network
outage only after receiving no data from the master for sl ave_net ti neout seconds. You may want
to decrease sl ave_net ti neout so the outages -- and associated connection retries -- are detected
and resolved faster. The default for this parameter is 3600 seconds (1 hour), which is too high for many
environments.

Default frequency 06:00:00

Slave Execution Position Too Far Behind Read Position

When a slave receives updates from its master, the I/O thread stores the data in local files known as
relay logs. The slave's SQL thread reads the relay logs and executes the updates they contain. If the
position from which the SQL thread is reading is way behind the position to which the 1/O thread is
currently writing, it is a sign that replication is getting behind and results of queries directed to the slave
may not reflect the latest changes made on the master.

Default frequency 00:05:00

Slave Has Been Stopped

If replication on a slave has been stopped, it means the slave is not retrieving the latest statements from
the master and it is not executing those statements on the slave.

Default frequency 00:01:00

Slave Has Experienced A Replication Error

When a slave receives updates from its master it must apply those updates locally so the data on the
slave matches that on the server. If an error occurs while applying an update on a slave, the data on the
slave may not match that on the master and it is an indication that replication may be broken.

Default frequency 00:05:00

Slave Has Login Accounts With Inappropriate Privileges

Altering and dropping tables on a slave can break replication. Unless the slave also hosts non-replicated
tables, there is no need for accounts with these privileges.

Default frequency 06:00:00

Slave Has Problem Communicating With Master

Slaves must connect to a master to get the latest data from the master. If they cannot connect, or
periodically have trouble connecting, replication may fall behind (i.e. the slave may not have the lastest
data that was written to the master).

Default frequency 00:05:00

Slave Has Stopped Replicating

If neither the slave 1/O thread nor the slave SQL threads are running, it means the slave is not getting
the latest statements from the master and it is not executing those statements on the slave, and thus

replication has stopped entirely.

Default frequency 00:01:00
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e Slave I/O Thread Not Running

The slave I/O thread is the thread that retrieves statements from the master's binary log and records
them into the slave's relay log. If this thread isn't running, it means the slave is not able to retrieve the
latest data from the master.

Default frequency 00:01:00

» Slave Not Configured As Read Only

Arbitrary or unintended updates to a slave may break replication or cause a slave to be inconsistent with
respect to its master. Making a slave r ead_onl y can be useful to ensure that a slave accepts updates
only from its master server and not from clients; it minimizes the possibility of unintended updates.

Default frequency 06:00:00

» Slave Relay Log Space Is Very Large

When a slave receives updates from its master, the I/O thread stores the data in local files known as
relay logs. The slave's SQL thread reads the relay logs and executes the updates they contain. After the
SQL thread has executed all the updates in a relay log, the file is no longer needed and can be deleted
to conserve disk space.

Default frequency 06:00:00

e Slave Relay Logs Not Automatically Purged

When a slave receives updates from its master, the I/O thread stores the data in local files known as
relay logs. The slave's SQL thread reads the relay logs and executes the updates they contain. After the
SQL thread has executed all the updates in a relay log, the file is no longer needed and can be deleted
to conserve disk space.

Default frequency 06:00:00

» Slave SQL Thread Not Running

The slave SQL thread is the thread that reads statements from the slave's relay log and executes them
to bring the slave in sync with the master. If this thread isn't running, it means the slave is not able to
apply the latest changes it has read from the master, and results of queries directed to the slave may not
reflect the latest changes made on the master.

Default frequency 00:01:00

» Slave SQL Thread Reading From Older Relay Log Than I/O Thread

When a slave receives updates from its master, the I/O thread stores the data in local files known as
relay logs. The slave's SQL thread reads the relay logs and executes the updates they contain. If the
SQL thread is reading from an older relay log than the one to which the 1/O thread is currently writing, it
is a sign that replication is getting behind and results of queries directed to the slave may not reflect the
latest changes made on the master.

Default frequency 00:05:00
+ Slave Too Far Behind Master

If a slave is too far behind the master, results of queries directed to the slave may not reflect the latest
changes made on the master.
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Default frequency 00:01:00

Slave Waiting To Free Relay Log Space

For slaves with limited disk space you can place a limit on how large the replication relay log can grow.
When the limit is reached, the I/O thread stops reading binary log events from the master server until the
SQL thread has caught up and deleted some unprocessed relay logs. While this protects MySQL from
filling up the disk, it means replication is delayed and the slave will fall behind the master.

Default frequency 00:05:00

Slave Without REPLICATION SLAVE Accounts

If the master ever fails, you may want to use one of the slaves as the new master. An account with the
REPLICATION SLAVE privilege must exist for a server to act as a replication master (so a slave can
connect to it), so it's a good idea to create this account on your slaves to prepare it to take over for a
master if needed.

Default frequency 06:00:00

Slow Query Log Not Enabled
The slow query log can be used to identify queries that take a long time to complete.

Default frequency 00:05:00

Stored Procedures Found With SELECT * Syntax

Best practices for SQL coding state that no query should be issued with SELECT *. Reasons include:

« To ensure that only the necessary columns are returned from an SQL statement, the actual column
names should be specifically entered. This cuts down on unwanted network traffic as only columns
necessary for query satisfaction are present.

« If the underlying table has columns added or removed, the query itself may malfunction if cursors or
other such application objects are used.

Default frequency 06:00:00
Stored Routine Runs In Definer''s Rather Than Caller"'s Security Context

Due to bug 18630, a stored routine created by one user and then made accessible to a different user
using GRANT EXECUTE could be executed by that user with the privileges of the routine's definer.

This bug has been fixed in later versions of the MySQL server.

Default frequency 06:00:00

Symlinks Are Enabled

You can move tables and databases from the database directory to other locations and replace them
with symbolic links to the new locations. You might want to do this, for example, to move a database to

a file system with more free space or to increase the speed of your system by spreading your tables to
different disks.
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However, symlinks can compromise security. This is especially important if you run mysqld as root,
because anyone who has write access to the server's data directory could then delete any file in the
system!

Default frequency 06:00:00
Table Cache Not Optimal

MySQL is multi-threaded, so there may be many clients issuing queries for a given table simultaneously.
To minimize the problem with multiple client threads having different states on the same table, the table
is opened independently by each concurrent thread.

The table cache is used to cache file descriptors for open tables and there is a single cache shared by all
clients. Increasing the size of the table cache allows mysqld to keep more tables open simultanously by
reducing the number of file open and close operations that must be done. If the value of Open_t abl es
is approaching the value of t abl e_cache, this may indicate performance problems.

Default frequency 00:05:00
Table Cache Set Too Low For Startup

The table cache size controls the number of open tables that can occur at any one time on the server.
MySQL will work to open and close tables as needed, however you should avoid having the table cache
set too low, causing MySQL to constantly open and close tables to satisfy object access.

If the table cache limit has been exceeded by the number of tables opened in the first three hours of
service, then the table cache size is likely set too low.

Default frequency 00:30:00
Table Lock Contention Excessive

Performance can be degraded if the percentage of table operations that have to wait for a lock is high
compared to the overall number of locks. This can happen when using a table-level locking storage
engine, such as MyISAM, instead of a row-level locking storage engine.

Default frequency 00:05:00
Table Scans Excessive

The target server does not appear to be using indexes efficiently. The values of Handler_read_rnd_next
and Handler_read_rnd together - which reflect the number of rows read via full table scans - are high
compared to the sum of Handler variables which denote all row accesses - such as Handler_read_key,
Handler_read_next etc. You should examine your tables and queries for proper use of indexes.

Default frequency 00:05:00
Temporary Tables To Disk Ratio Excessive

If the space required to build a temporary table exceeds eithert np_t abl e_si ze or
nmax_heap_t abl e_si ze, MySQL creates a disk-based table in the server's tmpdir directory. Also,
tables that have TEXT or BLOB columns are automatically placed on disk.

For performance reasons it is ideal to have most temporary tables created in memory, leaving
exceedingly large temporary tables to be created on disk.

Default frequency 00:05:00
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Thread Cache Not Enabled

Each connection to the MySQL database server runs in its own thread. Thread creation takes time, so
rather than killing the thread when a connection is closed, the server can keep the thread in its thread
cache and use it for a new connection later.

Default frequency 00:05:00

Thread Cache Size May Not Be Optimal

Each connection to the MySQL database server runs in its own thread. Thread creation takes time, so
rather than killing the thread when a connection is closed, the server can keep the thread in its thread
cache and use it for a new connection later.

Default frequency 00:05:00

Too Many Concurrent Queries Running

Too many active queries indicates there is a severe load on the server, and may be a sign of lock
contention or unoptimized SQL queries.

Default frequency 00:05:00
Use Of View Overrides Column Update Privileges On Underlying Table

Due to bug #27878, by using a view, a user who only has privileges to update a given column of a
table is able to update any column of that table, even though the view is defined with SQL SECURITY
INVOKER. Also, use of a view could allow a user to gain update privileges for tables in other databases.

This bug has been fixed in later versions of the MySQL server.

Default frequency 06:00:00

User Can Gain Privileges By Running Stored Routine Declared Using SQL SECURITY INVOKER
Due to bug #27337, if a stored routine was declared using SQL SECURITY INVOKER, a user who
invoked the routine could gain privileges. For example, a user without the CREATE privilege on a certain
database could gain that privilege after invoking a stored routine.

This bug has been fixed in later versions of the MySQL server.

Default frequency 06:00:00

User Has Rights To Database That Does Not Exist

When a database is dropped, user privileges on the database are not automatically dropped. This has
security implications as that user will regain privileges if a database with the same name is created in the
future, which may not be the intended result.

Default frequency 00:05:00

User With Only ALTER Privilege On Partitioned Table Can Obtain SELECT Privilege Information

Due to bug #23675, a user with only the ALTER privilege on a partitioned table could obtain information
about the table that should require the SELECT privilege.

This bug has been fixed in later versions of the MySQL server.
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Default frequency 06:00:00

» Users Can View All Databases On MySQL Server
The SHOW DATABASES privilege should be granted only to users who need to see all the databases
on a MySQL Server. It is recommended that the MySQL Server be started with the - - ski p- show-

dat abase option enabled to prevent anyone from using the SHOW DATABASES statement unless they
have been specifically granted the SHOW DATABASES privilege.

Note: If a user is granted any global privilege, such as CREATE TEMPORARY TABLES or LOCK
TABLES, they are automatically given the ability to show databases unless the server is started with
the --skip-show-database option enabled. DBAs should be aware of this fact, in the event that any
applications make use of temporary tables.
Default frequency 00:05:00

» XA Distributed Transaction Support Enabled For InnoDB

XA Distributed Transaction support is turned on by default. If you are not using this feature, note that it
adds an extra fsync for each transaction and may adversely affect performance.

Default frequency 06:00:00

F.11.2 Graph Definition Reference
The following items describe individual graphs.

Connections

Displays the number of client connections by displaying the number of connected threads, active threads,
and cached threads.

Name Connections

Range Label total/min

Series Expression

Aborted abort ed

Active runni ng

Current connect ed

Variables Data Item

connected mysql :st at us:Thr eads_connect ed
running mysql :st at us:Threads_r unni ng
aborted mysql :st at us:Aborted_connects

CPU Utilization

Displays the CPU usage statistics over time for the machine hosting the MySQL server. The graph shows
the aggregate system, user, wait and idle times for your CPU(s). You can use this information to help
determine your CPU utilization and whether you are getting the most efficient use of your CPU power.
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Note

The FreeBSD and Windows operating systems do not provide information for the
IO-wait component of these graphs, so they will always yield 0 in the CPU utilization
graph.

Name CPU Utilization

Range Label %

Series Expression

Kernel sys/ (sys+user +wai t +i dl €) *100
Total (sys+user+wait)/ (sys+user+wait+i dl e)*100
User user/ (sys+user+wait +i dl e) *100
Wait 1/0 wai t/ (sys+user+wai t +i dl €) *100
Variables Data Item

Sys 0S:CPU:CpU_SYS

user os:cpu:cpu_user

wait os:cpu:cpu_wai t

idle os:cpu:cpu_idl e

Database Activity

Displays the database activity, by showing the individual counts over time of different DML statements per
minute. For example, you can monitor the number of SELECT statements executed per minute over time
and gain an understanding of your server throughput. This information can be used to monitor the activity

level, and provide a useful quick reference for your server operation.

Name Database Activity

Range Label avg statements/sec

Series Expression

Call ((call _proc)/60)

Delete ((del etes+del ete_nul ti)/60)
Insert ((inserts+insert_sel ects)/60)
Replace ((repl aces+repl ace_sel ects)/60)
Select (sel ects/ 60)

Update ((updat es+update_nul ti)/60)
Variables Data Item

selects nysql :st at us:Com sel ect

inserts mysql :stat us:Com i nsert
insert_selects mysql :status:Com i nsert_sel ect
updates mysql :st at us:Com updat e
update_multi mysql :stat us:Com update_rmul ti
replaces mysql :st at us:Com repl ace
replace_selects mysql :st at us:Com r epl ace_sel ect
deletes mysql :st at us:Com del et e
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delete_multi mysql :stat us:Com del ete_mnul ti
call_proc nmysql :status:Com cal | _procedure
Hit Ratios

Shows the cache hit ratios (as a percentage) for the query cache, MyISAM and InnoDB tables, and the

connection and thread cache information. The information provided by the hit ratios can provide indicators

of whether your cache is working effectively, or is of a size suitable for the data that you are storing and
retrieving. Low hit ratios indicate that your cache are inefficient and may need to be investigated.

Name Hit Ratios

Range Label %

Series Expression

InnoDB Buffer 100- ((i Reads / i ReadRequests)*100)

Key Cache (100- ((keyReads / keyReadRequests)*100)) *

(keyReadRequests >= keyReads)

Query Cache

(qHi ts/ (gHi ts+qgl nserts))*100

Thread Cache

100-((tcreated / connections)*100)

Variables Data Item

gHits mysql :stat us:Qcache_hits

glnserts mysql ;status:Qcache_inserts

keyReads mysqgl :st at us:Key_r eads

keyReadRequests mysql :stat us:Key_read_requests

iReads mysqgl :st at us:l nnodb_buf f er _pool _reads
iReadRequests mysql :stat us:l nnodb_buf fer_pool read_requests
tcreated mysql :st at us:Threads_cr eat ed

connections

mysql :st at us:Connecti ons

InnoDB Buffer Pool

Displays the size and page usage of the InnoDB buffer pool, providing information on the cache usage and

performance. The graph shows the buffer pool size, active pages, and the number of modified pages.

Name InnoDB Buffer Pool

Range Label MB

Series Expression

Modified (nodi fied*16384)/(1024*1024)

Total Size (size*16384)/(1024*1024)

Used (used*16384)/(1024*1024)

Variables Data Item

size mysql :i nnodbst at us:i nnodb_bp_si ze

used mysqgl :i nnodbst at us:i nnodb_bp_db_pages
modified mysql :i nnodbst at us:i nnodb_bp_nodi fi ed_pages

InnoDB OS File Access
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Displays the InnoDB 1/O counts showing the number of f sync, read, and write operations used to support

InnoDB tables.

Name InnoDB OS File Access

Range Label avg operations/sec

Series Expression

File fsync() (fsync/ 60)

File Reads (read/ 60)

File Writes (writel60)

Variables Data Item

read mysql :i nnodbst atus:i nnodb_io_os file_reads
write mysql :i nnodbst atus:innodb_io os file wites
fsync mysqgl :i nnodbst at us:i nnodb_io_os file fsyncs

InnoDB Row Details

Shows the row counts per minute for individual SQL operations (READ, | NSERT, UPDATE and DELETE).

Name InnoDB Row Details
Range Label avg rows/sec
Series Expression

Rows Deleted

(del et ed/ 60)

Rows Inserted

(i nserted/ 60)

Rows Read (read/ 60)

Rows Updated (udpat ed/ 60)

Variables Data Item

read nmysql :i nnodbst at us:i nnodb_r ows_r ead
inserted mysql :i nnodbst at us:i nnodb_r ows_i nsert ed
updated nmysql :i nnodbst at us:i nnodb_r ows_updat ed
deleted mysql :i nnodbst at us:i nnodb_r ows_del et ed

InnoDB Semaphores

Displays the InnoDB semaphore status. The graph indicates the amount of time that different InnoDB
threads have spent waiting due to the locks used to prevent the same structures being updated at the
same time. A large number of threads waiting for the semaphores may be a result of disk I/O or connection
problems inside InnoDB. You may want to modify your InnoDB thread concurrency.

Name InnoDB Semaphores
Range Label avg waits/sec
Series Expression

OS Waits (oswai t s/ 60)
Spin Rounds (srounds/ 60)
Spin Waits (swai t s/ 60)
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Variables Data ltem

swaits mysql :i nnodbst at us:i nnodb_sem nutex_spin_waits
srounds mysqgl :i nnodbst at us:i nnodb_sem nut ex_r ounds
oswaits mysql :i nnodbst at us:i nnodb_sem nut ex_os_waits

KBytes In/Out

Displays the total Kilobytes per minute of bytes transferred to/from the server by client applications. Spikes
in this output may indicate an unusual application operation or connection.

Name KBytes In/Out

Range Label avg kbytes/sec

Series Expression

Received ((bytesln/1024)/60)

Sent ((bytesCQut/1024)/60)

Total (((bytesl n+tbytesQut)/1024)/60)
Variables Data Item

bytesin mysql :st at us:Bytes_recei ved
bytesOut nysql :st at us:Byt es_sent

Load Average

The load average of the server hosting the MySQL server. The load average shows the number of
processes using or waiting for CPU time in the last 1, 5 and 15 minutes. Load averages showing a load
highe than the number of CPU cores may indicate an overloaded server.

Name Load Average
Range Label Load Average
Series Expression

1 zero

15 two

5 one
Variables Data Item

one os:l oadavg:l
two os:l oadavg:2
zero os:l oadavg:0

Memory Usage - Agent

Displays the current amount of memory used by the agent, and by the Lua component of the agent.

Name Memory Usage - Agent

Range Label MB

Series Expression

Agent agent _nem size / 1024 / 1024
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Lua

lua_nmemsize / 1024 |/ 1024

Variables

Data ltem

lua_mem_size

agent :l ua:mem si ze

agent_mem_size

agent :proc:nem r esi dent

Memory Usage - OS Resident

Displays the RAM usage on the server for the monitored MySQL instance. You should compare the
total and used RAM values to ensure that you are not exceeding your available RAM, which will lead to

swapping and performance issues.

Name Memory Usage - OS Resident

Range Label MB

Series Expression

Total ramtotal /(1024*1024)

Used (ramtotal -ram unused)/ (1024*1024)
Variables Data Item

ram_total os:memr am t ot al

ram_unused os:memr am unused

Memory Usage - OS Virtual

Displays the use of swap space on the server for the monitored MySQL instance. High swap usage may
indicate that your server needs more RAM or that your MySQL configuration needs to be modified, as high
levels of swap will have a negative impact on performance.

Name Memory Usage - OS Virtual

Range Label MB

Series Expression

Total swap_total/(1024*1024)

Used (swap_total -swap_unused)/ (1024*1024)
Variables Data Item

swap_total os:memswap_t ot al

swap_unused os:nmemswap_unused

Opened Tables

The number of tables in the open state per minute.

Name Opened Tables
Range Label total/min
Series Expression

Opened Tables

openedTabl es

Variables

Data ltem

openedTables

nmysql :st at us:Qpened_t abl es
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Query Cache Blocks

The block usage of the query cache. Low usage may indicate that you are not getting the best performance
out of your query cache. High numbers may indicate that you need to increase your query cache size to
allow more queries to be cached.

Name Query Cache Blocks

Range Label num blocks

Series Expression

Free free_bl ocks

Size si ze_bl ocks

Variables Data Item

size_blocks mysql ;st at us:Qcache_t ot al _bl ocks
free_blocks mysql :st at us:Qcache_free_ bl ocks

Query Cache Efficiency

Displays the hits, inserts and queries not cacheable in the query cache. Low cache hits may indicate
that your queries are being expired from the cache before they can be used, which may mean they are
unsuitable for storing in the query cache.

Name Query Cache Efficiency

Range Label avg cache ops/sec

Series Expression

Hits (hits/60)

Inserts (i nserts/60)

Not Cached (not _cached/ 60)

Variables Data Item

hits mysql :status:Qcache_hits

inserts nysql :stat us:Qcache_i nserts
not_cached mysql :st at us:Qcache_not _cached

Query Cache Lowmem Prunes

Displays the number of queries removed from the cache because the size of the query cache was not large
enough to store the queries that can be cached. Try increasing your query cache size.

Name Query Cache Lowmem Prunes

Range Label avg cache ops/sec

Series Expression

Lowmem Prunes (del et es/ 60)

Variables Data Item

deletes mysql :st at us:Qcache_| ownem prunes

Query Cache Memory

Displays the free space and total size of the query cache.
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Name Query Cache Memory

Range Label MB

Series Expression

Free MB free/ (1024*1024)

Size MB si ze/ (1024*1024)

Variables Data Item

size mysql :vari abl es:query_cache_si ze
free mysql :stat us:Qcache_free_nenory

Query Cache Queries

Shows the number of queries stored in the query cache. In normal operation this should be a relatively
constant figure. A large number of switches between high and low numbers may indicate that differently
sized queries are being inserted into the query cache, and then later removed as a high number of smaller
gueries are added to the cache. Try increasing the size of your query cache.

Name Query Cache Queries

Range Label num queries

Series Expression

Queries in Cache queries

Variables Data Item

queries mysql ;st at us:Qcache_queries_in_cache

Replication Delay

Displays the number of seconds behind the master for a given slave in a replication scenario. An
increasing value means that your slave is unable to keep up with your master.

Name Replication Delay

Range Label total seconds

Series Expression

Seconds Behind Master sbehi nd

Variables Data Item

sbehind mysql :sl avest at us:Seconds_Behi nd_Mast er

Row Accesses

Displays the aggregated row access statistics per minute. Information is shown both in terms of the full
table scans (which are expensive to perform), and index based accesses.

Name Row Accesses
Range Label avg rows/sec
Series Expression

Average Rows Per Query

((first+key+next +prev+hread_r nd+hread_r nd_next
+sort_rows) / questions)

Rows Read via Full Scan

((hread_rnd+hread_rnd_next)/60)
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Rows Read via Indexes

((first+key+next +prev)/60)

Variables Data Item

first mysql :stat us:Handl er _read_first
key nmysql :st at us:Handl er _read_key
next mysql :st at us:Handl er _r ead_next
prev mysql :st at us:Handl er _read_prev
hread_rnd mysql :st at us:Handl er _read_rnd

hread_rnd_next

mysql :st at us:Handl er _read_rnd_next

sort_rows nysql :status:Sort_rows
guestions mysql :st at us:Questi ons
Row Writes

Shows the number of delete, write (I NSERT), and update operations on rows per minute on all tables

regardless of storage engine.

Name Row Writes

Range Label avg rows/sec

Series Expression

Rows Deleted (del et e/ 60)

Rows Inserted (writel/ 60)

Rows Updated (updat e/ 60)

Variables Data Item

delete nysql :st at us:Handl er _del ete
update mysql st at us:Handl er _updat e
write mysql :status:Handler_wite

Sort Activity

Shows the number of different sort operations performed on queries.

Name Sort Activity
Range Label total/min
Series Expression

Merge Passes

Sort _nmerge_passes

Range Sort _range
Scan Sort _scan
Variables Data Item

Sort_merge_passes

nysql :st at us:Sort _ner ge_passes

Sort_range mysql ;status:Sort _range
Sort_scan mysql :status:Sort_scan
Table Locks
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Shows the average number of table locks per second.

Name Table Locks

Range Label avg locks/sec

Series Expression

Immediate (1 ocks_i medi at e/ 60)

Waited (1 ocks_wai t ed/ 60)

Variables Data Item

locks_waited mysql :status:Tabl e | ocks_wai t ed
locks_immediate mysql :stat us:Tabl e_| ocks_i medi at e

Temporary Tables

Displays the number of memory temporary tables and disk temporary tables. Disk temporary tables are
slower to create, populate, and read back. You may want to increase your memory temporary table size or
check your queries to determine whether the use of temporary tables can be minimized.

Name Temporary Tables

Range Label total/min

Series Expression

Disk Temp Tables di skTenpTabl es

Memory Temp Tables menor yTenpTabl es

Variables Data Item

memoryTempTables mysql :status:Created_tnp_tabl es
diskTempTables mysql :stat us:Created_t np_di sk_t abl es

Thread Cache

Displays the thread cache information, comparing new thread creations against all database connections.

Name Thread Cache

Range Label total/min

Series Expression

New Connections connecti ons

Threads Created tcreated

Variables Data Item

tcreated nysql :stat us:Threads_cr eat ed
connections mysqgl :st at us:Connect i ons

289



290



Appendix G Data Collection Items

Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication
Monitor, and MySQL Query Analyzer are only available to commercial customers.
To learn more, see: http://www.mysql.com/products/enterprise/features.html.

This appendix documents the data collection items used to create rules. These items are listed in the order
that they appear in the Data Item drop-down list box when creating a rule definition. For more information
about creating and editing rules see Section 5.3, “Editing Built-in Rules” and Section 5.4.2, “Overview of
Rule Creation”.

Table G.1 MySQL Monitor Data Items

Namespadeamespace Type |Attribute Type Description
monitor  |resourceBundle subscri ption string

monitor |resourceBundle versi on string

mysq| account_old_passwauaser string

mysq| active_count active_count | ong

mysq| Agent agent . reachabl e string

mysq| Agent host i d string

mysq| Agent nane string

mysq| Agent version string

mysq| anonymous_user |user _count | ong

mysq|l avail_count avai | _count | ong

mysq| broad_host_specifiefuser string A list of users

whose host in
the mysql.user
table meets
the condition:
WHERE

host = '%"; a
single string

in wiki markup
format.

mysq| column Def aul t string The default
value of the
column.

mysq| column Extra string Any additional
information
about the
column.

mysq| column Field string The name of
the column.

mysq| column Key string Whether the
column is
indexed.
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mysq|l column Nul | string Whether NULL
is allowed.

mysq| column Type string The data type
of the column.

mysql committed_count conmitted count | ong

mysql Database Dat abase string

mysq|l Database namne string

mysq| Explain extra string

mysq| Explain id | ong

mysql Explain key string

mysq|l Explain key | en string

mysq| Explain possi bl e_keys string

mysq| Explain r ef string

mysql Explain r ows | ong

mysq|l Explain sel ect _type string

mysq| Explain tabl e string

mysq| Explain type string

mysql falcon_database_io |l ogi cal reads | ong

mysq|l falcon_database_io |physi cal _reads | ong

mysq| falcon_record_cache tsutmamaryecor dcache _nb doubl e

mysql falcon_record_cache tsutmamaspace b doubl e

mysql falcon_system_mem(ry esuraairyem b doubl e

mysq|l falcon_system_memgdrgt summnasy em nb doubl e

mysq| falcon_transaction_sloomatry t ed t xns | ong

mysql falcon_transaction_spumoimiaey back t xns | ong

mysql global_privileges user string

mysq|l grant_privileges user_spec string

mysq| inappropriate_slave_|pragdleges string

mysq| index Cardinality | ong An estimate of
the number of
unique values
(cardinality) in
the index.

mysql index Col lation string How the
column is
sorted in the
index.

mysq|l index Col utm_nane string The column
name.
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Type

Description

mysq|l

index

Comment

string

Remarks
about the
index.

mysq|

index

| ndex_type

string

The index
method used
(BTREE,
FULLTEXT,
HASH,
RTREE)

mysq|

index

Key_ nane

string

The name of
the index.

mysql

index

Non_uni que

| ong

Whether
the index
can contain
duplicates.

mysq|l

index

Nul |

string

Whether the
column may
contain NULL
values.

mysq|

index

Packed

string

Whether the
key is packed.

mysq|

index

Seq_i n_i ndex

| ong

The column
sequence
number in the
index, starting
with 1

mysql

index

Sub_part

string

The number
of indexed
characters if
the column
is only partly
indexed.

mysq|l

index

Tabl e

string

The name

of the table
associated
with the index.

mysq|

innodbstatus

i nnodb_bp_add_al | oc

| ong

The total
memory
allocated for
the additional
buffer pool
measured in
bytes.

mysq|

innodbstatus

i nnodb_bp_created_per_sec

doubl e

The number
of buffer pool
pages created
per second.
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mysq|l

innodbstatus

i nnodb_bp_db_pages

| ong

The current
number of
buffer pool
pages.

mysq|

innodbstatus

nnodb_bp free buffers

| ong

The current
number of free
buffer pool
pages.

mysq|

innodbstatus

nnodb_bp_hit _rate

| ong

The buffer
pool hit rate.

mysql

innodbstatus

nnodb_bp_nodi fi ed_pages

| ong

The current
number

of pages
modified.

mysq|l

innodbstatus

nnodb_bp_pages_creat ed

| ong_counter

The total
number of
pages created.

mysq|

innodbstatus

nnodb_bp_pages_read

| ong_count er

The total
number of
pages read.

mysq|

innodbstatus

nnodb_bp_pages witten

| ong_count er

The total
number of
pages written.

mysql

innodbstatus

nnodb_bp_pendi ng_pages

| ong

The number of
pending page
writes.

mysq|l

innodbstatus

nnodb_bp_pending wites fl

istng i st

The number

of pages to be
flushed during
checkpointing.

mysq|

innodbstatus

nnodb_bp_pending wites Ir

U ong

The number
of old dirty
pages to be
written from
the bottom of
the LRU list.

mysq|

innodbstatus

nnodb_bp_pending_wites_si

ngbreg page

The number
of pending

independent
page writes.

mysql

innodbstatus

nnodb_bp_reads_per_sec

doubl e

The number
of buffer pool
reads per
second.

mysq|l

innodbstatus

nnodb_bp_si ze

| ong

The total
buffer pool
size in bytes.

294




Namespa

d¢amespace Type

Attribute

Type
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mysq|l

innodbstatus

i nnodb_bp_total _alloc

| ong

The total
memory
allocated for
the buffer
pool.

mysq|

innodbstatus

nnodb_bp_written_per_sec

doubl e

The number
of buffer pool
pages written
per second.

mysq|

innodbstatus

nnodb_byt es_per _read

| ong

The number
of bytes per
read.

mysql

innodbstatus

nnodb_dateti nme

string

The date

and time

the SHOW
ENGINE
INNODB
STATUS
shapshot was
taken.

mysq|l

innodbstatus

nnodb_hash_node_heap

| ong

Number

of buffer
pool pages
reserved for
the Adaptive
Hash Index.

mysq|

innodbstatus

nnodb_hash_searches_per_se

cdoubl e

The number of
hash searches
per second.

mysq|

innodbstatus

nnodb_hash tabl e size

| ong

The size of the
hash table.

mysql

innodbstatus

nnodb_hash_used cells

| ong

Number of
buffer pool
pages used for
the Adaptive
Hash Index.

mysq|l

innodbstatus

nnodb_i buf _inserts

| ong_counter

The number of
change buffer
inserts.

mysq|

innodbstatus

nnodb_i buf _nerged_recs

| ong_count er

The number
of change
buffer merged
records.

mysql

innodbstatus

nnodb_i buf _mner ges

| ong_count er

The number of
change buffer
merges.
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mysq|l

innodbstatus

i nnodb_i o_i buf | ogs

| ong

The number of
pending log I/
Os.

mysq|

innodbstatus

nnodb_i o_i buf _reads

| ong

The number
of pending
change buffer
reads.

mysq|

innodbstatus

nnodb_i o_i buf _syncs

| ong

The number of
pending synch
operations.

mysql

innodbstatus

nnodb_io_os file_fsyncs

| ong_count er

The number of
OS fsyncs.

mysq|l

innodbstatus

nnodb_io_os _file_reads

| ong_counter

The number of
OS file reads.

mysq|

innodbstatus

nnodb_io_os_file_wites

| ong_count er

The number of
OS file writes.

mysql

innodbstatus

nnodb_i o_pendi ng_flush_bp

| ong

The number of
pending buffer
pool flush
operations.

mysql

innodbstatus

nnodb_i o_pendi ng_fl ush_I og

| ong

The number
of pending
log flush
operations.

mysq|l

innodbstatus

nnodb_i o_pendi ng_r eads

| ong

The number
of 1/0 pending
reads.

mysq|

innodbstatus

nnodb_i o_pendi ng_writes

| ong

The number
of 1/0 pending
writes.

mysq|

innodbstatus

nnodb_i 0_syncs_per_sec

doubl e

The number
of fsyncs() per
second.

mysql

innodbstatus

nnodb_| og_checkpoint_file

| ong

The log file
number the
last checkpoint
was performed
on.

mysq|l

innodbstatus

nnodb_| og_checkpoi nt | sn

| ong

The log
sequence
number

of the last
checkpoint.

mysq|

innodbstatus

nnodb_| og_flushed_file

| ong

The log file
number the
last checkpoint
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was performed
on.

mysq|

innodbstatus

nnodb_| og flushed | sn

| ong

The point up
to which the
log was last
flushed.

mysq|

innodbstatus

nnodb_| og i o_per_sec

doubl e

The number
of log 1/Os per
second.

mysq|

innodbstatus

nnodb_| og_i o_total

| ong_counter

The total
number of log
I/Os.

mysq|

innodbstatus

nnodb_| og_pendi ng_checkpoi

Atonvg i t es

The log
pending
checkpoint
writes.

mysq|

innodbstatus

nnodb_I| og_pendi ng_l og_writ

dsong

The log
pending log
writes.

mysq|

innodbstatus

nnodb_| og_sequence_file

| ong

The log
sequence file
number.

mysq|

innodbstatus

nnodb_| og_sequence_| sn

| ong

The log
seguence
number.

mysq|

innodbstatus

nnodb_non_hash_sear ches_pe

daedd e

The number of
nonadaptive
hash index
searches.

mysq|

innodbstatus

nnodb_per _sec_avg

doubl e

The number
of seconds
the averages
for SHOW
INNODB
STATUS were
calculated
from.

mysq|

innodbstatus

nnodb_r eads_per_sec

doubl e

The number
of reads per
second.

mysq|

innodbstatus

nnodb_row _queri es_i nsi de

| ong

The number
of queries
executing
inside InnoDB.

mysq|

innodbstatus

nnodb_row _queri es_queue

| ong

The number
of queries in
the queue,
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waiting to
enter InnoDB.

mysq|

innodbstatus

nnodb_row state

string

The current
state of the
main InnoDB
thread.

mysq|

innodbstatus

nnodb_rows_del et ed

| ong_count er

The number of
rows deleted
from InnoDB
tables.

mysq|

innodbstatus

nnodb_rows_del et ed_per_sec

doubl e

The number of
rows deleted
per second
from InnoDB
tables.

mysq|

innodbstatus

nnodb_r ows_i nserted

| ong_count er

The number of
rows inserted
into InnoDB
tables.

mysq|

innodbstatus

nnodb_rows_i nserted per_se

cdoubl e

The number of
rows inserted
per second
into InnoDB
tables.

mysq|

innodbstatus

nnodb_rows_read

| ong_count er

The number
of rows read
from InnoDB
tables.

mysq|

innodbstatus

nnodb_rows_read_per_sec

doubl e

The number of
rows read per
second from
InnoDB tables.

mysq|

innodbstatus

nnodb_r ows_updat ed

| ong_count er

The number of
rows updated
in InnoDB
tables.

mysq|

innodbstatus

nnodb_rows_updat ed_per _sec

doubl e

The number of
rows updated
per second in
InnoDB tables.

mysq|

innodbstatus

nnodb_sem nmutex_o0s_waits

| ong_count er

The number
of semaphore/
mutex waits
yielded to the
0sS.

mysq|

innodbstatus

nnodb_sem mut ex_rounds

| ong_counter

The number
of semaphore/
mutex round
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for the internal
sync array.

mysq|

innodbstatus

nnodb_sem nutex_spin_waits

| ong_count er

The number
of semaphore/
mutexspin
waits for the
internal sync
array.

mysq|

innodbstatus

nnodb_sem os_reservation_c

duotg_count er

The number
of times a
mutex wait
was added to
the internal
sync array.

mysq|

innodbstatus

nnodb_sem os_si gnal _count

| ong_counter

Performance.In

noDB

mysq|

innodbstatus

nnodb_sem rw excl _os waits

| ong_count er

The number
of exclusive
(write)
semaphore
waits yielded
to the OS.

mysq|

innodbstatus

nnodb_sem rw _excl _spins

| ong_count er

Performance.In

noDB

mysq|

innodbstatus

nnodb_sem shared os waits

| ong_count er

The number of
shared (read)
semaphore
waits yielded
to the OS.

mysq|

innodbstatus

nnodb_sem shared_spi ns

| ong_counter

The number of
shared (read)
semaphore
spin waits
within the sync
array.

mysq|

innodbstatus

nnodb_trx_history list _|en

gtdng

The
transaction
history list
length.

mysq|

innodbstatus

nnodb_trx _id counterl

| ong

The
transaction
counter roll
over variable.

mysq|

innodbstatus

nnodb trx_id counter?2

| ong

The main
transaction
count.

mysq|

innodbstatus

nnodb_trx_purge_done_trx2

| ong

The
transaction
count that

299



Namespafd¢amespace Type |Attribute Type Description
is already
purged.

mysql innodbstatus i nnodb_trx_total | ock_ structlsong

mysq| innodbstatus i nnodb_writes_per_sec doubl e The number of
InnoDB writes
per second.

mysq| masterlogs File_ size | ong The size of a
binary log file.

mysq| masterlogs filecount | ong The number
of binary log
files.

mysq| masterlogs filesizesum | ong The total
size of all the
binary log
files.

mysq| masterlogs Log_name string The name of
the binary log
file.

mysq| MasterStatus Bi nl og_Do_DB string

mysq| MasterStatus Bi nl og_I gnore_DB string

mysql MasterStatus File string

mysq| MasterStatus Posi tion | ong

mysq| no_password user string

mysq| no_root_password |no_passwor d | ong

mysq| num_waiting_txns |num wai ti ng_t xns | ong

mysq| prepared_count pr epar ed_count | ong

mysq| privileges_on_all_dbsuser spec string

mysq| processlist Comand string The type of
command
the thread is
executing.

mysq| processlist db string The default
database,
if one is
selected.

mysq| processlist Host string The host
name of the
client issuing
the statement.

mysq| processlist Id | ong The
connection
identifier.
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mysq|l processlist I nfo string The statement
that the thread
is executing.

mysq| processlist State string An action,
event, or
state that
indicates what
the thread is
doing.

mysql processlist Ti me | ong The time in
seconds that
the thread has
been in its
current state.

mysql processlist User string The MySQL
user who
issued the
statement.

mysq|l repl_slave_privilegesr epl _sl aves | ong

mysq| rolledback_count rol | edback_count | ong

mysql root_account_exists |[r oot _account | ong

mysql root_remote_login |renote_| ogin | ong

mysq|l Server agent . reachabl e string Whether
the agent is
reachable or
not.

mysq| Server bl ackout string

mysq| Server di spl aynane string The display
name of the
server in the
Dashboard.

mysql Server regi stration-conplete string

mysq|l Server repl . group | ong

mysq| Server repl . groupNane string

mysql Server server. connect ed | ong Whether
the server is
connected.

mysql Server server.last_errno string

mysq|l Server server.|last_error string The last
MySQL
server error
message.

mysq| Server server.reachabl e | ong Whether
the server is
reachable.
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mysq|l Server server.version_numeric | ong The MySQL
server version
number.

mysq|l Server Ti me | ong

mysql Server transport string

mysq| Server vi si bl e. di spl ayname string

mysq|l server_admin_privilegeser _spec string

mysq|l SlaveStatus Bi nl og_Do_ DB string

mysql SlaveStatus Bi nl og_I gnore_DB string

mysq| SlaveStatus Connect _Retry | ong

mysq|l SlaveStatus Exec_Master _Log_Pos | ong

mysq|l SlaveStatus File string

mysql SlaveStatus Last _Errno | ong

mysq| SlaveStatus Last _Error string

mysq|l SlaveStatus Mast er _Host string

mysq|l SlaveStatus Master ip string

mysql SlaveStatus Master Log File string

mysq| SlaveStatus Mast er _Port | ong

mysq|l SlaveStatus Mast er SSL_Al | owed string

mysq|l SlaveStatus Master SSL CA File string

mysql SlaveStatus Mast er SSL CA Path string

mysq| SlaveStatus Mast er _SSL_Cert string

mysq|l SlaveStatus Mast er _SSL_Ci pher string

mysq|l SlaveStatus Mast er _SSL_Key string

mysql SlaveStatus Mast er _User string

mysq| SlaveStatus Mast er _uui d string

mysq|l SlaveStatus Posi tion | ong

mysq|l SlaveStatus Read_Mast er _Log_Pos | ong

mysq| SlaveStatus Relay Log File string

mysq| SlaveStatus Rel ay _Log_ Pos | ong

mysq|l SlaveStatus Rel ay_Log_Space | ong

mysq|l SlaveStatus Rel ay Master Log File string

mysq| SlaveStatus Replicate_ Do DB string

mysq| SlaveStatus Replicate_Do_Tabl e string

mysq|l SlaveStatus Repl i cate_Il gnore_DB string

mysq|l SlaveStatus Replicate | gnore_Table string

mysql SlaveStatus Replicate Wl d Do Tabl e string

mysq| SlaveStatus Replicate WId_Ignore_Tablelstring
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mysq|l SlaveStatus Seconds_Behi nd_Mast er | ong
mysq| SlaveStatus Ski p_Count er | ong
mysql SlaveStatus Sl ave_| O Runni ng string
mysql SlaveStatus Slave 10O State string
mysq|l SlaveStatus Sl ave_SQ._Runni ng string
mysq| SlaveStatus Until _Condition string
mysql SlaveStatus Until _Log File string
mysql SlaveStatus Until _Log Pos | ong
mysq|l sp_with_select_star |routi ne string
mysq| Statement byt es | ong
mysql Statement coment string
mysql Statement connection_id | ong
mysq|l Statement exec_tinme | ong
mysq| Statement host from string
mysql Statement host _to string
mysql Statement max_byt es | ong
mysq|l Statement r ows | ong
mysq| Statement t ext string
mysql Statement user string
mysql StatementAnalysisSuppeitur e _exanpl es string
mysq|l StatementAnalysisSuppettur e_expl ai n string
mysq| StatementAnalysisSuppatt! ed string
mysql StatementAnalysisSuppedquency string
mysql StatementSummary |byt es | ong
mysq|l StatementSummary |bytes_rel | ong
mysq| StatementSummary |count | ong
mysql StatementSummary |count _r el | ong
mysql StatementSummary |dat abase string
mysq|l StatementSummary |exec_ti ne | ong
mysq| StatementSummary |exec_tine_rel | ong
mysql StatementSummary |max_byt es | ong
mysql StatementSummary |max_exec_ti me | ong
mysq|l StatementSummary |max_r ows | ong
mysq| StatementSummary |m n_byt es | ong
mysq| StatementSummary |ni n_exec_ti ne | ong
mysql StatementSummary | n_r ows | ong
mysq|l StatementSummary |query_type string
mysq| StatementSummary |r ows | ong
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mysq|l StatementSummary |r ows_r el | ong

mysq| StatementSummary |t ext string

mysql StatementSummary |t ext _hash string

mysql status Aborted_clients | ong_count er Networking.Ove

mysq|l status Abort ed_connects | ong_counter The number of
failed attempts
to connect to
the MySQL
server.

mysq| status Bi nl og_cache_di sk_use | ong General.Loggin

mysq| status Bi nl og_cache_use | ong The number of
transactions
that used the
temporary
binary log
cache.

mysql status Byt es_received | ong_count er The number
of bytes
received from
all clients.

mysq|l status Byt es_sent | ong_counter The number of
bytes sent to
all clients.

mysq| status Com admi n_conmands | ong_count er Count of
admin
commands.

mysq| status Com al ter_db | ong_count er Count of
ALTER
DATABASE
statements.

mysql status Com al ter _db_upgr ade | ong_count er

mysq|l status Com al ter _event | ong_counter

mysq| status Com al ter_function | ong_count er

mysql status Com al ter_procedure | ong_count er

mysql status Com al ter_server | ong_count er

mysq|l status Com alter _table | ong_counter Count of
ALTER
TABLE
statements.

mysq| status Com al ter_t abl espace | ong_count er

mysq| status Com anal yze | ong_count er Count of
ANALYZE
statements.

mysql status Com assi gn_to_keycache | ong_count er
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mysq|l

status

Com backup_t abl e

| ong_counter

Count of
BACKUP
TABLE
statements.

mysq|

status

Com _begin

| ong_count er

Count of
BEGIN
statements.

mysq|

status

Com bi nl og

| ong_count er

mysql

status

Com cal | _procedure

| ong_count er

Number of
calls to stored
procedures.

mysq|l

status

Com change_db

| ong_counter

Count of
CHANGE
DATABASE
statements.

mysq|

status

Com change_nmast er

| ong_count er

Count of
CHANGE
MASTER
statements.

mysq|

status

Com check

| ong_count er

Count of
CHECK
statements.

mysql

status

Com checksum

| ong_count er

Count of
CHECKSUM
statements.

mysq|l

status

Com commi t

| ong_counter

Count of
COMMIT
statements.

mysq|

status

Com create_db

| ong_count er

Count of
CREATE
DATABASE
statements.

mysql

status

Com create_event

| ong_count er

mysql

status

Com create function

| ong_count er

Count of
CREATE
FUNCTION
statements.

mysq|l

status

Com creat e_i ndex

| ong_counter

Count of
CREATE
INDEX
statements.

mysq|

status

Com create_procedure

| ong_count er

mysq|

status

Com create_server

| ong_count er

mysql

status

Com create _table

| ong_count er

Count of
CREATE
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TABLE
statements.

mysql status Com create_trigger | ong_count er

mysq| status Com cr eat e_udf | ong_count er

mysq| status Com creat e_user | ong_count er Count of
CREATE
USER
statements.

mysq| status Com create_view | ong_count er

mysql status Com deal | oc_sql | ong_count er Count of
DEALLOCATE
PREPARE
statements.

mysq| status Com del et e | ong_count er Count of
DELETE
statements.

mysq| status Com del ete mul ti | ong_count er Count of multi-
table DELETE
statements.
mysq| status Com do | ong_count er Count of DO
statements.
mysql status Com drop_db | ong_count er Count of
DROP
DATABASE
statements.
mysq| status Com dr op_event | ong_count er

mysq| status Com drop_function | ong_count er Count of
DROP
FUNCTION
statements.

mysq| status Com dr op_i ndex | ong_count er Count of
DROP INDEX
statements.

mysql status Com dr op_procedure | ong_count er

mysq| status Com dr op_server | ong_count er

mysq| status Com drop_tabl e | ong_count er Count of
DROP TABLE
statements.

mysq| status Com drop_trigger | ong_count er

mysql status Com dr op_user | ong_count er Count of
DROP USER
statements.

mysq| status Com dr op_vi ew | ong_count er

mysq| status Com enpty_query | ong_count er
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mysq|l

status

Com execut e_sql

| ong_counter

Count of
EXECUTE
statements.

mysq|

status

Com fl ush

| ong_count er

Count of
FLUSH
statements.

mysq|

status

Com gr ant

| ong_count er

Count of
GRANT
statements.

mysql

status

Com ha_cl ose

| ong_count er

Count of
HANDLER
CLOSE
statements.

mysq|l

status

Com _ha_open

| ong_counter

Count of
HANDLER
OPEN
statements.

mysq|

status

Com ha_read

| ong_count er

Count of
HANDLER
READ
statements.

mysq|

status

Com _hel p

| ong_count er

Count
of HELP
statements.

mysql

status

Com i nsert

| ong_count er

Count of
INSERT
statements.

mysq|l

status

Com. i nsert _sel ect

| ong_counter

Count of
INSERT
SELECT
statements.

mysq|

status

Com.install _plugin

| ong_count er

mysql

status

Com ki I |

| ong_count er

Count of KILL
statements.

mysql

status

Com | oad

| ong_count er

Count of
LOAD
statements.

mysq|l

status

Com | oad_nmaster _data

| ong_counter

Count of
LOAD
MASTER
DATA
statements.

mysq|

status

Com | oad_nmster _table

| ong_count er

Count of
LOAD
MASTER
TABLE
statements.
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mysq|l

status

Com | ock_t abl es

| ong_counter

Count of
LOCK
TABLES
statements.

mysq|

status

Com optim ze

| ong_count er

Count of
OPTIMIZE
statements.

mysq|

status

Com pr el oad_keys

| ong_count er

Count of
PRELOAD
KEYS
statements.

mysql

status

Com pr epare_sql

| ong_count er

Count of
PREPARE
statements.

mysq|l

status

Com pur ge

| ong_counter

Count of
PURGE
statements.

mysq|

status

Com purge_before_date

| ong_count er

Count of
PURGE
BEFORE
DATE
statements.

mysq|

status

Com rel ease_savepoi nt

| ong_count er

mysql

status

Com renane_t abl e

| ong_count er

Count of
RENAME
TABLE
statements.

mysq|l

status

Com r enane_user

| ong_counter

mysq|

status

Com repair

| ong_count er

Count of
REPAIR
statements.

mysq|

status

Com repl ace

| ong_count er

Count of
REPLACE
statements.

mysql

status

Com repl ace_sel ect

| ong_count er

Count of
REPLACE
SELECT
statements.

mysq|l

status

Com reset

| ong_counter

Count of
RESET
statements.

mysq|

status

Comrestore_table

| ong_count er

Count of
RESTORE
TABLE
statements.
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mysq|l

status

Com r evoke

| ong_counter

Count of
REVOKE
statements.

mysq|

status

Com revoke_al |

| ong_count er

Count of
REVOKE ALL
statements.

mysq|

status

Com rol | back

| ong_count er

Count of
ROLLBACK
statements.

mysql

status

Com rol | back_t o_savepoi nt

| ong_count er

mysq|l

status

Com savepoi nt

| ong_counter

Count of
SAVEPOINT
statements.

mysq|

status

Com sel ect

| ong_count er

Count of
SELECT
statements.

mysql

status

Com set _option

| ong_count er

Count of SET
OPTION
statements.

mysql

status

Com show_aut hor s

| ong_count er

mysq|l

status

Com show _bi nl og_events

| ong_counter

Count of
SHOW
BINLOG
EVENTS
statements.

mysq|

status

Com show_bi nl ogs

| ong_count er

Count of
SHOW
BINLOGS
statements.

mysq|

status

Com show charsets

| ong_count er

Count of
SHOW
CHARSETS
statements.

mysql

status

Com show col | ati ons

| ong_count er

Count of
SHOW
COLLATIONS
statements.

mysq|l

status

Com show _col um_t ypes

| ong_counter

Count of
SHOW
COLUMN
TYPES
statements.

mysq|

status

Com show contri butors

| ong_count er

mysq|

status

Com show create_db

| ong_count er

Count of
SHOW
CREATE
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DATABASE
statements.

mysql status Com show create_event | ong_count er

mysq| status Com show create_func | ong_count er

mysq| status Com show_create_proc | ong_count er

mysq| status Com show create_table | ong_count er Count of
SHOW
CREATE
TABLE
statements.

mysql status Com show create_trigger | ong_count er

mysq| status Com show dat abases | ong_count er Count of
SHOW
DATABASES
statements.

mysq| status Com show_engi ne_| ogs | ong_counter

mysq| status Com show_engi ne_nmnut ex | ong_count er

mysq| status Com show _engi ne_st at us | ong_count er

mysq| status Com show errors | ong_count er Count of
SHOW
ERRORS
statements.

mysq| status Com show _event s | ong_counter

mysq| status Com show fiel ds | ong_count er Count of
SHOW
FIELDS
statements.

mysq| status Com show function_status | ong_count er

mysq| status Com show _grants | ong_count er Count of
SHOW
GRANTS
statements.

mysq| status Com show_i nnodb_st at us | ong_counter Count of
SHOW
INNODB
STATUS
statements.

mysq| status Com show keys | ong_count er Count of
SHOW KEYS
statements.

mysql status Com show | ogs | ong_count er Count of
SHOW LOGS
statements.

mysq| status Com show _nast er _st at us | ong_count er Count of
SHOW

310




Namespa

d¢amespace Type

Attribute

Type

Description

MASTER
STATUS
statements.

mysq|

status

Com show ndb_st at us

| ong_count er

Count of
SHOW NDB
STATUS
statements.

mysq|

status

Com show _new _nmst er

| ong_count er

Count of
SHOW NEW
MASTER
statements.

mysq|

status

Com show _open_t abl es

| ong_counter

Count of
SHOW OPEN
TABLES
statements.

mysq|

status

Com show_pl ugi ns

| ong_count er

mysq|

status

Com show_privil eges

| ong_count er

Count of
SHOW
PRIVILEGES
statements.

mysq|

status

Com show _procedur e_st at us

| ong_count er

mysq|

status

Com show _processli st

| ong_counter

Count of
SHOW
PROCESSLIST|
statements.

mysq|

status

Com show profile

| ong_count er

mysq|

status

Com show profiles

| ong_count er

mysq|

status

Com show sl ave_host s

| ong_count er

Count of
SHOW SLAVE
HOSTS
statements.

mysq|

status

Com show sl ave_st at us

| ong_counter

Count of
SHOW SLAVE
STATUS
statements.

mysq|

status

Com show_st at us

| ong_count er

Count of
SHOW
STATUS
statements.

mysq|

status

Com show st or age_engi nes

| ong_count er

Count of
SHOW
STORAGE
ENGINES
statements.

mysq|

status

Com show t abl e_st atus

| ong_count er

311



Namespa

d¢amespace Type

Attribute

Type

Description

mysq|l

status

Com show t abl es

| ong_counter

Count of
SHOW
TABLES
statements.

mysq|

status

Com show triggers

| ong_count er

Count of
SHOW
TRIGGERS
statements.

mysq|

status

Com show vari abl es

| ong_count er

Count of
SHOW
VARIABLES
statements.

mysql

status

Com show_war ni ngs

| ong_count er

Count of
SHOW
WARNINGS
statements.

mysq|l

status

Com sl ave_start

| ong_counter

Count of
START
SLAVE
statements.

mysq|

status

Com sl ave_stop

| ong_count er

Count of
STOP SLAVE
statements.

mysq|

status

Com stm cl ose

| ong_count er

Count of
STATEMENT
CLOSE
statements.

mysql

status

Com stnt_execute

| ong_count er

Count of
STATEMENT
EXECUTE
statements.

mysq|l

status

Comstm fetch

| ong_counter

Count of
STATEMENT
FETCH
statements.

mysq|

status

Com stnt _prepare

| ong_count er

Count of
STATEMENT
PREPARE
statements.

mysq|

status

Com stnt _reprepare

| ong_count er

mysql

status

Com stnt _reset

| ong_count er

Count of
STATEMENT
RESET
statements.

mysq|l

status

Com stm _send_| ong_data

| ong_counter

Count of
STATEMENT
SEND
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LONG DATA
statements.

mysq|

status

Comtruncate

| ong_count er

Count of
TRUNCATE
statements.

mysq|

status

Com uni nstal | _plugin

| ong_count er

mysq|

status

Com unl ock_t abl es

| ong_counter

Count of
UNLOCK
TABLES
statements.

mysq|

status

Com updat e

| ong_count er

Count of
UPDATE
statements.

mysq|

status

Com update_rmul ti

| ong_count er

Count of multi-
table UPDATE
statements.

mysq|

status

Com xa_conmi t

| ong_count er

Count of XA
COMMIT
statements.

mysq|

status

Com xa_end

| ong_counter

Count of
XA END
statements.

mysq|

status

Com xa_prepare

| ong_count er

Count of XA
PREPARE
statements.

mysq|

status

Com xa_recover

| ong_count er

Count of XA
RECOVER
statements.

mysq|

status

Com xa_rol | back

| ong_count er

Count of XA
ROLLBACK
statements.

mysq|

status

Com xa_start

| ong_counter

Count of
XA START
statements.

mysq|

status

Conpr essi on

string

General.Featur

mysq|

status

Connecti ons

| ong_count er

The number
of connection
attempts.

mysq|

status

Created_tnp_di sk _tables

| ong_count er

General.Tempa

mysq|

status

Created tnmp_files

| ong_counter

How many
temporary files
mysqld has
created.

mysq|

status

Created _tnp_tables

| ong_count er

How many

rary

temporary
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tables mysqld
has created.

mysq|

status

Del ayed_errors

| ong_count er

Performance.D

clayed

mysq|

status

Del ayed_i nsert _t hreads

| ong

The number
of INSERT
DELAYED
thread
handlers in
use. For non-
transactional
tables only.

mysq|

status

Del ayed_writes

| ong_counter

The number
of INSERT
DELAYED
rows written.
For non-
transactional
tables only.

mysq|

status

di spl aynane

string

The display
name of the
server in the
Dashboard.

mysq|

status

Fl ush_conmands

| ong_count er

The number
of FLUSH
statements
executed.

mysq|

status

gr oupnane

string

The name
of the group
to which

the server
belongs.

mysq|

status

Handl er _commi t

| ong_counter

The number
of internal
COMMIT
statements.

mysq|

status

Handl er _del ete

| ong_count er

The number
of times that
rows have
been deleted
from tables.

mysq|

status

Handl er _di scover

| ong_count er

The number
of times
that tables
have been
discovered.

mysq|

status

Handl er _prepare

| ong_count er

A counter for
the prepare
phase of two-
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phase commit
operations.

mysq|

status

Handl er _read first

| ong_count er

The number of
times the first

entry was read
from an index.

mysq|

status

Handl er _read_key

| ong_count er

The number
of requests
to read a row
based on a
key.

mysq|

status

Handl er _read_next

| ong_counter

The number
of requests to
read the next
row in key
order.

mysq|

status

Handl er _read_prev

| ong_count er

The number
of requests
to read the
previous row
in key order.

mysq|

status

Handl er _read rnd

| ong_count er

The number
of requests
to read a row
based on a
fixed position.

mysq|

status

Handl er _read_rnd_next

| ong_count er

The number
of requests to
read the next
row in the data
file.

mysq|

status

Handl er _rol | back

| ong_counter

Miscellaneous.}|

mysq|

status

Handl er _savepoi nt

| ong_count er

The number of
requests for a
storage engine
to place a
savepoint.

mysq|

status

Handl er _savepoi nt_rol | back

| ong_count er

The number of
requests for a
storage engine
to roll back to
a savepoint.

mysq|

status

Handl er _updat e

| ong_count er

The number
of requests to
update a row
in a table.

mysq|

status

Handl er_wite

| ong_counter

The number

Handler

of requests to
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insert a row in
a table.

mysq|

status

I nnodb_buf fer_pool pages_da

laong

The number
of pages
containing
data (dirty or
clean)

mysq|

status

I nnodb_buf f er _pool _pages_di

ltong

The number
of pages
currently dirty
in the InnoDB
buffer pool.

mysq|

status

I nnodb_buf fer _pool pages_fl

Usdregl count er

The number
of page flush
requests in the
InnoDB buffer
pool.

mysq|

status

| nnodb_buf fer_pool pages fr

deong

The number of
InnoDB buffer
pool pages
free.

mysq|

status

I nnodb_buf fer_pool pages |a

lodregl

The number of
latched pages
in InnoDB
buffer pool.

mysq|

status

I nnodb_buf fer_pool pages_mi

slcong

Performance.In

noDB

mysq|

status

I nnodb_buf f er _pool pages_to

labng

The total size
of the InnoDB
buffer pool, in
pages.

mysq|

status

I nnodb_buffer_pool read_ahe

ddomgndcount er

The number
of random
read-aheads
initiated by
InnoDB.

mysq|

status

I nnodb_buffer_pool read_ahe

ddorsgcount er

The number
of sequential
read-aheads
initiated by
InnoDB.

mysq|

status

| nnodb_buffer_pool read_req

Uesi@ count er

The number
of logical
read requests
InnoDB has
done.

mysq|

status

I nnodb_buf f er _pool _reads

| ong_counter

Performance.In

noDB

mysq|

status

I nnodb_buffer _pool _wait fre

d ong_count er

Number of
waits for
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pages to be
flushed.

mysq|

status

I nnodb_buffer_pool _wite re

juasg scount er

The number
of writes done
to the InnoDB
buffer pool.

mysq|

status

I nnodb_dat a_f syncs

| ong_count er

The number
of fsync()
operations so
far.

mysq|

status

I nnodb_dat a_pendi ng_f syncs

| ong

The current
number of
pending
fsync()
operations.

mysq|

status

| nnodb_dat a_pendi ng_r eads

| ong

The current
number of
pending reads.

mysq|

status

I nnodb_dat a_pendi ng_wites

| ong

The number
of pending
writes.

mysq|

status

I nnodb_dat a_r ead

| ong_count er

The amount of
data read so
far, in bytes.

mysq|

status

I nnodb_dat a_r eads

| ong_counter

The total
number of
data reads.

mysq|

status

I nnodb_data wites

| ong_count er

The total
number of
data writes.

mysq|

status

I nnodb_data written

| ong_count er

The amount of
data written in
bytes.

mysq|

status

| nnodb_dbl w _pages_written

| ong_count er

The number
of doublewrite
pages that
have been
written.

mysq|

status

I nnodb_dblw_writes

| ong_counter

The number

of doublewrite
operations that
have been
performed.

mysq|

status

I nnodb_| og waits

| ong_count er

Performance.In

noDB

mysq|

status

Innodb_| og write_ requests

| ong_count er

The number
of log write
requests.
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mysq|l

status

I nnodb_log wites

| ong_counter

The number of
physical writes
to the log.

mysq|

status

I nnodb_os_| og_fsyncs

| ong_count er

The number of
fsync() writes
done to the log
file.

mysq|

status

I nnodb_os_| og_pendi ng_fsync

sl ong

The number
of pending
log file fsync()
operations.

mysql

status

I nnodb_os_| og_pending_wite

sl ong

The number
of pending log
file writes.

mysq|l

status

I nnodb_os log witten

| ong_counter

The number of
bytes written
to the log file.

mysq|

status

| nnodb_page_si ze

| ong

The compiled-
in InnoDB
page size.

mysq|

status

I nnodb_pages_creat ed

| ong_count er

The number of
pages created.

mysql

status

I nnodb_pages_r ead

| ong_count er

The number of
pages read.

mysq|l

status

I nnodb_pages_witten

| ong_counter

The number of
pages written.

mysq|

status

I nnodb_row | ock_current wai

Isong

The number
of row locks
currently being
waited for.

mysq|

status

I nnodb_row | ock tine

| ong_count er

The total
time spent
in acquiring
row locks, in
milliseconds.

mysql

status

I nnodb_row | ock_tine_avg

| ong

The average
time to acquire
a row lock, in
milliseconds.

mysq|l

status

I nnodb_row | ock_time_nax

| ong

The maximum
time to acquire
a row lock, in
milliseconds.

mysq|

status

I nnodb_row | ock waits

| ong_count er

The number
of times a row
lock had to be
waited for.
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mysq|l

status

I nnodb_rows_del et ed

| ong_counter

The number of
rows deleted
from InnoDB
tables.

mysq|

status

I nnodb_rows_i nserted

| ong_count er

The number of
rows inserted
into InnoDB
tables.

mysq|

status

| nnodb_rows_read

| ong_count er

The number
of rows read
from InnoDB
tables.

mysql

status

| nnodb_r ows_updat ed

| ong_count er

The number of
rows updated
in InnoDB
tables.

mysq|l

status

Key bl ocks_not fl ushed

| ong

Performance.K¢

mysq|

status

Key_bl ocks_unused

| ong

The number
of unused
blocks in the
key cache.

mysq|

status

Key_bl ocks_used

| ong

The number of
used blocks in
the key cache.

mysql

status

Key read_requests

| ong_count er

The number
of requests

to read a key
block from the
cache.

mysq|l

status

Key_reads

| ong_counter

The number of
physical reads
of a key block
from disk.

mysq|

status

Key_write_requests

| ong_count er

The number
of requests
to write a key
block to the
cache.

mysq|

status

Key_writes

| ong_count er

The number of
physical writes
of a key block
to disk.

mysql

status

Last _query_cost

| ong

Performance.C

mysq|l

status

Max_used_connecti ons

| ong

Networking.Ovg

mysq|

status

Not flushed del ayed rows

| ong

The number of
rows waiting

2YS

DSt

Brview

to be written
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in INSERT
DELAY
gueues.

For non-
transactional
tables only.

mysq|

status

Open_files

| ong

The number of
files that are
open.

mysq|

status

Open_streans

| ong

The number
of streams
that are open
(used mainly

for logging)

mysq|

status

Open_tabl e_definitions

| ong

mysq|

status

Open_t abl es

| ong

The number of
tables that are
open.

mysq|

status

Opened_fil

es

| ong_count er

mysq|

status

Opened_t abl e_definitions

| ong_count er

mysq|

status

Opened_t abl es

| ong_counter

The number
of tables that
have been
opened.

mysq|

status

Prepared_s

tm _count

| ong

The current
number of
prepared
statements.

mysq|

status

cache_free_ bl ocks

| ong

The number of
free memory
blocks in the
guery cache.

mysq|

status

Qcache_free_nenory

| ong

The amount of
free memory
for the query
cache.

mysq|

status

cache_hit

S

| ong_counter

The number of
guery cache
hits.

mysq|

status

Qcache_ins

erts

| ong_count er

The number of
guery cache
inserts.

mysq|

status

Qache_| owrem prunes

| ong_count er

Performance.Q
Cache

Lery

mysq|

status

(cache_not

_cached

| ong_count er

Performance.Q
Cache

Lery
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mysq|l

status

(cache_queries_in_cache

| ong

The number
of queries
registered

in the query
cache.

mysq|

status

Qcache_total bl ocks

| ong

The total
number of
blocks in the
guery cache.

mysq|

status

Questions

| ong_count er

The number
of statements
that clients
have sent to
the server.

mysql

status

Rpl _status

| ong

The status

of fail-safe
replication
(not yet
implemented)

mysq|l

status

Select _full _join

| ong_counter

Performance.S¢

mysq|

status

Sel ect _full _range_join

| ong_count er

The number
of joins that
used a range
search on

a reference
table.

mysq|

status

Sel ect _range

| ong_count er

The number of
joins that used
ranges on the
first table.

mysql

status

Sel ect _range_check

| ong_count er

The number of
joins without
keys that
check for key
usage after
each row.

mysq|l

status

Sel ect _scan

| ong_counter

The number of
joins that did a
full scan of the
first table.

mysq|

status

Sl ave_open_tenp_tabl es

| ong

Networking.Ref

mysq|

status

Slave retried_transactions

| ong_count er

Networking.Ref

mysql

status

Sl ave_runni ng

string

This is ON if
this server is

a slave that is
connected to a

slects

lication

lication

master.
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mysq|l

status

Sl ow_| aunch_t hr eads

| ong_counter

Performance.Sl
Items

mysq|

status

Sl ow_queri es

| ong_count er

The number

of queries that
have taken
more than
long_query_tim
seconds.

mysq|

status

Sort _nmerge_passes

| ong_count er

The number of
merge passes
that the sort
algorithm has
had to do.

mysql

status

Sort _range

| ong_count er

The number of
sorts that were
done using
ranges.

mysq|l

status

Sort _rows

| ong_counter

The number of
sorted rows.

mysq|

status

Sort _scan

| ong_count er

The number
of sorts that
were done by
scanning the
table.

mysq|

status

Ssl _accept _renegoti ates

| ong_count er

The number of
renegotiates
needed to
establish the
connection.

mysql

status

Ssl _accepts

| ong_count er

The number of
attempted SSL
connections.

mysq|l

status

Ssl _cal | back_cache_hits

| ong_counter

The number of
callback cache
hits.

mysq|

status

Ssl _ci pher

string

SSL cipher to
use (implies --
ssl)

mysq|

status

Ssl _ci pher _li st

string

The list of SSL
cipher strings.

mysql

status

Ssl _client_connects

| ong_count er

The number
of attempted
connections
to an SSL-
enabled
master.
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mysq|l

status

Ssl _connect _renegoti ates

| ong_counter

Number of
renegotiates
needed to
connect to an
SSL-enabled
master.

mysq|

status

Ssl _ctx_verify_depth

| ong

The SSL
context
verification
depth.

mysq|

status

Ssl _ctx_verify_ node

| ong

The SSL
certificate
verification
mode used by
the server.

mysql

status

Ssl _default _timeout

| ong

The SSL
default
timeout.

mysq|l

status

Ssl _finished_accepts

| ong_counter

The number
of successful
SSL
connections to
the server.

mysq|

status

Ssl _finished_connects

| ong_count er

The number
of successful
SSL slave
connections to
the server.

mysq|

status

Ssl _session_cache hits

| ong_count er

The number of
SSL session
cache hits.

mysql

status

Ssl _session_cache_ni sses

| ong_count er

The number of
SSL session
cache misses.

mysq|l

status

Ssl _sessi on_cache_node

string

The SSL
session cache
mode.

mysq|

status

Ssl _sessi on_cache_overfl ows

| ong_count er

The number
of SSL cache
overflows.

mysq|

status

Ssl _session_cache_si ze

| ong

The size of the
SSL session
cache.

mysql

status

Ssl _session_cache_tineouts

| ong_count er

The number of
session cache
timeouts.
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mysq|l

status

Ss| _sessions_reused

| ong

The number of
SSL sessions
from the cache
that were
reused.

mysq|

status

Ss|l _used_sessi on_cache_entr

lesng

The number of
SSL session
cache entries
used.

mysq|

status

Ssl _verify_depth

| ong

Depth of
verification
for replication
SSL
connections.

mysql

status

Ssl _verify_node

| ong

Mode of
verification
for replication
SSL
connections.

mysq|l

status

Ssl _version

string

The SSL
version
number.

mysq|

status

Tabl e_| ocks_i medi at e

| ong_count er

The number
of times that
a table lock
was acquired
immediately.

mysql

status

Tabl e_| ocks wai t ed

| ong_count er

Performance.Lq

cks

mysql

status

Tc_| og_max_pages_used

| ong

General.Loggin

mysq|l

status

Tc_| og_page_si ze

| ong

General.Loggin

(@]

mysq|

status

Tc_| og_page waits

| ong

General.Loggin

(@]

mysq|

status

Threads_cached

| ong

The number of
threads in the
thread cache.

mysql

status

Threads_connect ed

| ong

The number of
currently open
connections.

mysq|l

status

Threads_creat ed

| ong_counter

The number
of threads
created

to handle
connections.

mysq|

status

Threads_runni ng

| ong

The number
of threads
that are not

sleeping.
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mysq|l

status

Upti nme

| ong

The number
of seconds
the server has
been up.

mysq|

strong_privileges

user

string

mysq|

table

num r ows

| ong

MySQL
Network.Table
Data

mysql

table

tabl e_aut o_i ncrenent

| ong

The next
AUTO_INCREN
value.

mysq|l

table

tabl e_avg row | ength

| ong

The average
row length.

mysq|

table

tabl e_coll ation

string

The table's
character set
and collation.

mysql

table

t abl e_conmment

string

The table
comment.

mysql

table

tabl e create tine

string

When the
data file was
created.

mysq|l

table

tabl e_data free

| ong

The number of
allocated but
unused bytes.

mysq|

table

tabl e_data_ | ength

| ong

The length of
the data file.

mysq|

table

t abl e_engi ne

string

The storage
engine used
by a table.

mysql

table

tabl e_i ndex_I ength

| ong

The length of
the index file.

mysq|l

table

tabl e_max_data_ | ength

| ong

The maximum
length of the
data file.

mysq|

table

t abl e_nane

string

The name of a
table.

mysq|

table

tabl e_row format

string

The row
storage
format (Fixed,
Dynamic,
Compressed,
Redundant,
Compact)

mysql

table

tabl e_version

| ong

The version

MENT

number of the
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table's .frm
file.

mysq|

tablestatus

Aut o_i ncrenent

| ong

The next
AUTO_INCREN
value.

mysq|

tablestatus

Avg_row | ength

| ong

The average
row length.

mysq|

tablestatus

Check_tine

string

When the
table was last
checked.

mysq|

tablestatus

Checksum

string

The live
checksum
value (if any)

mysq|

tablestatus

Col | ati on

string

The table's
character set.

mysq|

tablestatus

Comment

string

The comment
used when
creating the
table.

mysq|

tablestatus

Create_options

string

Extra options
used with
CREATE
TABLE

mysq|

tablestatus

Create tine

string

When the
table was
created.

mysq|

tablestatus

Data _free

| ong

The number of
allocated but
unused bytes.

mysq|

tablestatus

Data | ength

| ong

The length of
the data file.

mysq|

tablestatus

Engi ne

string

The storage
engine for the
table.

mysq|

tablestatus

I ndex_I| engt h

| ong

The length of
the index file.

mysq|

tablestatus

Max_dat a_| engt h

| ong

The maximum
length of the
data file.

mysq|

tablestatus

Name

string

The table
name.

mysq|

tablestatus

Row _f or mat

string

The row
storage
format (Fixed,
Dynamic,

MENT

Compressed,
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Redundant,
Compact).

mysq| tablestatus Rows | ong The number
of rows in the
table.

mysq| tablestatus Update_time string When the data
file was last
updated.

mysq| tablestatus Ver si on | ong The version
number of the
table's .frm
file.

mysq| test_database Dat abase (test) string

mysq| transactions_in_serialt l@nsacti ons_i n_serial _| og |l ong

mysq| trigger_with_select_stari gger _defn string

mysq| user_on_missing_db db_nane string

mysq| user_on_missing_dbjuser string

mysq| variables aut o_i ncrenment _i ncr ement | ong Auto-
increment
columns are
incremented
by this value.

mysq| variables aut o_i ncrenment _of f set | ong Offset added
to auto-
increment
columns.

mysq| variables aut ocomm t string

mysq| variables automatic_sp_privil eges string Creating and
dropping
stored
procedures
alters ACLs.

mysq| variables back_I| og | ong The number
of outstanding
connection
requests
MySQL can
have.

mysq| variables basedi r string General.Directg
Files

mysq| variables bi g tables string

mysq| variables bi nl og_cache_si ze | ong Memory.Cache

mysql variables bi nl og_f or mat string

mysq| variables bul k_insert_buffer_size | ong Size of tree
cache used

ries /

1)
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in bulk insert
optimization.

mysq|

variables

character_set _client

string

Current client
character set.

mysq|

variables

character _set _connecti on

string

Current
connection
character set.

mysq|

variables

character_set dat abase

string

The character
set used by
the default
database.

mysq|

variables

character_set filesystem

string

Set the
file system
character set.

mysq|

variables

character _set results

string

Current result
character set.

mysq|

variables

character_set_server

string

SQL.Charsets

mysq|

variables

character_set_system

string

The character
set used by
the server

for storing
identifiers.

mysq|

variables

character_sets dir

string

Directory
where
character sets
are.

mysq|

variables

col | ation_connecti on

string

The collation
of the
connection.

mysq|

variables

col | ati on_dat abase

string

The collation
used by

the default
database.

mysq|

variables

col | ati on_server

string

Set the default
collation.

mysq|

variables

conpl etion_type

| ong

Default
completion

type.

mysq|

variables

concurrent _insert

string

Use
concurrent
insert with
MyISAM.

mysq|

variables

connect _ti meout

| ong

Connections.O

mysq|

variables

dat adir

string

Path to the
database root.
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mysq|l

variables

date_f or mat

string

The DATE
format (For
future)

mysq|

variables

dat eti me_f or nat

string

The
DATETIME/
TIMESTAMP
format (for
future)

mysq|

variables

default week formt

| ong

The default
week format
used by
WEEK()
functions.

mysql

variables

del ay_key wite

string

Type of
DELAY_KEY_V

mysq|l

variables

del ayed insert limt

| ong

General.Perforr

mysq|

variables

del ayed i nsert _tineout

| ong

General.Perforn

mysq|

variables

del ayed_queue_si ze

| ong

General.Perforr

mysql

variables

di v_preci sion_i ncrenent

| ong

SQL.Formats

mysq|l

variables

engi ne_condi ti on_pushdown

string

Push
supported
query
conditions to
the storage
engine.

mysq|

variables

error_count

| ong

mysq|

variables

event schedul er

string

mysql

variables

expire_| ogs_days

| ong

General.Miscell

mysq|l

variables

flush

string

Flush tables
to disk
between SQL
commands.

mysq|

variables

flush_tine

| ong

A dedicated
thread is
created to
flush all tables
at the given
interval.

mysq|

variables

forei gn_key checks

string

mysql

variables

ft_bool ean_synt ax

string

List of
operators for
MATCH ...
AGAINST ( ...
IN BOOLEAN

VRITE.
nance
nance

nance

aneous

MODE).
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mysq|l

variables

ft_max_word | en

| ong

SQL.Full Text
Search

mysq|

variables

ft_ mn_word |en

| ong

SQL.Full Text
Search

mysq|

variables

ft_query_expansion_limt

| ong

Number

of best
matches to
use for query
expansion.

mysql

variables

ft_stopword file

stri

ng

Use stopwords
from this file
instead of
built-in list.

mysq|l

variables

general _| og

stri

ng

mysq|

variables

general _log file

stri

ng

mysq|

variables

group_concat _max_| en

| ong

The maximum
length of

the result

of function
group_concat.

mysql

variables

have_archive

stri

ng

Whether
mysqld
supports
archive tables.

mysq|l

variables

have_bdb

stri

ng

Is Berkeley DB
supported.

mysq|

variables

have bl ackhol e_engi ne

stri

ng

Whether
mysqld
supports
BLACKHOLE
tables.

mysq|

variables

have comrmunity features

stri

ng

mysql

variables

have_conpress

stri

ng

Availability
of the zlib
compression
library.

mysq|l

variables

have_crypt

stri

ng

Availability
of the crypt()
system call.

mysq|

variables

have csv

stri

ng

Whether
mysqld
supports csv
tables.

mysq|

variables

have dynami c_I| oadi ng

stri

ng

Whether
mysqld

supports
dynamic
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loading of
plugins.

mysq|

variables

have exanpl e_engi ne

stri

ng

Whether
mysqld
supports
EXAMPLE
tables.

mysq|

variables

have federat ed_engi ne

Stri

ng

Whether
mysqld
supports
FEDERATED
tables.

mysq|

variables

have _geonetry

stri

ng

Whether
mysqld
supports
spatial data

types.

mysq|

variables

have_i nnodb

stri

ng

Whether
mysqld
supports
InnoDB tables.
No longer
used as of
MEM 2.3.13.

mysql

variables

have i sam

stri

ng

Whether
mysqld
supports isam
tables.

mysq|

variables

have_nerge_engi ne

Stri

ng

Whether
mysqld
supports
merge tables.

mysq|

variables

have_ndbcl ust er

stri

ng

Whether
mysqld
supports NDB
Cluster tables.

mysq|

variables

have openssl

stri

ng

Whether
mysqld
supports SSL
connections.

mysq|

variables

have_partitioni ng

stri

ng

mysq|

variables

have _query_cache

Stri

ng

Whether
mysqld
supports query
cache.

mysq|

variables

have raid

stri

ng

Whether
mysqld
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supports the
RAID option.

mysq|

variables

have rtree_keys

string

General.Featur

mysq|

variables

have_ssl

string

Whether
the server
supports
an SSL
connection.

mysq|

variables

have_sym i nk

string

Is symbolic
link support
enabled.

mysq|

variables

host nane

string

The name
of the server
host.

mysq|

variables

identity

| ong

mysq|

variables

nit_connect

string

Command(s)
that are
executed for
each new
connection.

mysq|

variables

nit file

string

Read SQL
commands
from this file at
startup.

mysq|

variables

nit_slave

string

Command(s)
that are
executed
when a slave
connects to a
master.

mysq|

variables

nnodb_adapti ve_hash_i ndex

string

mysq|

variables

nnodb_addi ti onal _nmem pool _

sli areg

Memory.Buffers

mysq|

variables

nnodb_aut oext end_i ncr enent

| ong

Amount by
which InnoDB
auto-extends
the data

files for a
tablespace, in
megabytes.

mysq|

variables

nnodb_aut oi nc_| ock_node

| ong

mysq|

variables

nnodb_buffer_pool awe nmem

nong

Memory.Buffers

mysq|

variables

nnodb_buffer_pool _si ze

| ong

Memory.Buffers

mysq|

variables

nnodb_checksuns

string

Enable
InnoDB
checksums
validation.
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mysq|l

variables

i nnodb_commi t _concurrency

| ong

Helps in
performance
tuning in
heavily
concurrent
environments.

mysq|

variables

nnodb_concurrency_tickets

| ong

Table
Types.InnoDB

mysq|

variables

nnodb_data file_path

string

Path to
individual
files and their
sizes.

mysql

variables

nnodb_data_hone_dir

string

The common
location

for InnoDB
tablespaces

mysq|l

variables

nnodb_doubl ewite

string

Enable
InnoDB
doublewrite
buffer

mysq|

variables

nnodb_f ast _shut down

| ong

Speeds up

the shutdown
process of

the InnoDB
storage engine
by deferring
cleanup
operations
until the server
restarts.

mysq|

variables

nnodb file_ io_threads

| ong

Number of file
I/O threads in
InnoDB.

mysql

variables

nnodb_file_per_table

string

Stores each
InnoDB
table and
associated
indexes in
an .ibd file in
the database
directory.

mysq|l

variables

nnodb_flush_log_at _trx_com

i dng

Table
Types.InnoDB

mysq|

variables

nnodb_f | ush_net hod

string

With which
method to
flush data.

mysq|

variables

nnodb_force_recovery

| ong

Table
Types.InnoDB
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mysq|l

variables

i nnodb_| ock_wait _tinmeout

| ong

Table
Types.InnoDB

mysq|

variables

nnodb_| ocks _unsafe for_bin

g i ng

Table
Types.InnoDB

mysq|

variables

nnodb_| og _arch_dir

string

Where full
logs should be
archived.

mysql

variables

nnodb_| og_ar chi ve

string

Setto 1to
have logs
archived.

mysq|l

variables

nnodb_| og_buffer_size

| ong

General.Logs

mysq|

variables

nnodb_l og _file_size

| ong

Size of each
log file in a log
group.

mysq|

variables

nnodb_| og files_in_group

| ong

General.Logs

mysql

variables

nnodb_| og_group_hone_dir

string

Path to
InnoDB log
files.

mysq|l

variables

nnodb_max_dirty_ pages_pct

| ong

Percentage
of dirty pages
allowed in
InnoDB buffer
pool.

mysq|

variables

nnodb_nmax_purge_| ag

| ong

Desired
maximum
length of the
purge queue
(0 = no limit)

mysq|

variables

nnodb_mirrored_| og_groups

| ong

Number of
identical
copies of log
groups to
keep for the
database.

mysql

variables

nnodb_open_fil es

| ong

The maximum
number of files
that InnoDB

keeps open at
the same time.

mysq|l

variables

nnodb_rol | back_on_ti nmeout

string

Unknown.Unkn

own

mysq|

variables

nnodb_support _xa

string

Enable
InnoDB
support for the
XA two-phase
commit.

mysq|

variables

nnodb_sync_spi n_I| oops

| ong

Count of spin-
loop rounds
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in InnoDB
mutexes

mysq|

variables

nnodb_t abl e | ocks

string

Enable
InnoDB
locking
in LOCK
TABLES

mysq|

variables

nnodb_t hr ead_concurrency

| ong

Table
Types.InnoDB

mysq|

variables

nnodb_t hread_sl eep_del ay

| ong

Table
Types.InnoDB

mysq|

variables

nsert _id

| ong

mysq|

variables

nteractive_tineout

| ong

Connections.O

erview

mysq|

variables

oi n_buffer_size

—

| ong

The size of the
buffer that is
used for full
joins.

mysq|

variables

keep_files_on_create

string

mysq|

variables

key buffer_size

| ong

The size of the
buffer used for
index blocks
for MyISAM
tables.

mysq|

variables

key cache_age_threshol d

| ong

Memory.Cache

1°2)

mysq|

variables

key cache_bl ock_si ze

| ong

The default
size of key
cache blocks.

mysq|

variables

key cache_division_limt

| ong

The minimum
percentage of
warm blocks in
the key cache.

mysq|

variables

| anguage

string

Client error
messages

in given
language. May
be given as a
full path.

mysq|

variables

large files_support

string

Whether
large files are
supported.

mysq|

variables

| ar ge_page_si ze

| ong

General.Featur

mysq|

variables

| ar ge_pages

string

Enable
support for
large pages.

mysq|

variables

last _insert _id

| ong

mysq|

variables

[ c_tinme_nanes

string

General.Miscell

aneous
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mysq|l

variables

| i cense

stri

ng

Type of
license for the
server.

mysq|

variables

local _infile

stri

ng

Enable/
disable LOAD
DATA LOCAL
INFILE (takes
values 1|0)

mysq|

variables

| ocked_i n_nenory

| ong

Whether
mysqld is
locked in
memory with --
memlock.

mysql

variables

stri

ng

Log
connections
and queries to
file.

mysq|l

variables

l og_bin

stri

ng

Enables binary
log.

mysq|

variables

l og_bin_trust_function_crea

SIrrsi

ng

General.Logs

mysql

variables

l og_bin_trust_routine_creat

g tSr i

ng

(deprecated)
Use log-bin-
trust-function-
creators.

mysql

variables

| og_error

stri

ng

Error log file.

mysq|l

variables

| og_out put

stri

ng

mysq|

variables

| og_queries_not _using_index

sl

ng

General.Logs

mysq|

variables

| og_sl ave _updates

stri

ng

General.Logs

mysql

variables

| og_sl ow _queri es

stri

ng

General.Logs

mysq|l

variables

| og_updat e

stri

ng

General.Logs

mysq|

variables

| og_war ni ngs

| ong

Log some
not critical
warnings to
the log file.

mysq|

variables

| ong_query_tine

| ong

General.Perforr

nance

mysql

variables

[ ow priority_updates

stri

ng

For non-
transactional
tables,
INSERT,
DELETE,
and UPDATE
statements
have lower
priority than
SELECT

statements.
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mysq|l

variables

| oner _case file_system

string

General.Featur

mysq|

variables

| ower case_t abl e_nanes

| ong

SQL.Overview

mysq|

variables

max_al | owed_packet

| ong

Max
packetlength
to send/
receive from to
server.

mysql

variables

max_bi nl og_cache_si ze

| ong

General.Logs

mysq|l

variables

max_bi nl og_si ze

| ong

General.Logs

mysq|

variables

max_connect _errors

| ong

Connections.O

mysq|

variables

max_connecti ons

| ong

The number of
simultaneous
clients
allowed.

mysql

variables

max_del ayed_t hr eads

| ong

General.Perforr

mysq|l

variables

max_error_count

| ong

Max number
of errors/
warnings to
store for a
statement.

mysq|

variables

max_heap_t abl e_si ze

| ong

Don't allow
creation of

heap tables
bigger than
this.

mysq|

variables

max_insert _del ayed_t hreads

| ong

This

variable is a
synonym for
max_delayed _t

mysql

variables

max_j oi n_si ze

| ong

General.Perforr

mysq|l

variables

max_|l ength _for_sort_data

| ong

Max number
of bytes
in sorted
records.

mysq|

variables

max_prepared_stnt_count

| ong

Maximum
number of
prepared
statements in
the server.

mysq|

variables

max_relay | og_size

| ong

General.Logs

mysql

variables

max_seeks_for_key

| ong

Limit assumed
max number
of seeks when
looking up
rows based on
a key.

337

erview

nance

hreads.
nance




Namespa

d¢amespace Type

Attribute

Type

Description

mysq|l

variables

max_sort | ength

| ong

The number of
bytes to use
when sorting
BLOB or
TEXT values.

mysq|

variables

nmax_sp_recursion_depth

| ong

Maximum
stored
procedure
recursion
depth.

mysq|

variables

max_t np_t abl es

| ong

Maximum
number of
temporary
tables a client
can keep open
at a time.

mysql

variables

MBx_user _connecti ons

| ong

Connections.O

mysq|l

variables

max_write | ock_count

| ong

After this
many write
locks, allow
some read
locks to runin
between.

mysq|

variables

m n_exam ned_row |imt

| ong

mysq|

variables

mul ti _range_count

| ong

General.Perforr

erview

nance

mysql

variables

nyi sam dat a_poi nter _si ze

| ong

Default pointer
size to be
used for
MyISAM
tables.

mysq|l

variables

myi sam max_extra_sort _file_

Sli arey

Deprecated
option.

mysq|

variables

nyi sam max_sort file_size

| ong

Table
Types.MyISAM

mysq|

variables

i sam recover_options

2

string

The value of
the --myisam-
recover option.

mysql

variables

i sam repair _threads

2

| ong

Table
Types.MyISAM

mysq|l

variables

i sam sort_buffer_size

2

| ong

Memory.Buffers

mysq|

variables

nyi sam st ats_net hod

string

Specifies

how MyISAM
index statistics
collection code
should treat
NULLSs.

mysq|

variables

i sam use_map

2

string
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mysq|l

variables

nanmed_pi pe

string

Indicates
whether

the server
supports
connections
over named

pipes.

mysq|

variables

net _buffer | ength

| ong

Buffer length
for TCP/IP

and socket
communication

mysq|

variables

net read tineout

| ong

Connections.Ne

mysql

variables

net _retry_count

| ong

Connections.Ne

mysq|l

variables

net_write_tinmeout

| ong

Connections.Ne¢

mysq|

variables

new

string

Use very
new, possibly
'unsafe’
functions.

mysq|

variables

old

string

mysql

variables

old alter _table

string

mysq|l

variables

ol d_passwords

string

Use old
password
encryption
method
(needed for
4.0 and older
clients)

mysq|

variables

open_files_limt

| ong

General.Directq
Files

mysq|

variables

optim zer_prune_| evel

| ong

General.Featur

mysql

variables

optim zer_search_depth

| ong

Maximum
depth of
search
performed
by the query
optimizer.

mysq|l

variables

pid file

string

Pid file
used by
safe_mysqld.

mysq|

variables

pl ugi n_dir

string

mysq|

variables

port

| ong

Port number
to use for
connection.

mysql

variables

prel oad_buffer_size

| ong

The size of
the buffer that

tworkin
ptworking
ptworking

ries /

is allocated
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when
preloading
indexes.

mysq|

variables

prepared_stnt _count

| ong

The current
number of
prepared
statements.

mysq|

variables

pr ot ocol _version

| ong

The version

of the client/
server protocol
used by

the MySQL
server.

mysq|

variables

pseudo_thread_id

| ong

mysq|

variables

query_al |l oc_bl ock_si ze

| ong

Allocation
block size for
query parsing
and execution.

mysq|

variables

query _cache_limt

| ong

Don't cache
results that are
bigger than
this.

mysq|

variables

guery_cache_mn_res_unit

| ong

Memory.Cache

mysq|

variables

query_cache_si ze

| ong

The memory
allocated to
store results
from old
queries.

1

mysq|

variables

guery_cache_type

string

Query cache
type.

mysq|

variables

qgquery_cache_w ock_i nval i dat

st ring

Invalidate
queries in
guery cache
on LOCK for
write.

mysq|

variables

query_preal |l oc_si ze

| ong

Persistent
buffer for
query parsing
and execution.

mysq|

variables

rand_seedl

| ong

mysq|

variables

rand_seed?2

| ong

mysq|

variables

range_al | oc_bl ock_si ze

| ong

Allocation
block size

for storing
ranges during
optimization.

variables

mysq|

read_buffer_size

| ong

Memory.Buffers
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mysq|l variables read_only string Make all
nontemporary
tables read
only.

mysq| variables read_rnd_buffer_size | ong Memory.Buffers

mysq| variables relay_l og string

mysql variables relay_| og_i ndex string

mysq|l variables relay log_info file string

mysq| variables relay | og purge string Determines
whether
relay logs are
purged.

mysql variables relay | og space limt | ong Maximum
space to use
for all relay
logs.

mysql variables report _host string

mysq|l variables report _password string

mysq| variables report _port | ong

mysql variables report _user string

mysql variables rpl _recovery_rank | ong Not used.

mysq|l variables secure_auth string Disallow
authentication
for accounts
that have
old (pre-4.1)
passwords.

mysq| variables secure_file priv string Unknown.Unkn

mysql variables server_id | ong General.Overvi

mysql variables shar ed_nenory string Whether
the server
allows shared-
memory
connections.

mysq|l variables shared_nenory_base_nane string The name
of shared
memory to use
for shared-
memory
connections.

mysq| variables ski p_external _| ocking string Skip system
(external)
locking.

341



ptworking

nance

Namespafd¢amespace Type |Attribute Type Description

mysq|l variables ski p_net wor ki ng string Don't allow
connection
with TCP/IP.

mysq| variables ski p_show dat abase string Don't allow
SHOW
DATABASE
commands.

mysq| variables sl ave_conpressed_pr ot ocol string Use
compression
on master/
slave protocol.

mysql variables sl ave_exec_node string

mysq|l variables slave_| oad_tnpdir string General.Replication

mysq| variables sl ave_net ti neout | ong Connections.Ng

mysql variables sl ave_skip_errors string General.RepIicq&tion

mysql variables sl ave_transaction_retries |long General.RepIicétion

mysq|l variables sl ow | aunch_ti ne | ong General.Perforn

mysq| variables sl ow _query_| og string

mysq| variables sl ow _query_log file string

mysql variables socket string Socket file
to use for
connection.

mysq| variables sort_buffer_size | ong Each thread
that needs
to do a sort
allocates a
buffer of this
size.

mysq| variables sql _auto_is_null string

mysq| variables sql _big_selects string General.Featur

mysql variables sql _big_tables string

mysq|l variables sqgl _buffer_result string

mysq| variables sql _log _bin string

mysq| variables sql _l og_of f string

mysql variables sql _| og_updat e string

mysq|l variables sqgl _low priority_updates string

mysq| variables sql _max_j oi n_si ze | ong

mysq| variables sql _node string Set the SQL
server mode.

mysql variables sqgl _notes string If setto 1,
warnings of
Note level are
recorded.
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mysq|l variables sgl __quote_show create string

mysq| variables sql _safe_updates string

mysq| variables sql _select_limt | ong

mysql variables sql _sl ave_ski p_counter | ong

mysq|l variables sgl _war ni ngs string General.Miscell

mysq| variables ssl _ca string CA file in PEM
format (check
OpenSSL
docs, implies
--ssl)

mysq| variables ssl _capath string CA directory
(check
OpenSSL
docs, implies
--ssl)

mysql variables ssl _cert string X509
certification in
PEM format
(implies --ssl)

mysq|l variables ssl _ci pher string SSL cipher to
use (implies --
ssl)

mysq| variables ssl _key string X509 key in
PEM format
(implies ssl)

mysq| variables st orage_engi ne string The default
storage
engine.

mysql variables sync_bi nl og | ong Synchronously
flush binary
log to disk
after every #th
event.

mysq| variables sync_frm string Sync .frm to
disk on create.
Enabled by
default.

mysq| variables sync_replication | ong Deprecated.

mysq| variables sync_replication_slave_id |long Deprecated.

mysql variables sync_replication_tineout | ong Deprecated.

mysq|l variables systemtime_zone string The server
system time
zone.

mysq| variables t abl e_cache | ong Deprecated;
use --
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table_open_cag
instead.

mysq| variables tabl e_definition_cache | ong

mysq| variables tabl e | ock_wait _timeout | ong General.Miscell

mysq| variables t abl e_open_cache | ong

mysq| variables tabl e_type string A synonym for
storage_engine.

mysql variables t hread_cache_si ze | ong How many
threads to
keepin a
cache for
reuse.

mysq| variables t hread_handl i ng string

mysq| variables t hread_st ack | ong The stack
size for each
thread.

mysq| variables time_format string The TIME
format (for
future)

mysq| variables ti me_zone string The current
time zone.

mysq| variables ti med_nut exes string General.Miscell

mysq| variables ti mestanp | ong

mysq| variables tnp_table_size | ong Memory.Overvi

mysq| variables tnpdi r string Path for
temporary
files.

mysq| variables transaction_al |l oc_bl ock_si zd ong Allocation
block size for
transactions
to be stored in
binary log.

mysq| variables transaction_prealloc_size |long Persistent
buffer for
transactions
to be stored in
binary log.

mysq| variables tx_i sol ation string The default
transaction
isolation level.
mysql variables uni que_checks string

mysq| variables updatable views with_Iimt |string SQL.Overview

mysq| variables version string Output version

information
and exit.
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mysq|l variables ver si on_conmment string General.Overvi

mysq| variables versi on_conpi | e_nmachi ne string The type of
machine or
architecture on
which MySQL
was built.

mysql variables versi on_conpi |l e_os string The type of
operating
system on
which MySQL
was built.

mysql variables wai t _ti meout | ong Connections.O

mysq|l variables war ni ng_count | ong

mysq| waiting_db wai ti ng_db string

mysql waiting_statement |wai ti ng_st at enent string

mysql waiting_thread wai ting_thread | ong

mysq|l waiting_time waiting tine | ong

mysq| waiting_user wai ti ng_user string

0s cpu cpu_cache_si ze | ong The size of the
CPU cache.

0s cpu cpu_idle | ong_count er The CPU idle
time.

0s cpu cpu_mhz | ong The MHz
rating of the
CPU.

0s cpu Cpu_nane string The CPU
name.

0s cpu Cpu_sys | ong_count er CPU system /
kernel time.

0s cpu cpu_user | ong_count er CPU user
space time.

0s cpu cpu_vendor string The name
of the CPU
vendor.

0s cpu cpu_wait | ong_count er CPU IO wait
time.

0s disk di sk_bytes_read | ong_count er The number
of bytes read
from disk.

0s disk di sk_bytes witten | ong_count er The number of
bytes written
to disk.

0s disk di sk_queue | ong The size of the
disk 10 queue.

erview
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0s disk di sk_reads | ong_counter The number of
disk reads.

0s disk disk_rtinme | ong

0s disk di sk_servicetine doubl e

0s disk di sk_snapti me | ong

0s disk disk_tinme | ong

0s disk disk wites | ong_count er The number of
disk writes.

0s disk di sk_wtinme | ong

0s disk fs_avail | ong The amount
of available
space for the
mount point.

0s disk fs files | ong The number
of files on the
mount point.

0s disk fs free files | ong The number
of free files
on the mount
point.

0s disk fs_total | ong The total
amount of
space for the
mount point.

0s disk fs_unused | ong The amount of
unused space
for the mount
point.

0s disk fs_used | ong The amount
of used space
for the mount
point.

0s fs fs_avail | ong

0s fs fs_dev_nane string

0s fs fs dir_name string

0s fs fs files | ong

0s fs fs flags | ong

0s fs fs free_files | ong

0s fs fs_options string

0s fs fs_sys type_nane string

0s fs fs_total | ong

0s fs fs_type_nane string

0s fs fs_unused | ong
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0s fs fs_used | ong

0s Host host _i d string The host
unique
identifier.

0s Host name string

0s loadavg 0 doubl e

0s loadavg 1 doubl e

0s loadavg 2 doubl e

0s mem ramt ot al | ong The total
amount of
available
RAM.

0s mem ram unused | ong The total
amount of
unused RAM.

0s mem swap_page_in | ong

0s mem swap_page_out | ong

0s mem swap_t ot al | ong The total
amount of
available swap
memoary.

0s mem swap_unused | ong The total
amount of
unused swap
memory.

0s net addr ess string The address
of the network
interface.

0s net br oadcast string The network
interface
broadcast
address.

0s net description string The network
interface
description.

0s net destination string The network
interface
destination
address.

0s net flags | ong The network
interface flags.

0s net hwaddr string The network

interface MAC
address.
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0s

net

metric

| ong

Operating
System.Net

0s

net

nmu

| ong

The Maximum
Transmission
Unit.

0s

net

nanme

string

The network
interface name
(ethO, ethl
etc.)

0s

net

net mask

string

The network
interface
subnet mask.

0s

net

rx_bytes

| ong_counter

The number
of bytes
received.

0s

net

rx_dr opped

| ong_count er

The number
of received
packets
dropped.

0s

net

rx_errors

| ong_count er

The number
of received
packet errors.

0s

net

rx_frame

| ong_count er

The number
received
packet frame
errors.

0s

net

rx_overruns

| ong_counter

The number
of received
packet
overruns.

0s

net

rx_packets

| ong_count er

The number
of packets
received.

0s

net

speed

| ong

The network
interface
connection
speed.

0s

net

tx_bytes

| ong_count er

The number
of bytes
transmitted.

0s

net

tx_carrier

| ong_counter

The number of
carrier errors
on network
transmission.

0s

net

tx_col lisions

| ong_count er

The number
of network
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transmission
collisions.

0s

net

t x_dropped

| ong_count er

The number
of network
transmissions
dropped.

0s

net

tx_errors

| ong_count er

The number
of network
transmission
errors.

0s

net

tx_overruns

| ong_counter

The number
of network
transmission
overruns.

0s

net

t Xx_packets

| ong_count er

The number
of packets
transmitted.

0s

net

type

string

The network
interface type
(ethernet,
loopback etc.)

0s

0s

os_arch

string

The
architecture of
the OS / CPU.

0s

0s

os_description

string

Description of
the OS.

0s

0s

os_nmmachi ne

string

Machine CPU
architecture.

0s

0s

0S_nane

string

The OS name.

0s

0s

os_pat chl evel

string

The OS patch
level.

0s

0s

os_vendor

string

The OS
vendor.

0s

0s

os_vendor _code_nhane

string

The OS
vendor code
name.

0s

0s

0s_vendor _narme

string

The OS
vendor name.

0s

0s

0s_vendor _versi on

string

The OS
vendor version
number.

0s

0s

0Ss_version

string

The OS
version
number.

util

LogHistogram

| ong_count er

util

LogHistogram

| ong_count er
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util LogHistogram 10 | ong_counter
util LogHistogram 11 | ong_count er
util LogHistogram 12 | ong_count er
util LogHistogram 13 | ong_count er
util LogHistogram 14 | ong_counter
util LogHistogram 15 | ong_count er
util LogHistogram 16 | ong_count er
util LogHistogram 17 | ong_count er
util LogHistogram 18 | ong_counter
util LogHistogram 19 | ong_count er
util LogHistogram 2 | ong_count er
util LogHistogram 20 | ong_count er
util LogHistogram 21 | ong_counter
util LogHistogram 22 | ong_count er
util LogHistogram 23 | ong_count er
util LogHistogram 24 | ong_count er
util LogHistogram 25 | ong_counter
util LogHistogram 26 | ong_count er
util LogHistogram 27 | ong_count er
util LogHistogram 28 | ong_count er
util LogHistogram 29 | ong_counter
util LogHistogram 3 | ong_count er
util LogHistogram 30 | ong_count er
util LogHistogram 31 | ong_count er
util LogHistogram 32 | ong_counter
util LogHistogram 33 | ong_count er
util LogHistogram 34 | ong_count er
util LogHistogram 35 | ong_count er
util LogHistogram 36 | ong_counter
util LogHistogram 37 | ong_count er
util LogHistogram 38 | ong_count er
util LogHistogram 39 | ong_count er
util LogHistogram 4 | ong_counter
util LogHistogram 40 | ong_count er
util LogHistogram 41 | ong_count er
util LogHistogram 42 | ong_count er
util LogHistogram 43 | ong_counter
util LogHistogram 44 | ong_count er
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util LogHistogram 45 | ong_counter
util LogHistogram 46 | ong_count er
util LogHistogram 47 | ong_count er
util LogHistogram 48 | ong_count er
util LogHistogram 49 | ong_counter
util LogHistogram 5 | ong_count er
util LogHistogram 50 | ong_count er
util LogHistogram 51 | ong_count er
util LogHistogram 52 | ong_counter
util LogHistogram 53 | ong_count er
util LogHistogram 54 | ong_count er
util LogHistogram 55 | ong_count er
util LogHistogram 56 | ong_counter
util LogHistogram 57 | ong_count er
util LogHistogram 58 | ong_count er
util LogHistogram 59 | ong_count er
util LogHistogram 6 | ong_counter
util LogHistogram 60 | ong_count er
util LogHistogram 61 | ong_count er
util LogHistogram 62 | ong_count er
util LogHistogram 7 | ong_counter
util LogHistogram 8 | ong_count er
util LogHistogram 9 | ong_count er
util LogHistogram base | ong

util LogHistogram nul | ong_counter
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